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Driven by fear of hackers and the economics of the
Internet, the subject of Virtual Private Network (VPN)
over the Internet (i.e. IP-based VPN) has received
considerable attention from the industry and recently
ever-growing interest from the research community. The
service support and provisioning of VPN are going into
an age of dramatic growth. In the meantime, the transfer
requirements of VPN will as well have drastic changes.
The first generation VPN was built mainly using private
leased line service. The second generation VPN is to
create encrypted data tunnels through the Internet. The
technology focuses Layer 2 tunneling techniques such as
PPTR, L2P and L2TP, and remote access security such as
RADIUS and | Psec-based encryption.

While the current VPN technology reaches a state
of readiness, we expect the number of endpoints per
VPN will grow rapidly. In today’s dynamic business
environments, demand for dependable, dynamic
communication between endpoints increases and the
communication patterns become difficult to forecast. In
many cases, users are unable to clearly specify loads
between endpoints of VPN sets. Let aone the QoS
requirements on a point-to-point basis. Moreover, in
traditional private networks users have to pay for the full
bandwidth at all times even the line is not being used.
The new issue in IP-based VPN implementation is that
the network managers need to play a more active role in
dlocating and managing bandwidth alocated to
individual VPNs in accordance with the traffic load and
the service level agreement. In this new model, users will
no longer need to pay for the bandwidth they do not use.
Network providers can better plan network resources and
utilize bandwidth.

This project focuses on the design and
implementation of VPN resource management
mechanisms to support effective and flexible VPN
configuration and billing a the boundary router.
Specifically, we address the problems of & how to



manage and alocate bandwidth in order to support
effective and flexible VPN configuration and billing at
the boundary router; b) how to assure service quality and
performance between individual VPN tunnels; and ¢
how to guarantee performance to different classes of
applications within atunnel for all time scales.

Keywords: Virtual Private Network, VPN, Quality of
Service, resource management, packet scheduling,
capacity planning and management, Integrated Services,
Differentiated Services, Broadband Internet.
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In the first part, we studied and surveyed works
related to the following issues: & how to manage and
allocate bandwidth in order to support effective and
flexible VPN configuration and billing at the boundary
router (see Figure 2 and Figure 3); b) how to assure
service quality and performance between individual VPN
tunnels, and ¢) how to guarantee performance to
different classes of applications within a tunnel for al
time scales. The goal is to address the two basic needs —
performance and accounting - for carriers to offer VPN
services

In the second part of the project, we have set up a
VPN router prototype based on Linux. We are currently
working on the implementation of dynamic VPN
configuration and provisoning, and resource
management. These management/control modules will
integrate with the pricing system developed by
subproject 2 and mobile VPN systems by subproject 3.

m= %
A. Design Goals
To address the needs of today’'s dynamic business

environments the next generation VPN must be able to
quickly respond to corporate growth. In summary, the
reguirements of the next generation VPN are asfollows:

* Flexibility — on-demand resource allocation to
accommodate the pace and unpredictability of
business and traffic demands;

» Affordability — dynamic resource allocation to
provide flexible accounting/billing instead of
flat-rate, static pricing;

» Efficiency - efficient resource utilization;

e Connectivity — dynamic configuration of
point-to-point and multipoint connectivity to
meet the demands of a growing community of
remote users, customers and partners;

e Communications — ability to manage VPN
connectivity both end-to-end unicast and
multicast communications;

. Scalability — to meet the quality of service
reguirements of traffic transfer;

. Security - to provide access to networked resources,
including legacy systems and enterprise protocols,
without compromising security.

VPN services have recently received considerable
attention within the IP, frame-relay, MPLS, and ATM
networking communitieg 2]. The next generation VPN is
a “virtual’ connectivity, point-to-point and multipoint,
unicast and multicast communication, over a shared

network via "tunneling’- Traffic from many sources to

travel via sgparate tunnelsacross the sameinfrastructure.
2 praF s

IETF has specified four general VPN reguirements:
Opague Packet Transport, Data Security, Tunneling
Mechanism and Quality of Service Guarantees [1]. Data
Security and Tunneling Mechanism are the basic
mechanism to construct a VPN. The first three issues
have been the focus of research in the Internet
community in the last couple of years. The goa is to
provide security of the VPN service. Much less attention
has been paid to resource management issues related to
VPNSs, but it is necessary for VPN service to offer
comparable performance assurance [2].

In [3], the authors propose a new service interface,
termed a hose, to provide the appropriate performance
abstraction. A Hose is characterized by the aggregate
traffic to and from one endpoint in the VPN to the set of
other endpoints in the VPN, and by an associated
performance guarantee. The connectivity of endpoints to
the network is specified by a hose model, comprising:

. the capacity required for aggregate outgoing traffic
from the endpoint into the network (to the other
end points of the VPN)

. the capacity required for aggregate incoming
traffic out of the network to the endpoint (from the
other endpoints of the VPN);



. the performance guarantee for the hose,
conditioned only on the aggregate traffic seen at
the hose interface.

The Hose Model implements the link-sharing
concept and provides customers simpler, more flexible
Service Level Agreements (SLAS). The Hose model
appears to present the provider with a more challenging
problem in resource management. In [3] the authors also
propose two basic mechanisms to manage network
resources which can be applied on both access links and
network internal links:

. Statistical  Multiplexing: Multiplexing can be
applied to ahose or a set of hoses.

. Resizing: The provider can make a worst case
initial allocation, and then resize that alocation
based on online measurements.

The dynamic resizing algorithm is shown to result
significant statistical multiplexing gain (factor 1.5 to 3),
but the issue of fairness and isolation has not been
discussed. k@ - *5 {7 hose model > i #F F B
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In [5], they consider the reconstruction of a

tree-based VPN topology in the presence of alink failure.
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In [8], a scheme called Stochastic Fair Sharing
(SFS) is proposed. The SFS scheme implements fair
sharing among Virtual Leased Links (VLLS) by
dynamically modifying their capacities as sessions arrive
and depart. The SFS is an admission control algorithm
used to decide which sessions to accept and which to
reject depending upon the current utilizations and
provisioned capacities of the classes. The simulations
exhibit that SFS achieves isolation (low session arrival
rate low blocking probability), Statistical Multiplexing
(more multiplexing gain than dtatic partitioning),
Fairness (higher max-min fairness index (0.97) in virtual
link), efficiency (low signal overhead).

C. VPN Service Modd

We propose a new VPN service model to capture
users and providers requirements. We consider a
network with N VPN users; each forms a VPN group.
There are several possible service models. An edge link
has M VPN users. The user-level QoS requirements
per VPN endpoint follows the Hose model[3]. The
bandwidth allocation is transformed into a pool of tokens
that could be flexibly assigned to traffic going towards
any destination from the endpoint within the VPN.
Figure 2 depicts the key resource management
components in a router: resource reservation, admission
control, QoS routing, traffic control, queue Management
and packet scheduling. Data transmission operations
proceeds as follows:

. When sender wants to send data, it initiates a
QoS reguest. The request will pass to “Resource
Reservation” mechanism, to reserve adequate
resources.

. During the resource reservation phase, “QoS
Routing” component discovers the feasible path;
“Admission Control” mechanism decides
whether there is adequate free capacity to accept
the reservation request.

. If the request is accepted, the “Traffic Control”
mechanism will monitor the traffic and force it
to conform to sender’s traffic specification. The
“Queue Management” mechanism will monitor
the queue length to avoid congestion. The
“packet scheduling” mechanism will determine
the sequence the packet will be transmitted.

We are currently working on a) the link sharing
scheme between tunnels of a VPN and between VPNSs;



and b) admission control. The objectives of our
link-sharing scheme must possess the following features:
[91[10][11]

. Isolation - Every VPN flow will not be suffered
from rogue source, such as ill-behaved users,
network load fluctuation, and best-effort users.

. Fairness - The available network resources must be
shared among the flows in a fair manner.

. Flexibility - Flexibility means elasticity. For
example, users could modify SLAs dynamically.

. Utilization - The network resources must utilize
efficiently. The idle resources may be shared
within the same service class or among different
service classes.

. Efficiency - Efficiency means lower overhead or
more end-to-end performance guarantee.

To achieve efficient resource usage, we propose to
build VPN membership tree The multicasting tree
concepts can be used to build VPN membership tree
[12][13][14][15][16]. But we need to consider the
difference between them, VPN packets need higher
security control and multicasting tree is more dynamic
than VPN membership Tree. Note that in this approach
they consider the bandwidth allocation for the worst-case.
In redity, at any time instant, it is likely that bandwidth
allocated to a VPN will not be fully used. Therefore, how
to make use of the characteristics of statistica
multiplexing gain between flows of VPNs sharing a
common link and be able to dynamically allocate
bandwidth subject to the QoS constraints becomes a
challenge.
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Figure 1. The QoS-assured VPN service - per-tunnel and
per-session within the tunnel
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Figure 2. Resource management components of a QoS
router
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