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Abstract

Current Internet does not provide any kind of QoS
guarantee for the network applications. Therefore, the
network resources could be wasted by some unimportant
applications. On the other hand, the extensive
connectivity of the Internet also provides the malicious
crackersthe great environment to distribute the computer
viruses and overload the servers by DDoS attack. In
consequence, how to appropriately manage the network
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resources to enhance the QoS and to prevent network
attack are the top issues of network researches.

In this project, we propose a novel QoS router
architecture based on Linux. In this router, packets are
classified and treated according to the user-defined
policies. This architecture comprises many components:
policy-based packet classifier, queue manager such as
RED, traffic policer, and the Weighted Fair Queue packet
scheduler with maximum rate control (W2FQ-M). Under
such architecture, many applications could be
implemented, such as: firewall, network security gateway,
QoS router, VPN gateway and network monitor. With
appropriate hardware support, all functions could be
implemented in the same machine. Besides, we will also
develop a network monitoring system to watch all the
packets passing the networks and provide information to
the QoS router to act promptly to some unusual network
conditions. Finally, we will discuss some issues dout
porting the system to embedded devices to lower the cost
of total system.
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Figure 3. QoS Router Interface
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Figure 5. QoS Router Advance Request
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Figure 6. Firewall rule



