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SConPaC

Packet Classification, Packet

Classifier, Stateful, Content Inspection
In this year of the project, we developed
a new dtateful content-based packet
cdled SConPaC. The
motivation for developing SConPaC is
stated as follow: compared to the traditional
packet classifier, this architecture is capable

classfication

to inspect the packet application content,
maintain and track protocol state transition
dynamically, and handle both 1Pv4 and IPv6
packets.

We study numerous applications and
protocols in wide-spread use. We generdize
their features which are commonly utilized
when inspecting the application content and
packet header. Our Script Language covers



sufficient types of matches to satisfy the
requirement of convenience and flexibility.
Script Language Compiler compiles the
script language into codes and stores the rule
specifications into a rule table. Along with
the rules, SConPaC Engine can perform the

procedure  of  packet  classification.
SConPaC  Engine comprises severa
functional components. Separating the

filtering procedure into multiple stages is
one of the features of Classification Engine.
Each stage is implemented as different
with  the
characteristics of the matches. In addition,
classification engine maintains and tracks

building blocks consistent

the state transition of protocols in order to
understand the evolution of connections.

The architecture we proposed not only
meets the requirements of current packet
(stateful
ingpection), but also brings up some origina

classification and content

ideas and design.

A. Building SConPaC System
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B.1 Script Language

(Commands) (Match)

command [match/matches] policy

Command Description
--insart_rule insert anew rule
--delete rule delete areul
--ligt_rule list all rules

Match Description
--ver IP

--SIc IP




--dst P

--proto

--tc IPv6 Traffic Class

--f_label IPv6 Flow Label

--len IP

IPv6 Hop Limit

--hop_limit ] )
IPv4 TimeTo Live

--sport

--dport

--tcp_flags TCP Hags

--exist

--conn_gtate

--14_date

--gpp_State

--app_proto
--Content
[start..end]

--match_exactly
(from, shift, len)

--match_string I

--match_string_w
ithin(start, end) [l

--user_define(fro
m, shift, len)

Policy Description

ACCEPT

DROP

LOG

B.2 Script Language Compiler

(Lexical

Analyzer Scanner) (Syntax

Analyze Parser)

(Token)

(Rule Table)

B.3 Classfication Engine

(L LEE

(Flow
Classifier) IP

(Connection Manager)

(Flow State
Store) (State Manager)
IP

IP

(Finite State Machines)

(Packet Filter)

(Policy Engine)

Flow Classfier

(Source 1P, Dedtination
IP, Protocol, Source Port, Destination Port)



Connection Manager

(connection)
(Flow)
State Manager
(Finite State Machines
(port)
Finite State Machines
SMTP HTTP SP
eDonkey2000 TCP UDP ICMP

IPv6  Mobile IPv6
Packet Filter

IPv6

(bit vector)

(Index)

Policy Engine

C Examplesand Result

IP
--insert_rule --src 140.112.107.41
--proto icmp --action drop
TCP

--insert_rule --proto !tcp --action drop

TCP Hags
--insert_rule --proto tcp --tcp_flags
ALL:SYN,ACK --action drop

ports
--insert_rule --proto tcp --sport >1024
--action drop

IPv6
--insert_rule --ver 6 --DstHdr.OptType
201 --action log

¢ --insert_rule --Content[0..88]
“HTTP 200 OK” --action drop
¢ --insert_rule
--match_exactly (PktPayload, O,
88) “HTTP 200" --action drop
€ --insert_rule--match_string
“virus’ --action drop

--insert_rule --ver 6 --src
3ffe::100:2:b3ff:fel5:fcar/64
--app_proto Mobilel Pv6 --action accept

--insert_rule --proto tcp —conn_state
ESTABLISHED,RELATED --action
accept

--ver 6 --DstHdr.Opt 201 --define_field
(DstHdr.Opt, 16, 128)
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