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The fast developing of the Information Technology (IT) has improved the efficiency of our society, re-
gardless of the public or private sectors are both benefited much from it. Unfortunately, the problems followed
by this technology, the information and communication security have become increasingly serious. This in-
cludes virus attacks, protection of privacy, and terrorist attacks. This issue might induce some potential prob-
lems which might lead to a major concern for our national security, economic development and social stability.
In this article, it will discuss how to work against the potential risks when utilizing of the "Internet Technolo-
gy", while developing and promoting a healthy "electronic government”. ’

By utilizing the statistic data from the National Information and Communication Security Taskforce
(NICST) and the Taylor Nelson Sofres (TNS) surveys about the topi¢ of e-government development, this arti-
cle is focusing on analysis the level of degree and the aspect of influences of the information and communica-
tion security in Taiwan. Meanwhile, by referencing the similar experiences of United States and other interna-

tional organizations, such as OECD and APEC, this article will take a further comparative studyfrom:the nor-
mative researches and the empirical researches.,
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This article finds that, under the current condition, the more the expansion of Internet Technology, the
more the risk it increases. Even though the government has always takes the issue of information and commu-
nication security, as one of the major concerns, but the concept of information security and risk management
must be further developed This article suggests three main principles regardmg to the information and com-
munication securlty First is the emphasis of the importance of the protection of data is equal to the use of in-
formation. All participants should understand their responsibility for the security of those information systems.
Secondly, all dimensions of this concept must be widely promoted. Lastly, the most important of all, is that it
must take a customer-orientated attitude, to strengthen and ensure the confidence about the security of users.
Based on these principles, N-SOC should take four strategies in the future promotion of information and com-
munication security which includes the following: to enhance the protection of the agile data, and to further lift
up the recognition of the importance of the information and communication security to the general pubic; to re-
view and discuss the current laws and regulations about information and communication security, and to boost
the detection ability of the internet safety; to enhance the technology development and application of the infor-
mation and communication security. This article concludes that only the further enhancement of information
and communication security will establish an internet system that can let the public count on, and therefore it
will be easy to promote a practical and user-friendly electronic government.

M4z keywords © B FALEA ~ FE%ED B2 TRER2 - BREBE2HHFEFQ
, Electronic Government, Information and Communication Security, Network' Security,
Information Security, National Security Operation Center.
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