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Abstract 
In this paper, we propose a secure rewarding scheme. 
I n  the scheme, a reward provider publishes a problem, 
and provides a reward f o r  a person who can supply h im  
a satisfactory solution of the problem. The first quali- 
fied claimant with satisfactory solution of the problem 
is selected to obtain the reward. The selected claimant 
can obtain the reward from the reward provider with- 
out revealing his identity. Nobody except the selected 
claimant can get the reward, and the provider can- 
not decline the selected claimant his entitled reward. 
I n  addition, we also propose another secure reward- 
ing scheme with two-way untraceability t o  protect the 
privacy o f  the reward provider as well. 

1. Introduction 
Due to the fast progress of network technologies, 

many advanced communication services have been 
proposed in the literature. Among these services, elec- 
tronic payment is a popular one since the technique 
makes it possible for a payer to pay electronic cash to  
the payee by transmitting the cash through an elec- 
tronic channel. Furthermore, numerous economic ac- 
tivities can be operated and performed through the 
communication networks quickly and correctly. How- 
ever, in some situations, the privacy of the partici- 
pants who take part in these activities must be pro- 
tected against dishonest parties. Especially, the pri- 
vacy consideration is more important if these activities 
are sensitive, such as the police pays a reward to  an 
anonymous witness who provides a crucial evidence 
for a crime. 

In real world, a person usually has many problems 
to solve. Some of the problems can be solved by him- 
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self, while some difficult problems may need the help 
of others. For privacy considerations, a helper usually 
requests to keep his identity secret when what he faces 
is a sensitive problem. Is it possible for the helper to  
supply the solution of the problem to the helpee and 
claim the reward provided by the helpee without ex- 
posing his identity to anybody? 

Formally, a problem and a deadline are published 
by a reward provider. If one can supply the provider 
a solution of the problem before the deadline, then the 
provider gives a reward to him. Assume that a reward 
claimant knows how to solve the problem, and he can 
satisfy the requirements published by the provider. 
How can the claimant submit the provider the solu- 
tion of the problem and obtain the reward from the 
provider without revealing his identity? 

In this paper, we introduce a secure rewarding 
scheme. In our scheme, the first qualified claimant is 
selected to obtain the reward offered by the reward 
provider. Based on the techniques of communica- 
tion networks and cryptography, our proposed scheme 
makes it possible for the selected claimant to submit 
his solution of the problem to the provider and get 
the reward from the provider privately, without ex- 
posing his identity. In our scheme, no one can ob- 
tain the reward except the selected claimant, and the 
reward provider cannot decline the selected claimant 
his entitled reward. In addition, another secure re- 
warding technique with two-way untraceability is pro- 
posed in this paper. In the proposed two-way untrace- 
able rewarding scheme, the privacy of both the re- 
ward claimants and the reward providers is protected 
against each other. 

The rest of the paper is organized as follows. In sec- 
tion 2, we review the cryptographic techniques used in 
our schemes. The proposed rewarding scheme is de- 
scribed in section 3, and the security af the scheme 
is examined in this section. In section 4, we present 
a secure rewarding scheme with two-way untraceabil- 
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ity, and discuss the security of the scheme. Finally, a 
concluding remark is given in section 5 .  

2. Preliminary 
In this section, we provide a summary of several ba- 

sic cryptographic p itives which are prerequisite in 
order to build the proposed rewarding schemes in the 
following sections. These primitives include the tech- 
niques of public-key encryptions, untraceable e-mails, 
digital signature schemes, blind signature techniques, 
and electronic cash systems. 

2-1. Public-key encryptions 

ns are used in our proposed re- 
the key distribution overhead 

a secret-key encryption system is not acceptable. 
cure public-key encryptions can protect the privacy 
messages transmitted in open communication envi- 

ronments Typically, a public-key encryption scheme 
consists of two kinds of participants, encrypters and a 
decrypter. Initially, the decrypter chooses an encryp- 
tion function Edecrypter and the decryption function 
D d e c r y p t e r  corresponding to E d e m y p t e r .  The encryp- 
tion function is public, and the decryption function 
is kept secret by the ypter. It is computationally 
infeasible to derive pter from Edecrypter. An en- 
crypter encrypts a plaintext message m by applying 
the encryption function, and then submits the cipher- 
text message E d e c r y p t e r ( m )  to the decrypter. The de- 
crypter can decrypt the ciphertext to obtain m by per- 
forming DdecTypter ( E d e c r y p t e r  (m)) = m. In addition, 
the pubIic encryptio tion of a decrypter can be 
authenticated by usi registered license obtained 
from an authority 

2.2. Untraceable 

The techniques o raceable e-mails can 
protect the privacy of a sender against the receiver 
when the sender submits messages to the receiver. 
Based on public-key encryptions and the untraceable 
techniques proposed in [3 ] ,  we show a secure sender 
untraceable e-mail scheme in thls sub-section. The 
scheme consists of four roles, senders, receivers, ten- 
ter X, and center Y. The senders send messages to the 
centers, and then the centers forward the messages to  
the receivers. The details of the scheme are described 
below. 

E X ,  Ey , and ER are the public-key encryption 
functions of center X, center Y ,  and a message re- 
ceiver, respectively. Let E ( a l ,  a2, ..., a,) denote the 

where DX is the 

is encrypted by t 

center Y .  Simila 
against the recei 

with n centers, on 

and a signer. Initial 

tion is public. It is 



message m with some proper redundancy by comput- 
ing Ss,gne,.(m), and then submits the signed message 
to verifiers. To verify the signature SsigneT(m), the 
verifiers examine if Vsigner(Ssigner(m)) = m contains 
proper redundancy. 

2.4. Blind signatures 

Blind signature is another kind of advanced signa- 
ture techniques. It has been widely used in many 
popular network services proposed in the literature, 
such as untraceable voting systems [l, 14, 10, 221 and 
payment systems [5, 151. A general blind signature 
scheme consists of two kinds of participants, a signer 
and requesters. A requester requests ,signatures from 
the signer, and the signer issues blind signatures t o  
the requester. There are two sets of messages known 
to the signer, one contains the signatures actually per- 
formed by him; the other contains the signatures sub- 
mitted by the requesters for verification later. The 
key point is that the actual correspondence between 
these two sets of signatures is unknown to the signer. 
This property is usually referred to as the unliika- 
bility property. Owing to the unlinkability feature, 
blind signature techniques can be used to protect the 
privacy of the claimants in our proposed rewarding 
scheme. We have proposed some efficient blind sig- 
nature schemes in [7, 8 ,  91. These schemes are based 
on the theories of quadratic residues [13, 241. Under 
a modulus n, z is a quadratic residue (QR) in Z i  if 
and only if there exists an integer y in Z i  such that 
y2 E, 2 where Z i  is the set of all positive integers 
less than and relatively prime to n. Given z, it is in- 
feasible to compute the square root y of x in Z i  if n 
contains large prime factors and the factorization of 
n is unknown [20]. The blind signature scheme pre- 
sented in [9] consists of four phases: (1) initialization, 
(2) requesting, (3) signing, and (4) extraction. The 
signer publishes the necessary information in the ini- 
tialization phase. To obtain the signature of a mes- 
sage, a requester submits an encrypted version of the 
message to the signer in the requesting phase. In the 
signing phase, the signer computes the blind signa- 
ture of the message, and then sends the result back 
to the requester. Finally, the requester extracts the 
signature from the result he receives in the extraction 
phase. The details of the blind signature scheme are 
presented as follows. 

(1) Initialization. The signer randomly selects n = 
pip2  where p i ,  p2 are distinct large primes and 
p1 E p2 z 3 (mod 4). The signer publishes n. 

(2) Requesting. To request the signature of a plain- 

text m in Z i ,  a requester randomly chooses T and 
(u2 +v2) in Z i ,  and then submits (r4m(u2 +v2)  
mod n) to the signer. If m has no redundancy, a 
suitable one-way hashing function should be ap- 
plied to m in order to avoid the multiplicative 
attacks. After receiving (r4m(u2 + v2) mod n), 
the signer randomly selects z and y such that 
~ ~ m ( u ~  + v2)(x2 + y2) is a QR in Z;, and then 
sends x and y to the requester. The requester 
submits the signer (b2(uy - vz) mod n) where b 
is an integer randomly chosen by him in Z i .  

(3) Signing. After receiving (b2(uy-vs) modn), the 
signer computes, 
r4m(u2 +v2)(x2 + y2)(b2(uy - wz))-2 

=n ?-4b-4m(u2 + v 2 ) ( 2  +y2)(uy - v z y  
=n ?-4b-4m((uz+vy)2 + (uy - m)2) (uy  -vz)-2 

3 n  ~ ~ b - ~ m ( ( u x  + u u ~ ) ~ ( u Y  - VZ)-~ + 1). 
Since the signer knows the primes p1 and pp ,  the 
signer can derive an integer t in Z i  [16, 201 such 
that, 

Then, the signer sends t to the requester. 

(4) Extraction. After receiving t ,  the requester 
computes s = (T-lbt  mod n) and c = ((us+ 
uy)(uy - m)-' mod n). The signature of m is 
(s,m,c). To verify the signature (s,m,c), one 
can examine if s4 2, m(2 -t I). 

2.5. Electronic cash 

In an electronic cash system, the bank issues elec- 
tronic cash (+cash), and a customer can withdraw 
e-cash from his account, or deposit e-cash into his 
account in the bank. By means of the techniques 
of blind signatures, an electronic cash system can be 
constructed. Based on the blind signature scheme de- 
scribed in section 2.4, we show an electronic cash sys- 
tem below. 

(1) Initialization. The bank randomly selects n = 
plp2  where p 1 ,  p 2  are distinct large primes and 
pl p2 3 3 (mod 4). The bank publishes n. 

(2) Withdrawing. Let w be the denomination of an 
e-cash issued by the bank. To withdraw w dol- 
lars, a customer chooses m, T ,  and (u2 + v2) in 
Z:, and then submits (r4m(u2 + 02) mod n) to 
the bank. After receiving (r4m(u2 + v2) mod 
n), the bank randomly selects and y such that 
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r47n(u2 +v2)(z2 + y') is a QH in Z:, and then 
sends 3: and y to  the customer. The customer 
submits the bank (b2(uy - vx) mod n,) where b 
is an integer randomly chosen by the customer 
in Z;. After receiving (b2(uy - ux) mod n}, the 
bank computes, 
r*m(u2i-v2)(22+yZ)(b2(uy -vz))-2 

G~ r4b-4m((ux 4- 
EEn r4b-*nz((ux 4- 

2 + (uy - vz)2)(uy - vz)-2 
2(uy - vx)-2 + 1). 

The bank derives an integer t in 2; such that, 

r4b-4m((uz + ~y)~(uy - V X ) - ~  + 1). t4 

Then, the bank sends t to the customer. After 
receiving t ,  the customer computes s = (r-'bt 
mod n) and c = ((uz + vy)(uy - uz)-' mod n). 
The electronic cash is (9, m, e).  

(3) Paying. To pay a payee the cash, the customer 
gives him (s, m, c).  The payee verifies the correct- 
ness of the cash by examining if s4 m($ + 11, 
and he immediately calls the bank to verify if the 
cash is fresh. An e-cash is fresh if and only if the 
cash has been deposited in the bank, i.e., the cash 
has been used. If yes, the payee accepts this pay- 
ment, and the bank stores the cash in a database. 
In addition, the amount of money deposited of the 
payee in this bank increases w dollars. 

3. Secure rewarding 
In this section, we present our proposed secure re- 

warding scheme. The scheme consists of four roles, 
a reward provider, a verifier, reward claimants, and 
the bank. A rew ishes a problem and 
a deadline, and e-cash) to a reward 
claimant who can s isfactory solution of 
the problem before t h  A reward claimant 
is a person who suppl er a solution of the 
problem before the deadline. Since the privacy of the 
claimant has to be protected in the scheme and the 
provider cannot obtain the solution without paying 
the reward, another participant independent of the 
provider must take part in the rewarding scheme to 
verify the solution. h participants are referred as 
the verifiers. A verifier has enough power to verify 
if a solution provided by a claimant is correct, and 
he does not reveal the solution to the provider before 
the provider pays the reward. There may be more 
than one qualified claimants in a rewarding system. 
For simplicity, t h e  first qualified claimant will be se- 
lected to obtain the reward in our proposed scheme. 



signed by the verifier. If yes, he learns that the 
problem is solved, and the solution is kept secret 
by verifier. Thus, the provider submits d to the 
bank to withdraws an +cash. 

Let S(al , a2, ..., a,) denote the signature of the 
message (a1 , a2, . . . , h) under the signature func- 
tion S. The bank randomly selects x and y such 
that d(z2  + y2) is a QR in Z i ,  and then sends 
Sbank(d,X,Y) to the provider where Shank is the 
signature function of the bank. The provider pub- 
lishes Sbank(d, z, !/). 
The selected claimant submits Sh(h, b2(uy - vz) 
mod n) to both the provider and the verifier 
through secure sender untraceable e-mails where 
b is an integer randomly chosen b i  the claimant 
in ZA. Then, the provider sends ( b2 (uy -vz) mod 
n) to the bank. 

After receiving (b2(uy - vz) mod n), the bank 
computes, 

d(x2 +y2)(b2(uy - vx))-2 

z, r4m(u2 + v2)(.2 +y2)(b2(uy - vz))-2 

=, ~ ~ b - ~ m ( ( u z  +~y)~(uy - Z I I ) - ~  + I). 
Since the bank knows the primes pl  and pa, the 
bank can derive an integer t in 2; [16, 201 such 
that, 

t4 3, ~ ~ b - ~ m ( ( u x  +~y)~(uy - V Z ) - ~  + 1). 

The bank sends t to the provider, and then the 
provider publishes t. 

Obtaining solutions. The verifier examines if 
t4 E, d ( z 2  4- y2)(b2(uy - ~ z ) ) - ~ .  If true, the 
verifier sends the solution X to the provider on 
a secret channel. The provider can verify A by 
checking if F(A) = 15. In addition, the verifier 
sends the provider the other solutions A’s, which 
are submitted by all the other claimants, on secret 
channels, and, similarly, the provider can exam- 
ine each of these A’s through the function F and 
its corresponding 6. 

Obtaining reward. The selected claimant com- 
putes s = ( i - l b t  mod n) and c = ((uz+vy)(uy- 
vz)-’ mod n). Thus, he obtains the reward, the 
e-cash ( s , m , c ) .  To verify the cash ( s , m , c ) ,  he 
can examine if s4 G, m(c2  + 1). 

Definition 1 A rewarding scheme is private Q and 
only i f  the identity o f  the selected claimant is not re- 
vealed. 

Theorem 1 The  scheme of section 3 is private. 

Proof. 
The identity of the selected claimant does not ap- 

pear in any transmitted message of the proposed 
scheme. Hence, the identity of the selected claimant 
cannot be revealed from any transmitted message. 
Considering the sending-message operations, the s e  
lected claimant performs all sending-message opera- 
tions on sender untraceable channels, so the identity 
of the selected claimant cannot be revealed from the 
operations. Considering the receiving-message oper- 
ations, the selected claimant does not perform any 
receiving-message operation, so the identity of the s e  
lected claimant cannot be revealed from any receiving 
operation. 

Therefore, the identity of the selected claimant is 
not revealed in the scheme. The rewarding scheme of 
section 3 is private. 

0 

Definition 2 A rewarding scheme is fair $ and only 
if the provider cannot decline the selected claimant has 
entitled reward. 

Theorem 2 The  scheme of section 3 is fair. 

Proof. 
In the step 2 of the proposed scheme, the se- 

lected claimant sends the provider the messages 
Eve,.ifieT(h, A, d ,  Vh) and (h, 6, &, Vi). The provider 
cannot get the solution A since EuevifieT is the en- 
cryption function of the verifier and 6 = F(X), where 
F is a one-way hashing function. 

The only way for the provider to obtain X is to pub- 
lish Sbank(d,Z,Y) and t. After verifying that I? =, 
d(z2  +y2)(b2(uy - v ~ ) ) - ~ ,  the verifier sends the solu- 
tion X to the provider. Finally, the selected claimant 
can obtain the reward, the e-cash (s ,  m, c), by comput- 
ing s = (r-’bt mod n) and c = ((UZ +vy)(uy -vz)-’ 
mod n). 

Therefore, the provider cannot get the solution X 
without paying the reward. Since the provider cannot 
decline the selected claimant his entitled reward, the 
rewarding scheme of section 3 is fair. 

n 
The security of the proposed rewarding scheme is 

discussed as follows. We will show that the rewarding 
scheme is private, fair, eligible, complete, and robust. 

Definition 3 A rewarding scheme is eligible if and 
only if one cannot obtain the reward without being the 
selected claimant. 
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Theorem 3 The <scheme o f  section 3 is ebgible. 

Proof. 

wants to get the reward, he has four possible ways: 
Let Alice be not the selected claimant. If Alice 

(1) Steal the solution X transmitted on the commu- 
nication channels, and then impersonate the se- 
lected claimant to  obtain the reward. 

(2) Catch the reward from the published messages 

(3) Forge Sverzfzer (h’) to impersonate the verifier 

Sbank(dt z, ?/> and t. 

where h‘ is chosen by Alice. 

(4) Forge electroni 

Considering the first way, X is transmitted on se- 
cret channels in the scheme, so X cannot be stolen 
from the channels. By the first way, Alice cannot 
get the reward. As r ,  u, and v are kept secret by 
the selected claimant, Alice cannot obtain the reward 
( s ,m ,  c) from the published messags Sbank(d,3:,y) 
and t .  Thus, the second way fails. It is computa- 
tionally infeasible to forge Sve,..,fier(h’) or any illegal 
electronic cash in the proposed scheme of section 3 
since deriving square roots of an integer in 2; is diffi- 
cult [20] The third and the fourth ways fail. Hence, 
one cannot obtain the reward without being the se- 
lected claimant. The rewarding scheme of section 3 is 
eligible. 

iY 

Definition 4 A rewardang scheme zs complete i f  and 
only af the selected claimant 

Theorem 4 The scheme of 

Proof. 
(h, 6, d, Vh) be the 

messages submitted ted claimant to the 
provider in the step 2 of the scheme. The sufficient 
conditions of that the selected claimant can obtain 
the reward are below: 

(1) In the step 2 of the scheme 

obtain the reward. 

aon 3 is complete. 

Let EveT2.fZev(h, A, d 

X from the secret channel 
lected claimant. 

(2) In the step 3 of the scheme, no one can forge the 
signature Sverzfler (h) to impersonate the verifier. 

(3) The provider cannot decline the selected claimant 
his entitled reward, i.e , the provider has to  pub- 
lish Sbank(d, TC, y) and t to obtain the solution A. 

(4) Only the 
(r- lbt  mo 
mod n). 

Since condition 
dition 4 hold, the 
ward. The iewar 

Proof. 

4. Two-way u 

In the rewardi 
of the claimants 



the privacy of both the claimants and the provider has 
to be protected in the scheme, instead of a verifier, a 
trusted center is required to  achieve the two-way un- 
traceability property. The trusted center is honest, 
and it has enough power to verify if a soIution pro- 
vided by a claimant is correct, such as the government, 
the judge, or credit bureaus. The proposed scheme is 
described below. 

(1) Publishing problem. Through a secure sender 
untraceable e-mail, the provider sends a prob- 
lem, a deadline, the amount w of a reward, and 
a public-key encryption function Eprovider ran- 
domly chosen by him to  the trusted center. Then, 
the trusted center publishes the .problem, the 

' deadline, and w. 

(2) Claiming reward. A claimant knows a solution 
X of the problem before the deadline. He chooses 
m, r and (u2+v2) in ZG where n is the parameter 
of the electronic cash scheme shown in section 
2.5. Compute d = ( ~ ~ m ( u ~  + w2) mod n). By 
a secure sender untraceable e-mail, the claimant 
sends (h, A, d )  to  the trusted center where h is an 
integer randomly selected by the claimant. 

(3) Verifying solutions. There may be more than 
one claimants who send the trusted center their 
solutions before the deadline. The trusted center 
verifies that which of these solutions are satis- 
factory, and then selects the first one from the 
claimants with satisfactory solutions as the se- 
lected claimant. Without loss of generality, let 
the claimant who submits (h, A, d)  t o  the trusted 
center be the selected claimant. The trusted cen- 
ter publishes Eprovider(Scenter ( z ) )  where Scenter 
is the signature function of the trusted center 
and z is a message indicating that the problem 
is solved. 

(4) Preparing reward. The provider decrypts the 
message Eprm<&r(Scenter(Z)), and Verifies if 
Scenter(z) is signed by the trusted center. If true, 
he learns that the problem is solved and the so- 
lution is kept secret by the trusted center. Thus, 
the provider withdraws an e-cash ,6, which is pro- 
duced by performing the protocol shown in sec- 
tion 2.5, from the bank. Send ,6 to the trusted 
center by a secure sender untraceable email. 

After receiving p, the trusted center submits B 
and d to the bank on a secret channel. The bank 
verifies if p is correct and fresh. If yes, the bank 
randomly selects z and y such that d(z2 +y2) is a 

QR in Z i ,  and then sends z and y to  the trusted 
center. The trusted center publishes d, 2, and y. 

The selected claimant sends (h, b2(zq - az) mod 
n) to the trusted center by a secure sender un- 
traceable e-mail where b is an integer randomly 
chosen by the claimant in Z i .  The trusted cen- 
ter forwards the message (b2(uy - vz) mod n) to 
bank. 
After receiving (b2(uy - vz) mod n), the bank 
computes, 
d(x2  + y2)(b2(uy - V Z ) ) - ~  

G~ r4m(u2 i-v2)(z2 +y2)(b2(uy - a ~ ) ) - ~  

zn r4b-*m((uz +~y)~(uy - V Z ) - ~  + I). 
The bank derives an integer t in Zz such that, 

+ 1). t4 sn r4b-4m((uz +~y)~(uy - 

The bank sends t to the trusted center, and then 
the trusted center publishes t. 

(5) Obtaining solution. The trusted center gives 
the provider the solution X of the problem by 
publishing Eprovider (Scenter(X)) and Eprmider(X)- 
Thus, the provider can obtain the solution X since 
he knows how to  decrypt the ciphertext messages 
Eprmider (Scenter (A)) and Eprovider (A). 

(6) Obtaining reward. The selected claimant com- 
putes s = (r-lbt  mod n) and c = ((w+vy)(uy- 
vz)-l mod n). Hence, he can obtain the reward, 
the w a s h  (s, m, c). To verify the cash (s, m, c),  
he can examine if s4 zn m(2 + 1). 

The security of the proposed rewarding scheme is 
examined below. We will show that the rewarding 
scheme is two-way untraceable, fair, eligible, and com- 
plete. 

Theorem 6 The scheme of section 4 is two-way un- 
traceable. 

Proof. 
By theorem 1, the rewarding scheme of section 4 

is private, i.e., the identities of the claimants are not 
revealed. 

On the other hand, the identity of a provider does 
not appear in any transmitted message of the scheme. 
Hence, the identity of the provider cannot be r e  
vealed from any transmitted message. In step 4 of the 
scheme, the provider withdraws the e-cash p from the 
bank. By the unlinkability property of the blind sig- 
nature scheme shown in section 2.4, the privacy of the 
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provider is protected against the bank.. Considering 
the sending-message operations, all of the meSSageS 
transmitted by the provider are through the sender 
untraceable e-mails, so the identity of the provider 
cannot be revealed from any sending-message opera- 
tion. Considering the receiving-message operations, 
the provider does not perform any receiving-message 
operation, so it is impossible to reveal the identity of 
the provider from any receiving-message operation. 

From the above, the identity of the provider is not 
revealed in the rewarding scheme. Hence, the reward- 
ing scheme of section 4 is two-way untraceable. 

D 

Theorem 7 The scheme of section 4 is fazr. 

Proof. 
In the step 2 of the proposed scheme, the selected 

claimant sends the trusted center the message (h, A, d)  
on a secret channel, so the provider cannot catch the 
solution X from that transmission. 

The only way for the provider to obtain X is to send 
the e-cash p to the trusted center. After verifying that 

ed center publishes 2,  

n X to  the provider. 
Hence, the selected claimant can obtain the reward, 
the e-cash (s, m, c), by computing s = (r-’bt mod n) 
and c = ((ux + vy)(uy - ax)-’ mod n}. 

The provider cannot obtain the solution )r without 
paying the reward. Hence, the provider cannot de- 
cline the selected claimant his entitled reward. The 
rewarding scheme of section 4 is fair. 

rect and fresh, the 
t ,  and sends the 

Theorem 8 The scheme of section 4 is eligible. 

Proof, 

wants to get the reward, he has four possible ways: 

(1) Steal the solution X transmitted on the commu- 
nication channels, and then impersonate the se- 
lected claimant to obtain the reward. 

Let Alice be not th selected claimant. If Alice 

(2) Steal the e-cash /3 transmitted on the communi- 
cation channels 

(3) Catch the reward from e published messages Z, 

y,  and t 

(4) Forge electronic cash 

claimant. The 

Proof. 
Let (h, A, d) 

claimant to the 
scheme. The suffi 
claimant can obta 



Since condition 1, condition 2, condition 3, condi- 
tion 4, and condition 5 hold, the selected claimant can 
obtain the reward. The rewarding scheme of section 
4 is complete. 

[7] C.I. Fan and C.L. Lei, "EEcient blind signature 
scheme based on quadratic residues," Electronics 
Letters, vol. 32, no. 9, 1996, pp. 811-813. 

[8] C.I. Fan and C.L. Lei, "Low-computation blind 
signature schemes based on quadratic residues," 
Electronics Letters, vol. 32, no. 17, 1996, pp. 

0 

5. Conclusion 1569-1570. 

In this paper, we have proposed a claimant untrace- 
able rewarding scheme. The scheme realizes that the 
selected claimant can successfully submit his solution 
to the reward provider, and obtain the reward with- 
out revealing his own identity. Besides, we have shown 
that our proposed scheme is private, fair, eligible, com- 
plete, and robust. Furthermore, a tw6-way untrace- 
able rewarding scheme is proposed. The scheme can 
protect the identities of the reward providers as well 
as the reward claimants. 
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