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Data Hiding in Halftone Images With Noise-Balanced
Error Diffusion

Soo-Chang PefFellow, IEEE,and Jing-Ming Guo

Abstract—In this letter, we propose a low-complexity algorithm + v, b,
for embedding watermark into two or more error-diffused images. . __>€\ - .| Threshold .
The first one is only a regular error-diffused image, and the others X 128
are achieved by applying the proposed noise-balanced error X ; +
diffusion technique (NBEDF) to the original gray-level image.

The visual decoding pattern can be perceived when these two or h,,,,,,

more similar error-diffused images are overlaid each other. Fur- x 7 5] + > Wf'
thermore, with the proposed modified version of NBEDF, the two 1 \\f
halftone images can be made from two totally different gray-tone |2 3575 3|le e,
images and still provide a clear and sharp visual decoding pattern. 135 31

Index Terms—Digital watermark, error diffusion, halftone, least
squares, ordered dither. Fig. 1. Standard error diffusion flowchart.

. INTRODUCTION authentication schemes based on halftoning and coordinate

IGITAL HALFTONING [1] is a technique for changing Projection [6]. _ _
multitone images into two-tone binary images. The tech- Methods of the second_ category emb_ed h|dd_en visual patterns

nique is commonly used in computer printers, as well as printiffo two ormore halftone images. The h|_dden visual patter_ns can
books, newspapers, and magazines because these printing t?ﬁ(percewed d|rect_ly whe_n the halft(_)ne images are overlaid each
cesses can only generate two tones, black (with ink) and whaiher. T_hese techniques include using stochastic screen pa_tterns
(without ink). There are several kinds of halftone methods, ih(], conjugate halftone screens [8], and stochastic error diffu-
cluding ordered dithering, error diffusion [2], least squares [3§ioN [9]. In [9], the concept of making a different phase version
etc. Among these, error diffusion offers good visual quality arff Stochastic error diffusion image to achieve the data-hiding
reasonable computational complexity. techmque is adopted. However, poor contrast qf the h!dden pat-

Data hiding have many usages, including protecting owndgm in the high texture region of error d|ﬁu§|on_|mag§ is found.
ship rights of an image, protecting against the use of an ima'@bth's letter, we propose an algorithm _that is similar in concept
without permission, and authenticating an image to show tH&tthreshold modulation [10] to solve this problem, and the com-
it has not been altered. Currently, numerous methods usigfational complexity is kept relatively low.
halftones to embed watermarks have been studied, and they can
be divided into two categories. These techniques can be usgd D ata HIDING WITH NOISE-BALANCED ERROR DIFFUSION
for printing security documents such as identification cards, ) ] )
currency, as well as confidential documents, and prevent illegal’ "€ €ncoding scheme used here is to embed the desired wa-
duplication and forgery by further scanning these documegfsrmark into an error diffusion image, which we denote EDF2.
to digital form. The (_Jlecodlng scheme superimposes EDF2 with the original

Techniques of the first category embed invisible digital dafaPF image, known as EDF1, so the decoded watermark can be

into halftone images that can be retrieved by scanning aRgrceived directly from the two overlaid EDF images.
applying some extraction algorithms on the scanned image.In€ Standard EDF flowchart is shown in Fig. 1. Here we de-
These methods include using the concept of vector quantizatlBif 255 as & white pixel and 0 as a black pixel. The variable
(VQ) to embed watermarks into the most or least significant Bit.; Means binary output in positic, j). The variablev; ; is
(MSB/LSB) of error diffusion images [4], using the techniqudh® modified gray output, and ; is the difference between the
of modified data-hiding error diffusion (MDHED) to embedMedified gray outpu; ; and binary outpub, ;. The relation-

data into error diffusion images [5], and data-hiding an&iPS ofbi ;, vi ;, ande; ; are described as follows:
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We definelVyy- as the set of locations of all the “white” pixels I I
in the watermark an®’s the set of locations of all the “black”
pixels. Similarly, (EDF1)y,, (EDF1)5, (EDF2)y,, (EDF2)5
are defined as above. If the processing positiori) of EDF2
satisfies the conditionsz, j) € Wg and(i,j) € (EDFl)w,
then it should be processed with the proposed NBEDF algo-
rithm. Equations (1) and (2) should be modified as follows: Fig. 2. Watermark processed with33 morphological dilation.
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If the processing positioti, j) of EDF2 satisfies the condi- ~* |, 'k | e 128
tions: (4,5) € Wz and(i,j) € (EDF1)p, it still be processed X, s R
with standard EDF. If the processing positiohj) € Wy,
the output of EDF2 is the same as that of EDF1. So in thi | EDF kemel +
case, EDF1 and EDF2 should be made from the same gray-le k. S
image. : )
If the variableNg in (3) and (4) is increased, the quality of T 4

EDF2 will degrade, while the decoded visual pattern will be e
come clearer; the opposite will be true when the valu#/ gfis N -
decreased. Superimposing EDF1 and EDF2 reveals clearly tne
watermark black region. With the proposed NBEDF algorithm, Fig. 3. Modified version of NBEDF flowchart.
we can generalize it to other applications as follows.

First, we can increasg the .numbgr of EDF images to t,hrSBtained by dilation, and we define it ;. If the processing
or more, and the algorithm is similar to the one describeg it (i,7) of EDF2 satisfies the conditiong, j) € We
above. Take the encoding of the watermark into three EDF q (i,5) € (EDFL)p, then it should be proceséed with the

images as an example. If the processing position) of qgiied NBEDF algorithm, and (1) and (2) should be mod-
EDF3 satisfies the conditiors, j) € W, (i,5) € (EDFL)w  ified as follows:

and (i,j) € (EDR2)y, then it should be processed with

the proposed NBEDF algorithm. If the processing position Vi =T +x;j — Ng (6)
(i,7) of EDF3 satisfies the condition&,j) € Wp and e =i — b, LN )
(i,7) € (EDF1)p or (i,5) € (EDR2)p, then it only needs to bl Tl G
be processed with standard error diffusion. If the processingifthe processing positiofi, j) of EDF2 satisfiesi, j) € Wz
position (i, j) € Wy, the output of EDF3 is the same as thagr (i, j) € Wy, then the processing method is the same as
of EDF1. In general, when more EDF images are overlaifjBEDF and the additive noise & 5. The modified NBEDF
the visual pattern will reveal better contrast. Sometimes tR@wchart is shown in Fig. 3. When we overlay EDF1 and EDF2,
halftone image may suffer some distortions due to printinghe black pixels surrounding the visual pattern will be less than

dirt, and attack, etc., and the visual decoded pattern obtaingfljal. With this strategy, we will obtain clearer and sharper vi-
by overlapping only two images may not be clear enough. Th@al decoding patterns.

technique of superimposing more than two NBEDF images can
improve this problem. lll. EXPERIMENTAL RESULTS

Second, EDF1 and EDF2 can be made from two totally . N
different gray-tone images. Here, we should modify the The embedded watermark is shown in Fig. 4(a). A standard

NBEDF algorithm. Initially, W should be expanded uni-5_12>< o12 p_ixel Jarvis EDF Lena ima_ge Is produced, shqwn in
formly by morphological dilation, as shown in Fig. 2. InF19- 4(b). Fig. 4(c) ShOV_VS the EDF image progessed with th?
this example, the dilation mask size isx3, and defined as proposed NB.EDF algonthm. The palanced noise gsed herg IS
[Xo, X1, X X3, Xa; X5, Xe, X-] in Matlab expression. If the 5: The sup_erlmposed version of Fig. 4_(b) and (c) is _shown_ in
pixel value of watermark in positiofy, j) is X, the new pixel Fig. 4(d). Fig. 4(f) shows the result achieved by superimposing

; o L by one standard EDF and two NBEDF images [Fig. 4(c) and
value processed with thex33 dilation mask is given by (e)]- In Fig. 4(f), we find that the contrast of the visual decoding

A

K

W (i, j) =X U P(Xy, X1, Xo, X3, X4, X5, X, X7) pattern is better than that in Fig. 4(d).
0, if X=0 Fig. 5(a) shows the NBEDF Peppersimage and Fig. 5(b) isthe
= { 128, if X =255, XgorX;or---orX; =0 superimposed halftone version of Figs. 4(b) and 5(a). The addi-
255, if X =X, =Xy=---= X; =255 tive noise strength used in Fig. 5(a) is 15. Fig. 5(c) was achieved

(5) by processing the gray-tone Peppers image with the modified
NBEDF algorithm, and Fig. 5(d) was achieved by overlaying
whereP(e) represents the union process of elements in pardfigs. 4(b) and 5(c). The values chosen hereNgrand Ng are
theses. The dilation mask covers only a small portion of tHé& and 10, respectively, and the dilation mask size is 31.
watermark and processes with the concept of sliding windo¥s seen in Fig. 5(d), the number of black pixels surrounding the
and orientated with raster scan. The gray region in Fig. 2(b)vssual pattern is obviously less than that in Fig. 5(b) to improve
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Fig. 5. Images are printed at 150 dpi, and the sizes are equal t& 512.
(a) The embedded Peppers ima@és = 15). (b) The overlaid version of
Figs. 4(b) and 5(a). (c) The embedded Peppers image £ 15, Ng = 10,
dilation mask size= 31 x 31). (d) The overlaid version of Figs. 4(b) and 5(c)
with improved contrast.

IV. CONCLUSION

In this letter, a data-hiding scheme is proposed with balanced

noise for embedding the watermark. The embedded data could
/ il be decoded visually by superimposing the original EDF images
© ® and the NBEDF image. We also use the modified NBEDF for
Fig. 4. Images are printed at 150 dpi, and the sizes are equal ta 512. data hiding and the two EDF images can be made from two to-
(a) The original watermark. (b) The original EDF Lenaimage. (c) The embeddtally different gray-tone images. The experimental results show
Lenaimage(N; = 5). (d) The overlaid version of (b) and (c). () The seconghat the visual decoding pattern is still clear and sharp. Further-
embedded Lena imageNs = 5). (f) The overlaid version of (b), (¢), and (€)- e the computational complexity of this algorithm is kept
relatively low.

contrast. Therefore, the visual decoding pattern in Fig. 5(d) is
perceived as clearer and sharper than that in Fig. 5(b). We have REFERENCES
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