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There are a number of network
services that require packet classification,
such as routing, access control in firewalls,
policy-based routing, provision of
differentiated qualities of service, and
traffic accounting/billing. In each case, it
1s necessary to determine which flow an
arriving packet belongs to so to determine
how to treat the packet. This
categorization function is performed by an
important component of a router called
packet classifier.

In the past packet classification
research has focused on IP packet routing.
The new focus is moving towards to the
more general problem of packet
classification or fast content classification.
Traditional packet classification
algorithms have several drawbacks: a) no
support of flexible rule setting; b) no
support of precedence order between rules:
and c¢) poor efficiency in rule addition and
deletion. In this project, a new packet
classification scheme is proposed. It
supports range match and allows network
manager to define fields in Layer 4 and
Layer 7 protocols in the matching rules.
Since a packet may obey more than one rule
in at least one rule base. Policy mies defined
by network administrators often conflict with
each other. Packet classifiers must be able to
pick out all of them and apply the most
appropriate one(s). The proposed scheme also
supports precedence order between rules
and the negation (i.e. NOT) operator. We



have implemented the scheme on our
router prototype. The testing resuits have
shown that the scheme can effectively
support large-scale rule sets.
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Let us look at a field. Consider N rules.
Let (byy, e) be the value of rule k. For
example in Figure 3.2, there are six rules
(2,4)~(3,7)~(5,8)~(13,18)~ (14,20}~ (16,22) -
Each rule-element corresponds to a node in

the corresponding Index Tree denoted by T;.
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& 1 Example of threaded binary search tree

Given {<biy, &> b= N,

. Construct a balanced binary tree



according to the begin (or end) value. Either

one is ok. Here we assume the begin value,

2. Construct “threads” to link nodes in the
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2 - An example of group threaded
binary search tree
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