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Abstract—Algorithms for evaluating the reliability of a complex system such as a multistate fault-tolerant computer system have

become more important recently. They are designed to obtain the complete results quickly and accurately even when there exist a

number of dependencies such as shared loads (reconfiguration), degradation, and common-cause failures. This paper presents an

efficient method based on Ordered Binary Decision Diagram (OBDD) for evaluating the multistate system reliability and the Griffith’s

importance measures which can be regarded as the importance of a system-component state of a multistate system subject to

imperfect fault-coverage with various performance requirements. This method combined with the conditional probability methods can

handle the dependencies among the combinatorial performance requirements of system modules and find solutions for multistate

imperfect coverage model. The main advantage of the method is that its time complexity is equivalent to that of the methods for perfect

coverage model and it is very helpful for the optimal design of a multistate fault-tolerant system.

Index Terms— Reliability, multistate system, OBDD, fault-coverage, importance measure.
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1 INTRODUCTION

The multistate system theory has been investigated since

1975 [1]. For example, a power plant which has states 0,

1, 2, 3, and 4 that correspond to generating electricity of 0,

25, 50, 75, 100 percent of its full capacity is an example of a

multistate system that has ordered multiple states [2]. A

nuclear reactor system [3] or a pumping system [4] that

performs differently according to the many different combi-
nations of states of its subsystems or submodules are

example multistate systems with unordered multiple states.

Many researchers have analyzed the multistate system

reliability [5], [6], [7]. Most of them extend the concepts and

conclusions for the two-state systems to the multistate

systems. To describe the dynamic characteristics of the

component state transition, Stochastic process (Markov

process) techniques are combined with the multistate
system theory to analyze the dynamic multistate system

reliability. The multistate reliability theory can handle

situations in which the system and its components have a

range of performance levels, e.g., from perfect operation to

complete failure. Because performance degradation is very

common in industrial products, it is important to develop

the multistate system reliability theory.

When a multistate system (MSS) is considered, it is
important to estimate the impact of each element on the
system output/performance. The general definition of the
MSS reliability [6] is:

RMSSðt; LÞ ¼ PrfF ðtÞ � Lg; ð1Þ

where L is the required performance level for MSS, F ðtÞ is
the MSS output/performance at time t, which is a random
variable. That is, RMSSðt; LÞ means the probability that the
system output/performance is above the required perfor-
mance level over the time interval ð0; tÞ. For a multistate
system that has a finite number of states, there can be H
different levels of output/performance at time t. Therefore,
F ðtÞ belongs to the finite vector set F which is composed of
H different levels of output/performance, Fh:

F ðtÞ 2 F ¼ fFh; 1 � h � Hg ð2Þ

and the system output/performance distribution can be
defined by the following finite vector set:

q ¼ fqhðtÞg ¼ fPrfF ðtÞ ¼ Fhgg; ð1 � h � HÞ: ð3Þ

Therefore, the nonrepairable MSS reliability, which is
also equivalent to availability, is the probability that the
system remains in the states with Fh � L during ð0; tÞ:

RMSSðt; LÞ ¼
X
Fh�L

qhðtÞ: ð4Þ

Similarly, (4) could be used for the definition of MSS
availability if the multistate system is repairable, where
qhðtÞ is the availability of the system running at the
performance Fh.

In addition, systems that are used in life-critical applica-
tions such as flight control, nuclear power plant monitoring,
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space missions, etc., are designed with sufficient redun-
dancy to be tolerant of errors. However, if the system
cannot adequately detect, locate, and recover from faults
and errors in the system, then system failure can still occur
even when there exists adequate redundancy [8]. An
accurate analysis must account for not only the complex
system structure, but also the system fault and error
recovery behavior. Therefore, the fault-coverage problem
of a system should be considered. This helps in determining
the optimal level of redundancy [9].

Most of the published works use Markov models
(nonhomogenous Markov or semi-Markov model) to solve
multistate problems. However, it is difficult to find the
correct model of a system since there will be a total of N ¼
ðmþ 1Þn states if there are nmodules in the system and each
module has ðmþ 1Þ states including the imperfect coverage
state. The computational time to solve the Markov model is
proportional to N3 ¼ ½ðmþ 1Þn�3. Hence, the computational
complexity of the problem is Oðm3nÞ [10], [11].

The recent literature [12], [13], [14], [15], [16], [17], [18],
[19] showed that, in many cases, Ordered Binary Decision
Diagram (OBDD)-based algorithms are more efficient in
reliability evaluation compared to other methods such as
the Inclusion-Exclusion (I-E) method and the sum of
disjoint products (SDP) method. This paper, which is
modified from [14], provides an approach for modelling a
multistate system and proposes an efficient method inte-
grated with the OBDD method and the conditional
probability concepts to evaluate the reliability of a multi-
state system with imperfect coverage. This efficient integra-
tion of the OBDD and the modularization methods
simplifies the problem further. This method could also be
integrated with those methodologies that use the OBDD
method for reliability analysis [13], [15], [16], [17], [18].

Furthermore, the importance measure, also called the
sensitivity analysis, is used to measure the effect of the
individual component reliabilities on the system reliability.
Identifying the weaknesses of the system and how failure
of each individual component affects the proper function-
ing of the system is an important topic for optimal design
issue so that efforts can be spent properly to improve the
system reliability [20]. Several literatures have introduced
the importance measures in a two-state system. Birnbaum-
importance measure indicates the contribution of compo-
nent reliability to the system reliability [20], [21]. Structur-
al-importance measure indicates the topographic
importance of a position in the system [22], [23].
Criticality-importance measure corresponds to the condi-
tional probability of a component failure, given that the
system has failed [20], [21]. Joint-importance measure
indicates how components in a system interact and
contribute to the system-reliability [24], [25].

Very few publications discuss how the particular state of
a component contributes to a multistate system, and how
the presence of a component and a particular state of a
component affects the contributions of other components in
the system. Most importance concepts have been built on
how the state change of a component affects the system [26],
[27], [28], [29], [30], [31], [32]. In this paper, we also propose
an OBDD-based method to compute the Griffith importance

vector [31], which can be interpreted as the range of a
multistate system performance when a module moves from
one state to another state and can be regarded as the
importance of the state of the system-module. Moreover,
with a little modification, we can extend our method to
evaluate the Griffith’s importance vector under the im-
perfect fault-coverage model.

Section 2 introduces the fundamentals of OBDD and
coverage model. Section 3 illustrates a multistate imperfect
coverage model and an OBDD-based approach to evaluat-
ing the reliability and availability of a multistate system
with imperfect coverage. In Section 4, an OBDD-based
approach is introduced to compute the Griffith’s impor-
tance measure subject to either perfect or imperfect fault-
coverage. Section 5 gives some examples. The last section
gives the conclusions and future works.

2 PRELIMINARIES

2.1 Ordered Binary Decision Diagram (OBDD)

This section introduces the representation and manipula-
tion of Boolean functions based on OBDD. OBDD [12] is
based on a decomposition of Boolean function called the
Shannon expansion. A function f can be decomposed in
terms of a variable x as:

f ¼ x � fx¼1 þ �xx � fx¼0: ð5Þ

A node and its descendants in an OBDD represent a
Boolean function f , where, for node label x, one outgoing
edge is directed to the subgraph representing fx¼1 and the
other to fx¼0. Shannon decomposition is the basis for using
OBDD. In order to express Shannon decomposition con-
cisely, the if-then-else (ite) format [33], [34] is defined as:

f ¼ iteðx; fx¼1; fx¼0Þ: ð6Þ

The manipulation of OBDD to represent logical opera-
tions is simple. In practice, the OBDD is generated by using
logical operations on variables. Let Boolean expressions f

and g be:

f ¼ iteðx; fx¼1; fx¼0Þ ¼ iteðx; F1; F0Þ
g ¼ iteðy; gy¼1; gy¼0Þ ¼ iteðy;G1; G0Þ:

ð7Þ

A logic operation between f and g can be represented by
OBDD manipulations as:

iteðx; F1; F0Þ}iteðy;G1; G0Þ ¼
iteðx; F1}G1; F0}G0Þ orderingðxÞ ¼ orderingðyÞ
iteðx; F1}g; F0}gÞ orderingðxÞ < orderingðyÞ
iteðy; f}G1; f}G0Þ orderingðxÞ > orderingðyÞ;

8><
>:

ð8Þ

where } represents a logic operation such as AND and OR.
Fig. 1 illustrates the construction and manipulation steps of
a Boolean function. For more details on using the operations
of OBDD, please refer to [12].

2.2 Coverage Model

Fig. 2a shows the general structure of a fault-coverage
model representing a recovery process [35], [36] initiated
when a fault occurs. The entry point to the model signifies
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the occurrence of a fault, and the three exits ðR;S;CÞ signify
the three possible outcomes:

. If the offending fault is transient and can be handled
without discarding any components, then the tran-
sient restoration exit (R) is taken.

. If the fault is determined to be permanent, and the
offending component is discarded, then the perma-
nent fault-coverage exit (C) is taken.

. If the fault by itself causes a system to fail, then the
single-point failure exit (S) is taken.

The exit probabilities r0; c0; s0 are required for the

analysis of system reliability. The exits are a partitioning

of the event space; thus, the three exit probabilities sum to

one, i.e., ðc0 þ s0Þ ¼ ð1� r0Þ. The values of r0; c0; s0 can be

determined by an appropriate fault-coverage model [36];

for more details, see [8], [37].
For the fault-coverage model, each component is always

in one of three states: x½i�, y½i�, z½i�, which represent, in

Fig. 2b, the states of component not failed, component failed and

covered, and component failed and uncovered, respectively. To

determine the system reliability (unreliability), it is required

to have a½i�; b½i�; c½i� that represent the probabilities of

component i associated with the three exits of the fault-

coverage model, respectively. Fig. 2b shows the event space

(and corresponding probability) representation of a compo-

nent. Therefore,

a½i� ¼ exp½�ð1� ri0Þ � �i0 � t�

b½i� ¼ ci0
ci0 þ si0

� ½1� exp½�ð1� ri0Þ � �i0 � t��

c½i� ¼ si0
ci0 þ si0

� ½1� exp½�ð1� ri0Þ � �i0 � t��;

ð9Þ

where ðri0; ci0; si0Þ are the probabilities of taking (transient

restoration, permanent coverage, and single-point failure)

exit, respectively, in the coverage model and �i0 is the fault

occurrence rate of component i. It should be noted that the

effective failure rate �i and the effective coverage factor ci of

component i are

�i � ðci0 þ s0Þ � �i0 ¼ ð1� ri0Þ � �i0

ci � ci0=ðci0 þ si0Þ:
ð10Þ

When a system consists of multiple components and

each component is subject to imperfect fault-coverage, the

reliability evaluation of such a system becomes more

complicated. Amari et al. [35] proposed an efficient

algorithm, the SEA, to calculate the reliability of a system

that is composed of multiple components under the

imperfect coverage model (IPCM). The basic idea is shown

in (11) and could be easily proven [35] by using conditional

probabilities or the total probability theorem.

System Unreliability ðUsðtÞÞ
¼ Prfat least one uncovered failureg
� Prfsystem failure j at least one uncovered failureg

þ Prfno uncovered failureg
� Prfsystem failure j no uncovered failureg:

ð11Þ

L e t Prfno uncovered failureg ¼ �i2Sða½i� þ b½i�Þ ¼ PuðtÞ,
then Prfat least one uncovered failureg ¼ 1� PuðtÞ. Also, let

Prfsystem failure j no uncovered failureg ¼ Uc
sðtÞ. Since

Prfsystem failure j at least one uncovered failureg

is always equal to 1, we have

UsðtÞ ¼ ½1� PuðtÞ� þ PuðtÞ � Uc
sðtÞ ¼ 1� PuðtÞ �Rc

sðtÞ
RsðtÞ ¼ 1� UsðtÞ ¼ PuðtÞ �Rc

sðtÞ;
ð12Þ

where RsðtÞ is the system reliability and Rc
sðtÞ is

Prfsystem success j no uncovered failureg. Rc
sðtÞ can be de-

rived by using the conditional reliability instead of the reli-

ability of each component during the evaluation of the

conditional system reliability. The correctness and the proof

are given in [35]. Therefore, the time complexity of (12) will

be equivalent to that of the method under perfect coverage

model (PCM).
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Fig. 1. The OBDD generated from a Boolean equation.

Fig. 2. (a) General structure of a fault-coverage model. (b) The event

and probability space of component i.



3 MULTISTATE COVERAGE MODEL

3.1 Multistate Systems with Imperfect Coverage

In this section, we will extend the three-state model as
depicted in Section 2 into a multistate imperfect fault-
coverage model. Assume there are n modules in a system,
module i has mi states ði ¼ 1; . . . ; nÞ, and a system has H
different levels of output/performance. Depending upon the
performance/capacity, we can arrange the states such that
state mi is a perfect state and state 1 is a failed state (the
performance level decreases from state mi to state 1). The
ordering is not a constraint, but it helps our algorithm to
include the existing algorithms that are for a multistate
coherent system under the perfect coverage model (PCM).
However, for the imperfect coverage model (IPCM), each
modulewill have an extra state, i.e., the total number of states
in module i becomes mi þ 1. Here, state 0 is the state corre-
sponding to the uncovered failure of module i. Fig. 3 shows
the event and probability space of the multistate module i.

Assumption. The uncovered failure of any module within a
system causes immediate uncovered failure of the
system.

State Representation

state H: perfect state of a system (highest performance

level of a system)

state h: state of a system at performance level h
state mi: perfect state of module i (highest performance

level of module i)

state j: state of a module at performance level j

state 1: state of a system/module at zero performance

level (state of system/module failed and covered)

state 0: state of system/module failed and uncovered

Notation

xi; x
I
i indicator variable of state of module i under

[PCM, IPCM]; xi ¼ 1 means modules i under PCM

is in state l.

xi:j; x
I
i:j represents that module i under [PCM, IPCM] is at

performance level j or above, i.e., xi:j; x
I
i:j are

equivalent to xi � j; xI
i � j

Piðt; jÞ Pr{module i under PCM is in state j at time t}
PI
i ðt; jÞ Pr{module i under IPCM is in state j at time t}

Pc
i ðt; jÞ Pr{module i under IPCM is in state j at time t | no

uncovered failure in module i}

Riðt; jÞ Prfmodule i under PCM is in state � j at time tg ¼Pmi

k¼j Piðt; kÞ ¼ Prfxi:jg

RI
i ðt; jÞ Prfmodule i under IPCM is in state � j at time tg¼Pmi

k¼j P
I
i ðt; kÞ ¼ PrfxI

i:jg
Rc

iðt; jÞ Prfmodule i under IPCM is in state � j at time t j
no uncovered failure in module ig

Psðt; hÞ Prfsystem under PCM is in state h at time tg
PI
s ðt; hÞ Prfsystem under IPCM is in state h at time tg

Pc
s ðt; hÞ Prfsystem under IPCM is in state h at time t j

no uncovered failure in the systemg
Rsðt; hÞ Prfsystem under PCM is in state � h at time tg ¼PH

k¼h Psðt; kÞ
RI

sðt; hÞ Prfsystem under IPCM is in state � h at time tg ¼PH
k¼h P

I
s ðt; kÞ

Rc
sðt; hÞ Prfsystem under IPCM is in state � h at time t j

no uncovered failure in the systemg
Fig. 4 shows a combination of performance requirements

of a multistate system for being operational at performance

level h or above. It includes three subrequirements T1, T2,

and T3. xi:j is the basic event of subrequirements and

represents the minimum performance requirement of

module i. That is, xi:j means module i needs to be

operational at performance level j or above. For example,

in Fig. 4, the system will be at performance level h or above

if every module i (i ¼ 1; 2; 3) is operational at level 2 or

above ðT1Þ, or if any module i (i ¼ 1; 2; 3) is operational at

level 3 or above ðT2Þ, or if module 1 is operational at level 4

or above, or both module 2 and module 3 are operational at

level 4 or above ðT3Þ.
There exist several methods to solve the problem of

reliability evaluation of a multistate system that includes

various combinations of subrequirements. However, when

there exists imperfect coverage, the entire problem should

be solved using Markov chains even when the system

requirements can be represented as a combination of

modular subrequirements. For large complex systems, the

Markov is not suitable for the well-known exponential state

explosion problem. Therefore, there is a reasonable method

to solve MSS reliability under IPCM. In the next section, we

will propose an efficient method for evaluating the

reliability of a multistate system subject to imperfect fault-

coverage. The computational complexity of the method is

equivalent to that of the method under PCM.

3.2 Reliability/Availability Evaluation of a Multistate
System Subject to Imperfect Fault-Coverage

In this section, an algorithm for evaluating the reliability of

a multistate system subject to imperfect coverage is
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Fig. 3. The probability space of multistate module i.
Fig. 4. The combination of performance requirements of a system being

operational at performance level h or above.



proposed. Based on (12), the MSS with IPCM can be solved

using the corresponding MSS under PCM.

System Reliability yðRI
sðt; hÞÞ ¼

Prfno uncovered failure in systemg�
Prfsystem success j no uncovered failure in systemg;

ð13Þ

where

Prfno uncovered failure in systemgðPuðtÞÞ
¼

Y
i2S

Prfno uncovered failure of module ig

¼
Y
i2S

ð1� PI
i ðt; 0ÞÞ ¼

Y
i2S

RI
i ðt; 1Þ:

ð14Þ

Further,

Rc
iðt; jÞ ¼ PrfxI

i � j j xI
i > 0g ¼ RI

i ðt; jÞ=RI
i ðt; 1Þ: ð15Þ

This probability represents the conditional probability that

module i under IPCM is in state j (i.e., performance level j)

or above. Therefore, Pr{system success | no uncovered

failures in system} can be obtained by substituting Rc
iðt; jÞ

for Riðt; jÞ in the corresponding PCM. Hence, the system

reliability subject to imperfect coverage will be

RI
sðt; hÞ ¼ PuðtÞ �

Reliability under PCM with
Riðt; jÞ ¼ Rc

iðt; jÞ; Piðt; jÞ ¼ Pc
i ðt; jÞ

� �
:

ð16Þ

It should be noted that the same algorithm is applicable

for availability evaluation, but, in this case, the input-set to

the algorithm should be derived using component avail-

ability models. Moreover, the state probabilities of MSS

under IPCM can be found as follows:

PI
s ðt; hÞ ¼ PuðtÞ � Pc

s ðt; hÞ
Pc
s ðt; hÞ ¼ Psðt; hÞ of PCM with Piðt; jÞ ¼ Pc

i ðt; jÞ
0 � h � H; 0 � j � mi:

ð17Þ

Therefore, the procedure of the proposed algorithm is as

follows:

1. Read the state probabilities of all modules, i.e.,
PI
i ðt; jÞ for i ¼ 1; . . . ; n; j ¼ 0; 1; . . . ;mi.

2. For all i, find RI
i ðt; 1Þ � 1� PI

i ðt; 0Þ.
3. Find PuðtÞ ¼ �n

i¼1R
I
i ðt; 1Þ.

4. Find the conditional probability of each module at
every level;

Rc
iðt; jÞ ¼ RI

i ðt; jÞ=RI
i ðt; 1Þ

Pc
i ðt; jÞ ¼ PI

i ðt; jÞ=RI
i ðt; 1Þ:

ð18Þ

5. Solve modular structures using the modularization
method and deal with the dependency problem in
the probability calculation using the OBDD method.
Then, use these conditional probabilities to find the
system reliability/availability (or the probability of a
system state) at the required performance level h of
the corresponding MSS under PCM and solve the
generic problems as the following:

. Conditional reliability Rc
sðt; hÞ: Find the condi-

tional reliability of a MSS under PCM by substi-
tuting either Pc

i ðt; jÞ for Piðt; jÞ or Rc
iðt; jÞ for

Riðt; jÞ.
. Conditional availability Rc

sðt; hÞ: Find the condi-
tional availability of a MSS under PCM by sub-
stituting either Pc

i ðt; jÞ for Piðt; jÞ or Rc
iðt; jÞ for

Riðt; jÞ (here, Rc
iðt; jÞ and Riðt; jÞ are correspond-

ing availabilities).
. Conditional system state probability Pc

s ðt; hÞ:
Find the conditional probability of the state of
a MSS with respect to PCM by substituting
either Pc

i ðt; jÞ for Piðt; jÞ or Rc
iðt; jÞ for Riðt; jÞ.

6. Find the multistate system reliability/availability (or
the probability of a system state) under IPCM using:

RI
sðt; hÞ ¼ PuðtÞ �Rc

sðt; hÞ
PI
s ðt; hÞ ¼ PuðtÞ � Pc

s ðt; hÞ:
ð19Þ

Consider that, if a problem subject to imperfect fault-
coverage is solved using a general multistate algorithm
such as the Markov method, the computational time is
proportional to Oðmþ 1Þ3n, where n is the number of
modules in the system and each module has mþ 1 states
including the imperfect coverage state. Furthermore, in this
case, it is very difficult to combine with the modularization
methods to solve the problem. In our method, only the m
(instead of mþ 1) state probabilities are manipulated with
the conditional probability method under imperfect fault-
coverage model. Therefore, the percentage reduction (re-
duction factor) by using our method is approximately
1� ðm=ðmþ 1ÞÞ3n. That means the reduction increases with
n and decreases with m. However, this is a worst-case
situation without any modular structure in a system. In our
method, the advantage of using conditional probabilities
makes it possible to apply this method for modular
structures. If there exist some modular structures in the
system, the modularization methods can be combined and
n will be reduced. In general, our method is much faster
than existing methods.

In Fig. 4, from the definition of MSS [6], the probability of
event xi:j is

Prfxi:jg ¼
Xmi

k¼j

Piðt; kÞ ¼ Riðt; jÞ: ð20Þ

For the calculation of the multistate system reliability,
there exists dependency between Prfx3:4g and Prfx3:3g
since “module 3 is operational at level 4 or above” implies
“module 3 must be operational at level 3 or above.” In Step 5
of our algorithm, we need not only to construct the OBDD
representing the combination of performance requirements,
but also to deal with the dependency problem in the
probability calculation of the OBDD. The algorithm we
adopt here is the Multistate Dependency Operation (MDO)
algorithm in [18], whose idea is conceived from [38], and
has a good result. And next, we combine our idea as
described in Step 5 to solve the problem under IPCM. Fig. 5
shows the OBDD representations of three subrequirements
of Fig. 4. The resultant OBDD and the probability calcula-
tion applied by MDO are shown as Fig. 6. It should be noted
that x3:4 is automatically eliminated during MDO. This is
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because, from the subrequirement T2 in Fig. 4, when
module 3 is operational in performance level 3 or above,
it makes the system fit the requirement of being at
performance level h or above. Hence, we don’t need to
consider if module 3 is operational in performance level 4 or
above in subrequirement T3, i.e., the node x3:4 disappears.
The detailed MDO operations and the probability calcula-
tions please refer to [18].

However, for the condition under IPCM in Step 5, the
procedure of constructing a multistate OBDD is the same as
the MDO, but the reliability calculation for IPCM should be
made some modifications. We first find the conditional
probability Prfx0

i:jg of each multistate module i. Then, we
use Prfx0

i:jg instead of the probability or reliability of
module i to calculate the conditional multistate system
reliability Rc

MSS . Therefore, we combine our algorithm with
the MDO and get the following: If G ¼ iteðxi:j; G1; G0Þ,
G0 ¼ iteðZ;H1; H0Þ, and the order of node xi:j is smaller
than that of node Z, the probability of G is

PrfGg ¼

Prfx0
i:jg½PrfG1g � PrfG0g� þ PrfG0g

ðif xi:j and Z belong to different modulesÞ
Prfx0

i:jg½PrfG1g � PrfH1g� þ PrfG0g
ðif xi:j and Z belong to the same moduleÞ;

8>><
>>:

ð21Þ

where Prfx0
i:jg is the conditional reliability of module i

being operational at performance level j or above given that
no uncovered failure occurred in that module (or module i).

Therefore, the probability of the OBDD’s root node
representing the conditional multistate system reliability
Rc

MSSðt; hÞ is obtained by (21). PuðtÞ is derived from (14).
Hence, we get the multistate system reliability RI

MSSðt; hÞ
under IPCM by

RI
MSSðt; hÞ ¼ PuðtÞ �Rc

MSSðt; hÞ: ð22Þ

4 THE GRIFFITH’s IMPORTANCE MEASURE

In this section, we will first discuss the importance measure,
also called the sensitivity analysis, of a multistate system
under PCM. An OBDD-based method is proposed to
evaluate the Griffith importance vector of a multistate
system under PCM. With a little modification, the method is
also applicable for computing the Griffith importance
vector under imperfect fault-coverage model.

In [31], the Griffith importance vector, IGi , was proposed
to study how the particular states of a module contribute to
a multistate system, and how the presence of a module and

a particular state of a module affect the contributions of

other modules in the system:

IGðiÞ ¼ ðIG1 ðiÞ; . . . ; IGmðiÞÞ

IGj ðiÞ ¼
XH
h¼1

ðFh � Fh�1Þ � ½Rsjxi¼jðt; hÞ �Rsjxi¼j�1ðt; hÞ�

¼
XH
h¼1

ðFh � Fh�1Þ � ri:jðRsðt; hÞÞ; j ¼ 1; � � � ;Mi;

ð23Þ

where Fh is the value of output/performance level when the
multistate system is in state h, H is the index of maximum
performance level of the system, 1 � h � H,Rsjxi¼jðt; hÞ is the
reliability of a system being at performance level h or above
given that module i is at performance level j, and
ri:jðRsðt; hÞÞ ¼ Rsjxi¼jðt; hÞ �Rsjxi¼jðt; hÞ.

The IGj ðiÞ in Griffith’s importance vector can be inter-

preted as the range of the system performance when

module i moves from state j to state j� 1; it can be

regarded as the importance of state j of system-module i. If

the Boolean expression of Rsðt; hÞ is transformed into the

OBDD representation BDDh as described in Section 3, then

ri:jðRsðt; hÞÞ ¼ PrfBDDhjxi¼jg � PrfBDDhjxi¼j�1g
¼ PrfBDDhjðxi:1;���;xi:jÞ¼1;ðxi:jþ1;���;xi:mi

Þ¼0g
� PrfBDDhjðxi:j;���;xi:j�1Þ¼1;ðxi:j;���;xi:mi

Þ¼0g:
ð24Þ

4.1 Two-Pass Traversal Method

This method needs to traverse the OBDD twice to obtain

ri:jðRsðt; hÞÞ.

. Find

PrfBDDhjxi¼jg ¼ PrfBDDhjðxi1;���;xi:jÞ¼1;ðxi:jþ1;���;xi:mi
Þ¼0g

by assuming that module i is running at level j, i.e.,

ðxi:1; � � � ; xi:jÞ ¼ 1, ðxi:jþ1; � � � ; xi:mi
Þ ¼ 0.

. Find

PrfBDDhjxi¼j�1g¼PrfBDDhjðxi:1;���;xi:j�1Þ¼1;ðxi:j;���;xi:mi
Þ¼0g
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Fig. 5. The OBDD of subrequirement tree T1, T2, and T3.

Fig. 6. The OBDD and the reliability evaluation of the system under PCM

in Fig. 4.



by assuming that module i is running at level j� 1,
i.e., ðxi:1; � � � ; xi:j�1Þ ¼ 1, ðxi:j; � � � ; xi:mi

Þ ¼ 0.

Then, ri:jðRsðt; hÞÞ ¼ PrfBDDhjxi¼jg � PrfBDDhjxi¼j�1g
can be obtained and, therefore, we can derive the Griffith’s
importance vector by (23) and (24).

4.2 Single-Pass Traversal Method

This method needs to traverse the OBDD only once to get

ri:jðRsðt; hÞÞ. There are two parts. First, to evaluate

ri:jðRsðt; hÞÞ from (24), we found that the only difference

between computing PrfBDDhjxi¼jg and PrfBDDhjxi¼j�1g is

to let xi:j ¼ 1 and xi:j ¼ 0 in the OBDD traversal, respec-

tively. Therefore, only the disjoint path of the OBDD that

goes from the root to the terminal one and does include

node xi:j in it will contribute to the importance measure. We

should delete the disjoint paths that do not include node xi:j

or let the probabilities of those paths be 0 during the OBDD

traversal.
In the second part, we can combine the two calculations

of Section 4.1 at node xi:j. When we visit node xi:j in the
OBDD traversal, the probability of the node is equivalent to
the probability of the right subtree (i.e., xi:j ¼ 1) minus the
probability of the left subtree (i.e., xi:j ¼ 0). Further, let
ðxi:1; � � � ; xi:j�1Þ ¼ 1 and ðxi:jþ1; � � � ; xi:mi

Þ ¼ 0 since module i

moves only from state j to state j� 1 and does not affect the
other states. If the Boolean expression of OBDD at node v is
fv ¼ iteðv; fv¼1; fv¼0Þ, Prfvg is the probability of the Boolean
variable, where node v corresponds, being true, node u is
the subnode of node v, and the Boolean expression of
OBDD at node u is fu ¼ iteðu; fu¼1; fu¼0Þ, then the single-
pass traversal algorithm to evaluate ri:jðRsðt; hÞÞ from (24)
is as following:

Compute the probability Prffvg of each node (say v)
from the bottom to the up of OBDD using the following
steps:

1. If node v has been visited, then retrieve Prffvg from
the computed table and go to Step 8.

2. If node v corresponds to xi:1; � � � ; xi:j�1, then let
Prfvg ¼ 1 (i.e., ðxi:1; � � � ; xi:j�1Þ ¼ 1). Go to Step 5.

3. If node v corresponds to xi:jþ1; � � � ; xi:mi
, then let

Prfvg ¼ 0 (i.e., ðxi:jþ1; � � � ; xi:mi
Þ ¼ 0). Go to Step 6.

4. If node v corresponds to xi:j, then

Prffvg ¼
Prffv¼1g � Prffv¼0g ðif v and u belong to different modulesÞ

Prffv¼1g � Prffu¼1g ðif v and u belong to the same moduleÞ:

�

5. If node v does not correspond to xi:j and
orderingðvÞ > orderingðxi:jÞ, then

Prffvg ¼

Prfvg½Prffv¼1g � Prffv¼0g� þ Prffv¼0g
ðif v and u belong to different modulesÞ

Prfvg½Prffv¼1g � Prffu¼1g� þ Prffv¼0g
ðif v and u belong to the same moduleÞ:

8>><
>>:

ð25Þ

6. If node v does not correspond to xi:j and

orderingðvÞ < orderingðxi:jÞ, then also use (25) to

calculate Prffvg except that let Prffv¼1g or

Prffv¼0g be 0 in (25) if the right or left subtree

is independent of xi:j, respectively. To check if the
subtree of node v is independent of xi:j is simple.

If orderingðuÞ > orderingðxi:jÞ, then the subtree is

independent of xi:j.
7. Record node v and Prffvg into the computed table.
8. Visit next node.

Therefore, the probability Prffvg of the root node (top
node) of the OBDD represents ri:jðRsðt; hÞÞ and can be
efficiently obtained by the single-pass OBDD traversal. The
pseudo code of the algorithm for computing the Griffith’s
importance measure is shown in Fig. 7. It should be noted
that the computed table recording the probabilities of the
OBDD nodes is also used to avoid repeated computations.
This scheme improves the efficiency of the algorithm.

4.3 Griffith’s Importance Measure under Imperfect
Coverage Model

In this section, we will discuss the Griffith’s importance
measure under imperfect coverage model and propose a
method to compute ri:jR

I
sðt; hÞÞ. For the imperfect fault-

coverage model, from (14), the probability of no uncovered
failure in the system is
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Fig. 7. The pseudo code of the algorithm for computing the Griffith’s
importance measure.



PuðtÞ ¼
Yn
v¼1

RI
vðt; 1Þ ð26Þ

and the conditional state probability of module i given that
module i is not in failed and uncovered state is

Pc
i ðt; jÞ ¼

PI
i ðt; jÞ

PI
i ðt; 1Þ þ � � � þ PI

i ðt;miÞ
: ð27Þ

For evaluating the Griffith’s importance measure under
the imperfect coverage model, by (16), we have

ri:jðRI
sðt; hÞÞ ¼ ri:jðPuðtÞ �Rc

sðt; hÞÞ
¼ Rc

sðt; hÞri:jðPuðtÞÞ þ PuðtÞri:jðRc
sðt; hÞÞ;

ð28Þ

where

ri:jðPuðtÞÞ ¼
Yn

v¼1;v 6¼ i

RI
vðt; 1Þ � ½PI

i ðt; 1Þ þ � � � þ PI
i ðt; j� 1Þ

þ PI
i ðt; jþ 1Þ þ � � � þ PI

i ðt;miÞ�
ð29Þ

and, by the chain rule of differentiation,

ri:j Rc
s t; hð Þ

� �
¼ @Rc

sðt; hÞ
@Pc

i ðt; jÞ
� @P

c
i ðt; jÞ

@PI
i ðt; jÞ

@Pc
i ðt; jÞ

@PI
i ðt; jÞ

¼ ðPI
i ðt; 1Þ þ � � � þ PI

i ðt;miÞÞ þ PI
i ðt; jÞ

ðPI
i ðt; 1Þ þ � � � þ PI

i ðt;miÞÞ2

¼ 1

PI
i ðt; 1Þ þ � � � þ PI

i ðt;miÞ
½1þ Pc

i ðt; jÞ�

¼ 1

RI
i ðt; 1Þ

½1þ Pc
i ðt; jÞ�:

ð30Þ

Therefore,

ri:jðRI
sðt; hÞÞ¼Rc

sðt; hÞ
Yn
v¼1
v 6¼ i

RI
vðt; 1Þ�½PI

i ðt; 1Þþ � � � þPI
i ðt; j�1Þ

þ PI
i ðt; jþ 1Þ þ � � � þ PI

i ðt;miÞ�

þ PuðtÞ
RI

i ðt; 1Þ
½1þ Pc

i ðt; jÞ� �
@Rc

sðt; hÞ
@Pc

i ðt; jÞ
:

ð31Þ

In order to derive ri:jðRI
sðt; hÞÞ, we need to find only

@Rc
sðt; hÞ=@Pc

i ðt; jÞ because all the parameters are known
already. Finding @Rc

sðt; hÞ=@Pc
i ðt; jÞ is equivalent to finding

ri:jðRsðt; hÞÞ under PCM as described in Section 4.2, but

with the modified values of the module’s state reliabilities,
that is, the conditional state reliability of module i, Pc

i ðt; jÞ.
Then, ri:jðRI

sðt; hÞÞ can be evaluated and, therefore, the
Griffith’s importance vectors under IPCM can be derived.

5 ILLUSTRATIVE EXAMPLES

Example 1. Let us consider an example of Fault-Tolerant

Parallel Processor (FTPP) in [39]. Fig. 8 is an instance of
an FTPP cluster that consists of 16 processing elements
(PEs), with four connected to each of four network

elements (NEs). This configuration divides the active
elements of a triad among NE1, NE2, and NE3, and uses

the PEs on NE4 as spares. The PEs that are in the same

relative position on first 3 NEs form a triad, and the PE in

the same relative position on NE4 serves as a hot spare

for the triad.
The fault-tree model (Fig. 9) for this configuration

uses four functional-dependency gates (FDEP) [39] to
reflect the dependence of the PEs on the NEs. The FDEP
has one trigger-input and one or more dependent basic
events. In an FDEP, the dependent basic events are
functionally dependent on the trigger event. When the
trigger event occurs, the dependent basic events are
forced to occur. The FDEP gates are not explicitly
connected to the other gates in the tree since the
reliability requirements (all four triads must be opera-
tional) do not explicitly mention the NEs. Fig. 9 shows
four 3/4 gates connected to the top OR gate, one 3/4 gate
for each triad. A triad fails when only one member PE
remains (three of the four PEs in the triad have failed).

Let us consider this FTPP as a multistate system
subject to imperfect coverage. NE1 is a trigger event for
an FDEP gate. System fails if NE1 fails in uncovered
mode. If its failure is covered, then all components
connected to NE1 do not work properly in the FTPP
cluster. In addition, if NE1 is not failed, then the com-
ponents connected to NE1 may acts independently. It
means that they can fail in covered or uncovered mode
or can function properly. Obviously, the system will be
in better performance if more NEs are functioning.
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Fig. 8. An FTPP cluster with one spare per triad.

Fig. 9. Fault-Tree Model for Fig. 8.



Therefore, if we consider NE1, NE2, NE3, and NE4 as the
key roles of system performance, there will be 24 þ 1 ¼
17 states:

state 16: all NEs are good. PI
s ðt; 16Þ ¼ ðp1 � p2 � p3 � p4Þ �

ð1� Uðt; 16ÞÞ
state 15: NE1 failure is covered—others are good.

PI
s ðt; 15Þ ¼ ððq1c1Þ � p2 � p3 � p4Þ � ð1� Uðt; 15ÞÞ.

..

.

state 11: NE1 and NE2 failed and covered—others are

good.

PI
s ðt; 11Þ ¼ ððq1c1Þ � ðq2c1Þ � p3 � p4Þ � ð1� Uðt; 11ÞÞ.

..

.

state 1: all failed and covered.

PI
s ðt; 1Þ¼ððq1c1Þ�ðq2c2Þ � ðq3c3Þ � ðq4c4ÞÞ�ð1�Uðt; 1ÞÞ.

state 0: at least one uncovered failure.

PI
s ðt; 0Þ ¼ 1� ðp1 þ q1c1Þ � ðp2 þ q2c2Þ

� ðp3 þ q3c3Þ � ðp4 þ q4c4Þ,
where pi, qi, and ci are the reliability, unreliability, and

coverage factor of NEi, respectively. Uðt; hÞ is the

unreliability of the system configuration at performance

state h (Note: Different performance state has different

system configuration). Then, the multistate system

reliability subject to IPCM is RI
sðt; hÞ ¼

P16
k¼h P

I
s ðt; kÞ.

The imperfect coverage of NEs introduces the
temporal system failure logic. Therefore, the sequence
of events is important and it has to be solved using
Markov chains. However, the computation becomes very
complex if there exist multiple states for each component
or each PE including failed and uncovered state. On the
contrary, using the concepts of our approach, we can
solve it using combinatorial models easily. For example,
if the required performance level of the system is in
state 11 and each element has three states (not failed, failed
and covered, and failed and uncovered), the failure logic of
this con-figuration is shown in Fig. 10.

To evaluate the system unreliability of this configura-
tion (or this performance state) under IPCM, first we
compute the conditional probability of each element by
(18). Using the conditional probability of each element,
the conditional system unreliability can be derived by
Step 5. Therefore, the probability of system unreliability
in performance state 11 subject to imperfect fault-cover-
age is obtained by (19). Generally, our method can be
easily combined with modularization techniques to
obtain the reliability or unreliability of different perfor-
mance states under IPCM. The overall multistate system
reliabilities RI

sðt; hÞ are described in Table 1.

Example 2. Let us consider a simple bridge network shown

in Fig. 11a. The two-state OBDD-based path function of

this network system is

F ¼ x1x3x5 þ x1x4 þ x2x5 þ x2x5 þ x2x3x4

and is constructed by the algorithm in [16] as shown

in Fig. 11b. Let us consider the multistate network

system. Assume that the redundancy techniques are

used so that each link has a fault-tolerance scheme.

Therefore, we can treat a link as a module with

various link capacities or with various performance

levels (i.e., a multistate network system) and the fault-

coverage condition should be considered.
Case 1. The basic requirement for the system being in

an acceptable performance level is:

�accept ¼ x1:2x3:2x5:2 þ x1:2x4:2 þ x2:2x5:2 þ x2:2x3:2x4:2:

Case 2. The path x1x4 is the backbone of the network.
Most of the dataflow run through the path and, thus, the
limitation of the requirement for the path is much more
strict. Therefore, if x1 needs to be at least in level 5 and x4
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Fig. 10. The failure logic of system running in performance state 11.

Fig. 11. (a) A bridge network. (b) The corresponding OBDD-based path

function.

TABLE 1
The Multistate System Reliability of the FTPP Example



needs to be at least in level 4 for path x1x4, the
requirement for the system being in a good performance
level is:

�good ¼ x1:2x3:2x5:2 þ x1:5x4:4 þ x2:2x5:2 þ x2:2x3:2x4:2:

Fig. 12 shows the results of �accept and �good after
applying MDO. Table 2 illustrates the parameters of a
module with the assumption that each module has six
performance states including failed and uncovered state.
If all modules are identical, the system reliabilities of
�accept and �good with different coverage factors are
obtained by (21) and (22) as shown in Table 3.

Table 4 illustrates the ri:jðRsðt; hÞÞ and ri:jðRI
sðt; hÞÞ

of �accept and �good obtained by our algorithm under

PCM and IPCM with different coverage factors. The

result shows that the importance measure of each

module becomes larger if imperfect fault-coverage is

taken into consideration. For �good, x1:2 is more important
than x1:5. This is because that x1x4 is the backbone and, if

x1:5 is not functioning, we can use an alternative path to

slightly compensate the dataflow. However, if the

performance of x1 drops too much (below x1:2), the

system cannot afford it. Therefore, maintaining x1:2 to be

functional is more important than x1:5. If we apply the

Markov techniques or other techniques on each module

to solve the behavior of state’s transition, then the time-

dependent multistate system reliability of different

performance levels with different coverage factors is

shown in Fig. 13. Fig. 13 shows that �good is less reliable

than �accept. That means we need to pay more on the

system if we want to increase the reliability of �good to be

the same as that of �accept.

6 CONCLUSIONS

This paper has proposed a model for multistate systems
with imperfect fault-coverage. An OBDD-based approach
for the evaluation of the multistate system reliability and
the Griffith’s importance measure has also been proposed.
With a little modification, the OBDD-based method can be
applied to the multistate systems under IPCM. The
evaluation of the system reliability and importance measure
is very helpful for the optimal design of a multistate system.
It was shown that with the application of conditional
probabilities, the time complexity of this method for
reliability evaluation is equivalent to that of the methods
for perfect coverage model. Furthermore, the approach
used to evaluate the reliability can also be employed to
evaluate the availability of a system if the Markov process is
applied to analyze the behavior of the state transition of
each module.

In [6] and [40], with helpful comments from [6], they
have presented various performance measures related to
multistate systems. In order to compute these measures, we
need to find the reliability of a system at various
performance levels. Therefore, the results of this paper
can be integrated to find the performance measures of a
multistate system. This process is straightforward and,
therefore, it is not discussed here explicitly [6]. Also, the
method proposed for IPCM in this paper can be integrated
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Fig. 12. The resultant OBDD after MDO. (a) �accept. (b) �good.

TABLE 2
The Parameters of Individual Module
with a Coverage Factor of c1 > c2

TABLE 3
Reliability with a Coverage Factor of c1 > c2

TABLE 4
Importance Measure with a Coverage Factor of c1 > c2



with the technique [13], [15], [16] that uses OBDD for

reliability analysis of a system.
For complex systems such as fault-tolerant computer

systems, network systems with variable link-capacities, and

so on, this approach is applicable. It generates the complete

results more quickly and accurately even when there exist a

number of dependencies such as shared loads (reconfigura-

tion), degradation, common-cause failures, and so on. Based

on this approach, researches on failure frequency analysis

and optimal design issues of a multistate system will be the

focus of our future works.
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