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A bstract— Both direct sequence and frequency hopping
spread spectrum communication systems co-exist in unli-
censed band such as 2.4 GHz ISM band. In this paper, we
propose a novel structure to obtain the channel information
so that more robust communication is possible. Both theo-
retical and numerical results are presented to demonstrate
effectiveness.

I. INTRODUCTION

Due to recent blooming wireless applications utilizing the
unlicensed band such as Industrial, Scientific, and Medical
(ISM) band at 2.4 GHz, it usually requires an effective so-
lution to the coexistence problem. A key step to solve this
dilemma is the identification of channel interference, since
there were no mechanisms to exc hangethe mutual chan-
nel information amdifferen t wireless standards in the
past. Once interference from other wireless communication
systems is identified, we can avoid the occupied frequency
band, or w ecan provide side information so that power-
ful signal processing such as Multi-User Detection (MUD)
becomes possible.

One good example of recently proposed methods to ob-
tain the channel information is by the pac let loss ratio
(PLR) [4]. PLR is based on the structure of Adaptive Fre-
quency Hopping (AFH) [1,3,4]. Every receiver maintains
a table recording the pac ketloss ratio of each frequency
slot. By comparing the packet loss ratio with a predeter-
mined threshold, the frequency slot is classified as either
“Clear” or “Occupied”. The receiver makes use of the side
information to adjust its hopping sequence. Though this
method can easily detect the interference in each frequency
slot, it suffers three major drawbacks. First, PLR cannot
achiev einstantaneous iden tificationto reflect the current
channel state. Once the interference disappears after its
appearance, it takes longer time to reduce the packet loss
ratio beneath the threshold and via versus. Second, it re-
quires the receiver to regularly switch betw een the adaptie
and original hopping sequences. Because once the adaptive
hopping sequence is used, the marked frequency slots are
not used at that moment and the channel state information
is not obtainable hereafter. The third and the critical one
is that PLR can only be applied to the FH receiver and it
does not intend to identify which kind of interference that
exists.

In this paper, w epropose a more general structure to
iden tify the ¢ hannel erference as shown in Fig 1. In our
proposed structure, w euse the transmission (TX) detec-
tor to monitor the frequency slot. Since we are interested
only in whether the observed frequency slot is available for
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transmission or not, the TX detector structure can be as
simple as energy detector which measures only the pow er
level of the frequency slot and regardless of other detailed
channel information. This eliminates the complexity of
TX detector. We can classify each frequency slot as either
“Clean” (marked as “0”) or “Occupied” (marked as “1”)
by comparing the received energy with the pre-determined
threshold. After monitoring the L frequency slots totally
for N times. We then ha vean observation table R. In
this paper, our goal is to design a channel identifier to de-
cide whether the wide-band interference (WBI) exists or
not and whether the narro w-band itierference (NBI) like
FH signals exist or not and to further identify the possi-
ble active FH hopping sequences based on the observation
table R. ' :

The rest of this paper is organized as follows. In Section
II, we describe the channel interference model. The theo-
retical derivation is shown in Section III. We provide one
simple example to demonstrate the performance in Section
IV. This example can be easily extended to the co-exist
problem at the 2.4 GHz ISM band. The conclusion and
future work is given in Section V.

II. SYSTEM MODEL

We frst aim at wideband interference such as DSSS or
the radiation from Microw ae Oven. This kind of interfer-
ence usually co-exists with other narrow-band and short-
duration signal such as FHSS transmissions. We can ex-
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press the observed matrix R after the processing unit as

R,
R, -
R= . =5S+1 1)
Ry
where B, = (Tn1,7n,2, " ,Tn,L), and
R,=S,01, (2)
where ﬁ € Fs = {§0:§.17"' 7§-M} {§17"’ 7§.M} means

the M possible WBIs and we let S;, denotes no WBI exists.

I,=I"e ..ol
k; 3
- Z ln: ( )
k;j€la
where T’y € {0,1,2,--- , Koz} and K, is the maximum

possible number of activeFH users. T', is the activeFH
user set and uj is the size of I'; which means the number
of active FH users. Here, we define a binary operator & as

@401
0]0]1
1j1]1

Once the frequency slot is occupied (the wide-band inter-
ference or the FH signal or both exist in this frequency
slot), the output of the TX detector is “1”. Only when the
monitored frequency slot is clean, the output of the TX
detector is “0”.

For example, as shavn in Fig. 2, we can obtain

§‘n = {01 0) 1’ 17 1: 07070}

To = {k2,ks}
01000010) g
= o 100001 00
I=IPeI®=1 40417000 0 0
10001000
and
011110010
= l10111100] -
R=Sel=|, 45111000 ©
10111000

In this paper, w econsider tw okinds of hopping se-
quences:
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A. Embedde d Markoff Chain Hopping Squences

* We assume that the hopping sequence of user #k; has a
transition probability p* as

k; kj kj
P11 P2 2%
k5 k;j kj
po=| Bt P A ®
k; ks k;
Py P2 PLL

and define p*s (157, I} ) as

k; . rk; k;
kirrki rkj Prn lfIi;'%ZI, Igiln‘:l
(I 7)) = y ) 7
oL Lty {0 otherwise Q)

where If 7, and If_"lyn are the m-th and the n-th element

of vector It and I*,. Then the p.df. of the hopping
sequence of user #k;, I ki is

PI%)y = P(I5_)) - o (L, IN_y)

1] i1k rki i (ki kj
= P(I§_,) - o (LN, IR ) - 0% IRy IR _y)
= ... (8)

N
= P(y)- TToh (2. L2
i=2
B. Finite State Hopping Sequences

If w eview the hopping sequence of each FH user as a
finite state sequence, which can be expressed as

;i %5
l—p = lp+F (9)

where F' is the length of the finite state sequence. Then,
the probability, P(I f), given in (8) becomes

ks
ok _ FRi
1 i I% =1, 4 NymodF

. (10)
0 otherwise

P(I%) = {

where p € {0,1,--- ,F —1}.

III. CHANNEL INTERFERENCE IDENTIFICATION

Our goal is to design a channel identifier to provide the
channel information that whether the WBI, S, exists or
not and to identify the possible hopping sequences, I, the
FH users currenly use based on the observation table R.

A. The Optimal Channel Interferenc e Identifiation
The optimal mazimum o posteriori (MAP) is

(8,7) = max_P(S,T|R)

SergI an

F rom (11), ve know that the optimal solution to this prob-
lem is_the exhaustive seach of the possible combinations
of (S,I). If the Markoff chain hopping sequences are used,
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the computation required for the search of the optimal so-
lution will be

M - [Cffmex + Cffmes - ..
=M -2Kmes . LN

+Cxes]- LY

(12)

where M is the n unber of possible WBI signals, L is the
total observed frequency slots, NV is the observation times
and K, is the maximum possible FH users. If the finite
state hopping sequences are used, the computation required
for the search of the optimal solution will be

M- [Cg{maa + C]Kmu F+-- .CKmuz . FKma,z]

=M- (14 F)Kme= (13)
where F is the length of the finite state hopping sequence.
How ewer, the complexity concerning to these two cases is
tantamount for us to implement the hardware of this chan-
nel identifier because F' and L are a large number in most
situations.

B. 2-stage Channel Interference Identification
By the Bayesian rule, we know that

Jax, P(RS, I)-P(S)- P(I)

max_P(S,I|R) =
Ser,,I (14)
= max _ P()
Ser,,Ic{SeI=R}

The first equality follows from S, T are independent.
Here, w e assume that the probability that S = S, ,
1 €{0,1,2,---, M}, is equally probable which is given be-
low.

P(S) = 3705 s)

and P(I) given in (14) is
P(I)=3_ PIT,)- P(T.).
T
us (16)
=3 ll‘[ P(I* )] - P(Ta)

Ta |5=1

where P(T,) is assumed as
1
P(Ta) = 5pms (17)

and P(I*?) is given in (8) or (10) depending on the hopping
sequence. The second equality follo ws from

1 ifIe{I;I®S=R}
0 otherwise

P(R|S,T) = { (18)
Then we can first identify whether the WBI, S, exists or
not by

S = max P(I)

T, _< (19)
16{T.T05=R}
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where P(f) is given in (16). Then we can obtain the hop-
ping sequences, I, by

I=maxPS IIR)

=max P(RI3, D) - P(D) (20)

= max P()
16{T;IoS=R}

The complexity of this 2-stage channel interference identi-

fier then reduces to O(M + LV2Kma=) if the Markoff ¢ hain
hopping sequence is used, and O(M + (1 + F)Kme=) if the

finite state hopping sequence is used.

C. 3-stage Channel Interference Identification

We find that the complexity of the channel interference
iden tification mainly comes from the attempt to trak the
hopping sequences of the active FH users. Due to the un-
known number of active FH users, w eneed to join tlyes-
timate the most likely number of FH users and the best
hopping sequence concerning to each users. How ewer, if we
can know the number of the active FH users, it is easier to
estimate the hopping sequences. Following from (20), w e
can estimate u; by

@ =max P(S,7|R)
&
= n;ﬁ,x Z

1e{T;T05=R}

=max 3 Z[uk P(Ik")]-P(m
1

1e{T;io8=R} T= |J=

P()
(21)

and then estimate the active FH user set Iy, by

>

a — -
1e{T;7e5=R}

@ (22)
B

I1e{T;ieS=R} [J=1

Tq = max P(T|ix)

The complexity of this 3-stage channel interference identi-
fier is less than O(M + K a2+ L") if the Markoff chain hop-
ping sequence is used, and less than O(M + K g, + FKme=)
if the finite state hopping sequence is used.

D. The Binary Channel of TX Detector

The observed matrix R given in (1) makes one critical as-
sumption that the TX detector is perfect. The assumption
is not realistic. Instead, the TX detector possibly misses
or falsely alarms the existence of signals due to the channel
effect. Thus, w ecan model the TX detector as a binary
channel with cross error probability Ao and A; shown in
Fig. 3.

Each element in observed table Y is a Bernoulli random
variable with parameter

Pyij=1)=1~=XN)P(ri; =1)+ X P(ry; =0) (23)
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Fig. 3. Binary ¢ hannel model for TX detector

Then the MAP given in (11) becomes

I)= max_P(S,1]Y)

Ser;I (24)

IV. EXAMPLE

Consider one simplified example: There are 10 frequency
slots under mointering and 4 different kind of WBIs which
are given below

S, =[1110000000]
S,=[0001110000]
S;=[0000001110]

=[0011111100]

(25)

and suppose that the hopping sequence of each FH user
is finite-state hopping sequence with hop length F = 10.
Each hopping sequence makes use of the 10 frequence slots
uniformly.

The simplified example can be easily extended to the
co-exist problem at 2.4 GHz ISM band which arises great
interest in IEEE 802.15.2 TG2 now. As shown inFig. 4
(a)(b)(c), IEEE 802.11b WLAN uses one of three frequency
band, and another possible WBI is the radiation from Mi-
crow ae Oven shown in (d). Bluetooth seperates the ISM
band into 79 frequency slots sho wnin (e). Then w ecan
express these WBIs as

1 1€{1,2,---,24}
S,}i =
[S.] {0 otherwise
(Sa): = 1 i€ {2526, --,49}
=27 10 otherwise
(26)

[S.); = 1 i€ {50,51,--,74}
=31 710 otherwise

i € {15,16,--- ,65}

0 otherwise

S = {1

A. Performance of the Optimal Channel Interference Iden-
tific ation

The performance of detection of WBI when the optimal
channel interference iden tificationis used is given below.
Here, we let the cross error probability A = A1 = A.
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WBI detection error during 100 tests when K qr = 2
N\A {A=0]A=01}A=02|A=03|A=04
N=3 0 0 6 24 40
N=4 0 0 0 13 37
N=35 0 0 1 9 34
N=6 0 0 0 6 31
N=7 0 0 1 3 34
WBI detection error during 100 tests when Kror = 3
N\ [A=0|A=01]A=02|A=03]A=04
N=3 0 1 10 34 40
N =4 0 0 2 14 36
N=35 0 0 3 12 38
N=6 0 0 0 10 44
N=7 0 4] 1 1 29

The above tw otables are given according to the maxi-
mum possible FH users, K,,,,. We find that the detection
error decreases if the observation times N is large and the
detection error increases if the cross error probability A
is large. How ever, the performance of detection of WBI is
satisfactory. The identification error is extremely low when
A is small. Besides, the performance becomes better when
N gets larger even though A is large.

The performance of the identification of the hopping se-
quences of the active FH users is given below.

NBI detection error during 100 tests when K0, = 2
N\M [ A=0|2=01]|X2=02[X=03]|X2=04
N =3 5 53 67 79 96
N=4 5 31 54 90 81
N=35 0 23 59 71 83
N=6 0 15 48 75 82
N=T7 0 13 44 67 86
NBI detection error during 100 tests when Kpar = 3
N\A | A=0{A=01}{X=02|A=03]A=04
N=3 13 60 84 82 89
N=4 5 52 68 89 91
N=35 1 35 66 88 85
N=6 1 21 49 83 88
N=7 0 22 62 85 86

We find that the identification of the hopping sequences
of the active FH users becomes uneffective when Ko, > 3.



This is because that information is lost after our process-
ing unit. The more possible activ eusers exist, the more
information gets lost.

B. Performance of the 2-stage Channel Interferenc e Iden-
tific ation

The following two tables show the performance of detec-
tion of WBI when the 2-stage channel interference identi-
fication is used.

WBI detection error during 100 tests when K = 2
N\A [A=0]|A=01]A=02]{A=03]|A=04
N=3 0 0 4 21 46
N=4 0 0 2 13 41
N=5 0 0 2 7 41
N=6 0 0 0 8 30
N=7 0 0 0 5 39
‘WBI detection error during 100 tests when K0, = 3
N\A [A=0]|A=01|A=02[A=03]|A=04
N=3 1 3 5 27 47
N =4 1 0 5 18 39
N=5 0 0 0 19 43
N=6 0 1 0 15 46
N=T7 0 0 2 11 28
Compare the results of the detection of WBI between the

optimal and the 2-stage channel interference identification.
We find that the performance is almost the same.

The performance of detection fo NBI when we seperate
the jointly search of WBI and NBI is given below.

NBI detection error during 100 tests when K5, = 2
N\ [A=0]A=01[A=02|A=03]|A=04
N=3 24 67 75 82 99
N=4 5 31 54 88 79
N=35 0 23 58 72 85
N=6 0 15 48 74 81
N=17 0 13 45 67 85
NBI detection error during 100 tests when K0z = 3
N\A [A=0{)X2=01|X2=02]A=03]|A=04
N=3 26 70 96 99 100
N=4 5 55 70 96 99
N=5 1 37 69 99 99
N=6 1 22 52 93 99
N=7 0 22 65 89 99
However, the performace of the detection of NBI of the

2-stage channel interference identification is less than the
optimal channel interference identification.

C. Performance of the 3-stage Channel Interferenc e Iden-
tific ation

The performance of detection of WBI when the 3-stage
channel interference identification is used is given below.

‘WBI detection error during 100 tests when Koz = 2
N\A [A=0[)2=01]|A=02|A=03][2A=04
N=3 0 1 7 29 48
N=4 0 0 5 24 43
N=5 0 0 4 14 35
N=6 0 0 1 10 33
N=7 0 0 0 8 33
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‘WBI detection error during 100 tests when Koz = 3
N\A [ A=0|2A=01|A=02|XA=03|X=04
N =3 3 6 7 33 48
N =4 1 3 6 24 43
N=5 0 1 2 16 38
N =6 0 0 0 16 33
N=7 0 1 0 14 26

From these tw o tables,the performace of the detection
of WBI when the 3-stage channel interference identification
is used is still good. How eer, we find that the detection
of the hopping sequences of the active FH users becomes
very uneffective according to our simulations which are not
sho wnhere. This result might come from the sequential
estimation of the hopping sequences.

V. CONCLUSION AND DISCUSSION

In this paper, both the optimal and the simplified se-
quential identification structure are provided and the sim-
ulation results of these structures are presented. We find a
trade-off betw eenthe iden tifierstructure and its perfor-
mance. The strategy to adopt which kind of structure
depends on the requirement of the channel information
needed. If the identification of only WBI is sufficient, the
3-stage channel interference identification is a satisfactory
choise. If the pow erful signal processing such as MUD
is used, then more detailed interference information is re-
quired. We need to adopt the optimal channel interference
iden tification.
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