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Our goal isto investigate the various characteristics and to establish a high-fidelity
model of the Internet topology at the autonomous system (AS) level.  Our approach
isdistinctive of the existing methods aided by statistics and experts’ intuition. Inthis
project, we propose to analyze the Internet topology using rigorous graph theory.

The project execution is constructed in 3 parts: 1) the study of the Internet graphs
using graph-theoretical metrics, 2) the effectiveness and comparison of the use of
Normalized Laplacian Spectrum (nls) to distinguish the Internet topology, and 3) the
modeling of the Internet topology and topology generation.  We have accomplished
more than we anticipate for the first year. Asof the time this mid-term report is fired,
we are about to finish al implementation of the graph theoretical analysis tools and
have begun the analysis and the modeling of the Internet topology. During the year,
we also found a bottleneck in computation. Due to the excessive growth of the
Internet, the size of the topology in our analysis has exceeded the capacity of the
computing equipment we have.  After optimizing our tool implementation, the



extensive use of memory and CPU cycles still poses a serious challenge.  Therefore,
we would like to take advantage of the opportunity to plead for araise on the
computing equipment budget to accommodate the unexpected computation resource
problem.
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Significant worldwide research efforts have been invested to the investigations of the
Internet topology. A better understanding of the Internet topology promises many
benefits.  For one, it leadsto insightful designs of the network sensitive schemes, for
instance, the filter placement problem for Distributed Denial of Service attack
prevention [1] and the capacity placement problem for network planning.  For two, it
helps to construct realistic models of the Internet-like topologies, which in enables a
more accurate prediction of the future development of the Internet and allows
generating realistic network topologies for performance evaluation.

Some properties of the Internet topology [2-4] have been observed and a number of
generators [5-7] for realistic topologies have been proposed. We have identified, on
the other hand, weaknesses in existing models and generators that demonstrate the
need for further research.  Given the main problem of the existing Internet topology
analysisis associated with the bias view of the Internet topology from the statistics
and common wisdom, we set out in the project to take a more robust graph theoretical
approach. Our goal isthree-fold:

1) Using the graph theoretical metrics to determine the relevant characteristics of the
AS graphs and to compare the actual AS graphsto the synthesized graphs from
the existing topology generators

2) Computing the normalized Laplacian spectrum (nls) of AS graphs[8], i.e., the
eigenvalues of the normalized Laplacian matrix and verifying the suitability of nls
asthe Internet topology fingerprint

3) Defining an graph-theory-inspired model of the Internet topol ogy and
implementing the model as a graph generator for Internet-like topologies

4) Using the graph theoretical metrics developed in 1) and 2) to verify whether the
model obtained in 3) is better than the existing models



In this 2-year project, we propose an in-depth study of the Internet topology on the
autonomous system (AS) level, referred to asthe AS graph.  The project execution
isdissected into three parts.  We concentrate, for the year one, on the metric
implementation and the first cut of the Internet topology model.  For the year two,
we anticipate to compl ete the metric implementation, the graph theoretical analysis,
and the topology model and generator. Listed below are specific itemsto
accomplish and those underlined are items completed during the first year.

1) Graph theoretical metrics (80% completed)
Single value metrics. number of nodes, number of links, average degree,
clustering coefficient, cardinality of matching
Distribution metrics: rank-degree, degree-frequency, expansion, distortion,
resilience, link value

2) Spectral graph theoretical metrics (100% compl eted)
Single value metrics: ratio of pendant nodes, ratio of quasi-pendant nodes, ratio
of isolated-inner nodes, ratio of quasi-pendant links, average degree of the
guasi -pendant component
Distribution metrics. normalized L aplacian spectrum

3) For the graph theory inspired model: we further phase the processin 4 stages.

(50% compl eted)

The 1% stage: classifying the pendant, isolated-inner, and residua-inner nodes
into the leaf (outskirt) component of the Internet topology and the quasi-pendant

nodes into the core component
The 2™ stage: the generation of the core and leaf clouds and interconnecting the
two clouds
The 3" stage: the generation of the intra-core links
The 4™ stage: the generation of the intra-leaf links
4) Verification of our own Internet topology model (0%)
This requires completion of the above 3 tasks

AS graph data acquisition and validation. Our AS graphs are acquired from the
routeview [9] database which maintains daily snapshot of the BGP[10] updates
traversing a number BGP routers on the Internet.  We grab a snapshot of such BGP
updates for approximately six months apart from November 1997 to October 2003.
From the AS paths of the BGP updates, we are able to construct the AS graph of the



Internet at the particular point intime.  With the basic graph metrics implemented,
we are able to visualize the growth of the Internet (See Figure 1) and to validate the
datafrom previous analysis that observes power laws in the node rank to node degree,
aswell as the node degree to degree frequency [2] (See Figure 2).
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Figure 1. The Growth of the Internet AS Graphs (a small gap in 2003 is due to lack of BGP
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Figure 2. The Power Laws in the Rank-Degree and Degree-Frequency Relationships

Basic graph theoretical metrics. While the scale of the AS graphsincreasesin the
number of nodes and links, a number of additional graph theoretical metrics show
interesting trends of the Internet. It is becoming better connected but the added
connectivity seemsto concentratein certain area.  These are better described with



the help of the increasing trend in average degree and the decreasing trend in
matching cardinality (See Figure 3). Maximum cardinality matching by definitionis
the maximum number of digoint links that connect apair of nodes. The decrease of
the cardinality of matching indicates that as nodes are being added to the Internet, less
links are added to form digjoint links of node pairs. In other words, a significant set
of linksis added to existing node pairs, which resultsin a concentration of links in the
topology.
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Figure 3. The Internet Topology Becoming Better Connected and Concentrated

Network relevant graph theoretical metrics.  We examine AS graphs using four
metrics [11] that are considered having network performance implication. They are
expansion, resilience, distortion and link value.

« Expansion isthe average number of nodesfalling into agiven radius. By
increasing the radius, one could observe how fast the AS graph ‘ expands'.
For ak-ary tree, one should observe an exponential increase of the expansion.

+ Resilienceisthe average minimum cut-set size to disconnect agraph into a
balanced two parts for a given n-node neighborhood centered at each nodein
the graph. By varying the neighborhood size, one could project the
possibility of finding alternative routes to distant nodes in the topology.

- Distortionisalessintuitive metric. Given agraph G and any spanning tree T
on G for al pairs sharing alink in G, find the average distance of themin T.
The distortion metric is defined to be the smallest of such average distance
among all possible spanning treeson G. Thisis ametric to examine how
tree-link the topology is.

« Link valueisametric for the ‘importance’ of aparticular link in the topology.



It is defined to be the vertex cover of atraversal set of alink. Thetraversal
set of alink is defined to be the source-destination pairs that traverse the link
on the shortest path. The vertex cover of atraversal set isthe minimum
number of nodes to remove to eliminate at least one node from each pair in the
traversal set. Intuitively, the link value metric indicates the smallest set of
nodes affected by the removal of thelink. Thus, the higher the value, the
more important the link.

We have accomplished in implementing the expansion and link value and the results
are validated with the prior resultsin [11]. Resilience and distortion involves
solving additional NP-hard problems.  The existing heuristics are time and memory
consuming. We are looking into more efficient implementations of the heuristicsto
overcome the lack of computing resource problem. Theresults of AS graph
expansion and link value distribution are provided in Figure 4.

K gl K gl

Figure 4. The expansion plot on the left shows that the AS Graph expands quickly to the
h-radius neighborhood. The link value plot on the right shows that the AS Graph link value

variance decreases over the years

Normalized L aplacian spectrum analysis. Based on the spectral graph theory, we
implement the computation of normalized Laplacian spectrum (nls) [8]. Figure5
shows the nis of the AS graphs from 2000 to 2003. We find that the nls of the AS



graphs are about the same, as opposed to many other graph theoretical metricsin
which we observe significant differences over time. One remarkable observation is
that the expansion metric, although simple, shows potential as the fingerprint the
Internet topology. We think thisis an artifact of the data presentation.  If we would
zoom in to look at the low-radius region more closely, we could see significant
differencesin the expansion of AS graphs over the years.
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Figure 5. The nls of the AS graphs from 2000 November to 2003 November

I nternet topology modeling. We have classified the so-called pendant (P),
isolated-inner (1), and residua-inner nodes (R) in the spectral graph theory into the |eaf
(outskirt) component of the Internet topology and the quasi-pendant nodes (Q) into
the core component. From theratio of P, I, R, and Q nodesin the AS graphs, we
could qualitatively form the core and leaf cloudsto their rightful share of the whole
graph. The more challenging part is to connect the nodes between and within the
leaf and core clouds. For the interconnection, we further divide the topology



generation in three parts: 1) interconnecting the core and leaf clouds, 2)
interconnecting the core clouds, and finally 3) interconnecting the leaf clouds. We
have completed so far to the part one. However, the results show the model captures
the core and leaf cloud interconnection well.  Figure 6 shows that, accounting only
the core and leaf interconnections, our graphs better qualitatively resemblethe AS
graphs than the state-of-the-art Inet 3.0 graphs[5]. We, however, find in the
meantime the graph property could vary quite a bit depending on the choice of
parameter and random seeds.
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Figure 6.
Upper left plot shows for each leaf node the degree to frequency distribution.
Upper right plot shows, for each core node, the degree to frequency distribution.
Lower left plot shows for each leaf-core link the leaf node degree and frequency distribution.

Lower right plot shows for each leaf-core link the core node degree and frequency distribution.

We have completed more than what we have anticipated for the first year. In
particular, 80% of the graph theoretical metrics are implemented, 100% of the nls
related implementation are completed. The most encouraging result is that our
Internet topology model is 50% complete and the quality of our graphsis significantly
better than those from the state-of-the-art generator.  The graph metric computation
tools will help pave the road for further research in Internet topology.  The graph
generation tool will solve the problem of generating Internet-like topology for
performance evaluation at different scales (especialy the small scale). If the
shortage of computation resource can be resolved, we expect the project to complete
initsfull 2-year length without problem.

The graduate students involved are trained intensively of the practical knowledge on
Internet routing and network operation. They are also trained rigorously of the graph
theory and analysis methodology. The students are also becoming aware of alittle
wit applied to the implementation may influence the computation efficiency greatly.
We view these training invaluable to the R& D career of the students in the future.
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