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Abstract

For the concept of the Integration and the application in the campus from the technologies and
humanities, top groups from E.E. Dept. National Taiwan University, E.E.Dept. National Dong Hwa
University, CSIE Dept. National Taipei University of Technology, and Graduate School of Art and
Technology, Taipei National University of the Arts are jointed to construct the demonstration for
application of the humane technologies in the daily life. The achievements in this year consist of the
developments of the Secure UPnP technology (SUPNnP), UPnP technology over IPv6, and the
infrastructure of the SMART campus.
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1. Secure UPnP zt fﬁ
FipE ekt auE § & UPNP 2 1 e Secure UPNP(SUPNP) 78 4> 4o ] — 777
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% % SUPNP

APP - APP - APP - APP - APP -
Readers Servers Auth Server Forwarder Key Manager
(Client) (Server) (Server) (Server) (Server)
SUPnP SUPnP SUPNnP SUPNnP SUPNnP

S HTTP/HTTPS
TCP/UDP
P
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FIR UPNP R 5 ™ * = =8-F= 4] =4 (client to control point) £ 4541 =4- i PR B =4 (control point to
server)#t s &% 2 ;N en7 o> SUPNP 3% i 7 2L 2L (unicast) o+ 4% (multicast) » 87 F e B
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Key Server
®

REG REQUEST: SEQ#, IDLEN, ID

REG REPLY: SEQ#, SALT, RND#1, IDLEN, 1D

REG CONFIRM:

SEQ#, H(RND#1, H(SALT, PwDY), IDLEN, ID

REG DONE:

SEQ#, RND#2, IDLEN, ID, ENCe.cey(RND#2, KeyRing)

S-KEY = H(RND#2, H(SALT, PWD))
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1. unicast: (readerlD ction, userID, time) _—_—

= >
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i < 2. unicast: (status| @lnce, useriD) %

reader

3. multicast: (readerID, userID, action)
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2. IPV6 A#HIRE EK

UPNP & 2 enie it it £ % 4 % Addressing, Discovery, Description, Control, Eventing %

Presentation - @ 7% UPNP # IPV6 s LIk 7 1 & 58 B 4o L

® Addressing : IPV6 eriznk B f #o38 T 34 e @ & UPNP e 2 7 » F @ * 3] link-local
=at > multicast =1t 2 global link =5k °

® Discovery:Control point = Device 7 *r » [FF02::11]:1900 * - R 3% % -Control point ¥
%gc} SSDP - M-SEARCH & 4 »#% % 4 p ¢ UPnP Device; UPnP device # rz 12 SSDP
NOTIFY &4 w % -

® Description : Description #_UPnP device # it < 2 > 7 i 3@ 02 XML . 3% - Control
point %ﬁﬂ Discovery Fg B #78~ {8 e Location (] 4r:
http://[2001:€10:¢00:2:20d:61ff:fe4f:3d3f%2]:4004/description.xml) » 2 HTTP GET request
P~ UPnP Device & XML P = & o



Control: # UPnP # - Control Point €_i% i SOAP % %+ UPnP Device #5742 B~ & o @ 77
#1¢7 URL Z_>* Description =7 XML <service>*® :<controlURL>%¥ i - Control Point ¥ %
{7 eds (¥ £ 5 Action: Invoke, Action: Response, Query for variable, Query:Invoke,
Query:Response = @ Control point i# ) v XML & 4 » SOAL & £ £ 7 HTTP headers
4= XML 53 Envelop body

Eventing: & ** Control point ¢ j¢_UPnP device 3 2~% i $-#cie » e 3tig42? > UPnP
device e %-#cie ¢ TP @ 2% > i = Control point f= UPNP device % # &7 - 3% >
$ %] E 1 Event & fi i€ & Control point *4  #7#iciE o € & F W pFid Frenr i 0 Control
Z ¥ £ w UPnPdevice & % 1) Subscription &3 4,

Presentation: # & — B H ¥ P 45 % K#mP Device eh& § Ip F 2 F4]e3 54 o

IPv6 UPnP & % £ 3 link-local =t i® 5 g3k o993k 2 i& 4 57 # 14 = Control Point f-
Device ¥ 12 % Discovery FefEd FF02::C # 3§ = ht BP-% B # SSDP s 4 - BT &
IPv6/IPv4 UPnP Control Point - B]= &_ IPv6 Sample Clock ; % % % 7= IPv6 UPnP Control Point
¥ o2 iR P e Ee b a0 Sample Clock UPNP device &3t 4, o

B 1Pv4/1Pv6 Control Point
File Search Log

FEX

b= oot [Cocation hitp/[2001:610:c00:2:59¢5 2016:1474...
& [ CyberGarags Clock Device|ntp/[2001.610.c00.2.200.61 fife 4303 2] 4004/descriptionaml] | | t‘R'-BaT$9 hgpi-"”34-293-9-'3914994
X E - " TR E e ‘|LeaseTime G
& [ Light (MAJORLEE)-http:/i1 34.208.9.60:64741/ :
3 Lightd Bl e s{deviceType urn:schemas-upnp-arg:device:clock:1

: friendlyMame

CyberGarage Clock Device

manufacturer

CyherGarage

s[manufacturerURL

hitp:ifwww . cybergarage.org

i modelDescription

CyberUPnP Clock Device

smaodelMame

Clock

‘[modelNumber

1.0

‘[modelURL

hitp:/fwww cybergarage.arg

[serialMumber

1234567280

:[UDN

uuid:cybergarageClockDevice

JUPC

123456788012

Ipresentation

presentationlRL

ssdp:alive : uuid = uuid:cybergarage ClockDevice:urn:schemas-upnp-org:davice:clock:1, NT = urn:schemas-upnp-org:device:clock:1, location = hitp:f[2001:210:c00:2:20d:61f:fa 4f 3031 |
ssdp:alive - uuid = uuid:cybergarageClockDeviceurn:schemas-upnp-arg:device:clock:1, NT = urn:schemas-upnp-org:device:clock 1, location = hitpoi[2001:210:c00:2:20d: 61 fedf. 303
ssdp:alive : uuid = uuid:cybergarageClockDevice:urn:schemas-upnp-org:servicetimer1, NT = urn:schemas-upnp-org:senvicetimer:1, location = hitp:i[2001:21 0:c00:2:20d:61ff.fe 4. 3d
ssdp:alive : uuid = uuid:cybergarageClockDevice urn:schemas-upnp-org:device:clock:1, NT = urn:schemas-upnp-org:device:clock 1, location = hitp:i[2001:e10:c00:2:20d:611ffe4f.3d3
ssdp:alive : uuid = uuid:.cybergarageClockDevice lurn:schemas-upnp-org:senviceimer1, NT = urn:schemas-upnp-org:senicetimer:1, location = hitp/i[2001:e10:c00:2:20d:61f.fe 4.3d
ssdp:alive : uuid = uuid:cybergarageClockDevice:urn:schemas-upnp-org:servicetimer1, NT = urn:schemas-upnp-org:sericetimer:1, lacation = hitp:[2001:e1 0:c00:2:20d:61 e d4f. 30 -

4]

| D
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3. IPVA/IPVG 3 R ig F2 7 IR
UPNP IPV6/IPVA 45 BT i B 5 % R ® 4228 & 2 TR 7 5 {2~ % #3p »UPnP
T it i #2606 13 5 J¢ ¢ Addressing, Discovery, Description, Control, Eventing %
Presentation » "éft Addressing £ IP & ¢ > %rt 2GBTS AR E Beht AR
et A2 Mg £ ¢ o HTTP Application Level Gateway(ALG) - » HTTPMU/HTTPMU
ALG » T 1T 4o !

IPv4 IPv6
Device Gateway Control Point
SOAP < Control > < Control > SOAP
HTTP ALG
HTTP < Description > < Description > HTTP
HTTPMU < Notify/Search > HTTPU ALG < Notify/Search > HTTPMU
HTTPU < Search Response > < Search Response > HTTPU
HTTPMU ALG
GENA < ‘ Event ‘ > < Event > GENA

Bl= UPNP IPV6/IPVA 3 Gateway
UPNP gateway & 3% ¢ UPnP Control point 2 Device % IPv4 £ IPV6 chiEpti st & 7 11 B

”

@i o 5 7 PP i 11 UPnP IPv4 Device &2 UPnP IPV6 control point 2_ i 4 2 5 4 i ©
a. HTTPMU Application Level Gateway i i
& HTTPMU %A IPv4 e pedr B ™ » & 8 * 239.255.255.250:1900 > # IPv6 ™ §_i¢ *
[FF02::C]:1900 - #7144 % 3 IPv6 Control point # 3t 3| IPv4 device s 3kt & - ¢ ¥
Gateway IPv4 =7 multicast HTTP 2t

IR e plb oo

b. HTTPU/HTTPMU Application Level Gateway i s

4 i o=
:bgr"

2% g ek & - Location shURL #& 3% 5 IPv6 gateway

f UPnP o IPv4 etk ™ > ¢ * 239.255.255.250:1900 > # IPv6 & &_ig *

[FF02::C]:1900 - #7144 % 3 IPV6 <1 Control point # r 53] IPv4 device s34 4 > ¢ %
Gateway IPv4 =7 multicast HTTP 3 4, i& 7 &% -
c. HTTP Application Level Gateway -

% £ & HTTPALG % Proxy e iy o % IPv6 shie g3k 5 ¢ > Control point € 3§ P~
description, presentation % icon 73 3> 4 gateway T F|t - & 4 B € 31 4p $ & < IPv4 UPnP
device 3 w AR $# T M > ¥ K& IPV6 control point o ie E_f IPV6 i i xd 7 #-<URLBase>z
URL # 3 gateway #p % &2 %4t » & Control Point i& {73 B~ o ¥ ¢t 3> Control FEELpF » d 3%
A% 3§ HTTP/SOAP (Web Service)erafss 2_» &+ 183t description f- presentation #g 2 o



IPv4

Filename: device/description.xml

<?xml version="1.0" 7>
<root xmlns="urn:schemas-upnp-org:device-1-0">

<device>

<serviceList>

</service>
</serviceList>
</device>
</root>

B+ - ¢ > & UPnP IPV4/IPv6 gateway 7 IR > )t 7

# UPnP devices » 1345 + it 2. & 58 RIZ > 2% devices #71
(7 UPNP % 78 g2 2 IPVA/IPV6 2 # 3 # 1% o

J< 2007/08/21 AM 09:32:32

Application Level

HTTP

Gateway

B~ HTTP/SOAP
7 Control point & #4z UPnP device ¢ event f¥ » & - 1) subscribe =8 iF -
Subscription 21 & 7% i gateway & {TdEdge o v ¥ &k &~ CALLBACK &7 IPv6 s» URL »
gateway ¢ #-2_i%:x i IPv4 éhURL > 3 UPnPdevice ¥ mid 4wt — URL- 2 H4 ~ B+ 2

IPv6

Control Request

POST path of control URL HTTP/I.1
HOST: host of control URL:port of control URL
CONTENT-LENGTH: bytes in body
CONTENT-TYPE: text/html; charset="utf-8"
SOAPACTION: “urn:schemas—-upnp-org:service:serviceType: viactionName™
?xml version 7>
<s:Envelope xmls:s="http://schemas. xmlsoap. org/soap/
envelope™s:encodingStyle="http://schema. xmlsoap. org/soap/encoding/™>

<s:Body>

<u:actoinName xmlns:u="urn:schema-upnp-
org:service:serviceType;v™>

<argumentName >in arg value</argumentName>

Other in args and their values go here, if any

<//uzactionName>

</s:Body>
</s:Envelope>

Control Response

HTTP/1.1 200 OK

CONTENT-LENGTH: bytes in body
CONTENT-TYPE: text/html; charset=""utf-8"
DATE: when response was generated

EXT:

SERVER: OS/versoin UPnP/1.0 product/version

<?XML version="1.0"?>

<s: Envelope

xmins:s=" http: mlsoap.org/soap/evelope/” dingStyle="" http://sche
mas.xmlsoap.org/soap/encoding/” >

<s:Body>

<uzaction) esponse xmlns:u="" urn:scl -upnp-org:service:service Type:v” >

<argumentName>out arg value</argumentName>
other out args and their values go here, if any
</s:body>

</s: Envelope>

#.7 IPv4 2 IPV6 & B 4G 0 fF R

s IPra » pdoig 8 F &

= £}

UPNP IPY6 | UPNP IPv4 | UPP NAT Table |

1900

1P || Disconnect M-SEARCH

GET HTML

DUMP XML ‘ ‘

HOST. [FFO2::C):1900

NOTIFY = HTTRM 1
Server: Linug2.6.21-1.3228.1c7PAE UPnPA.0 CyherLink/1.7
Cache-Control: max-age=&0

NTS: ssdpalive

NT: urn:schemas-upnp-org.device:clock:1

LSN: vuid:cybergarageClockDevice urn:schemas-upnp-org device clock:1
HOST: [FFO2:C]1900

NOTIFY = HTTRM 1
Senver: Linuw2.6.21-1.3228.fCTPAE UPnPA.0 CyberLink1.7
Cache-Control: max-age=60

NTS: ssdp:alive
NT: urn:schemas-upnp-org:servicetimer!

HOST: [FF02::C]:1800

NOTIFY * HTTPI 1

Setver: Linug2 6.21-1 3228 fc7PAE UPhPI .0 CyberLink/1.7
Cache-Control: max-age=60

Location: hitp /i[fe80:0:0:0:205:5df fed9.2d5d% 2] 4004/descriptionxm|
NTS: ssdpalive

NT: upnpirootdevice

USM: uuid:cybergarageClockDevice upnp rootdevice

HOST: [FF02::C):1900

Location: hitp/[2001:210:000:2:206:6dfed3: 2d5d% 2] 4004 dascription xm|

Location: hitp:/[2001:810:c00:2:205:5dff-fed9: 2d5d % 24004 description.xm|

LSN: vuid:cybergarageClockDevice lurn:schemas-upnp-org service timer.1

IR

IPv6 UPnP devices interface
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UPNP PG UPNP IPvd ]uPnP NATTama}

M-SEARCH

Bisconnect

1Pwd |}

Clear Message

1900
MOTIFY * HTTPM .1

LOCATION: hitp:fi134.208 9. 60:63594f7

HOST: 239.245 255.250:1900

SERVER: Windows NT/5.0, UPnP/M .0, Intel CLR SDKM.0
NTS: ssdp:alive

USM: uuid:e0593a86-2a57-4762-afd1-183b7dBc2ald
CACHE-CONTROL: max-age=800

NT: uuid:c0583a86-2a57-4762-a8d1-fB3b7 d8c2ald
Content-Length: 0

MNOTIFY = HTTPA 1

LOCATION: http:fi134.208 9 B0:63594¢

HOST: 239.255.255.250:1800

SERVER: Windows NT/4.0, UPnPA .0, Intel CLR SDKM.0
MNTS: ssdp:alive

USM: uuid:c0593a86-2a57-47 62-afd1-183b7dBcZald
CACHE-CONTROL: max-age=500

NT: uuid:c0593a86-2a457-4762-a6d1-fB3b7 dBc2ald
Content-Lenagth: 0

MNOTIFY = HTTPA 1

LOCATION: http:f134.208.9.60:635945

HOST. 239.255.255.250:1900

SERVER: Windows NT/A.0, UPnPA.0, Intel CLR SDKA.0
MNTS: ssdp:alive

USH: uuid:c0593a86-2a57-4762-a6d1-183b7doc2a1d
CACHE-CONTROL: max-age=900

NT: uuid:c0393a86-2a57-4762-a8d1-M83b7 d8c2ald
Content-Lenath: 0

2007/08/21 AM 09

B+ IPv4 UPnP devices interface

UPNP IPY6 | UPRP IPv4  UPNP NAT Table

Collecting
Friendly hame ([[N)(s) TPyet IPwe
CyberGarage Clock Device cybergarageClockDevice hittps fi[Fed0: 00 0: 205, 5dff  Fed9: 2d5d94 2]:4 004/ description . xml

http: /I[2001:e10:c00: 2:205: 5dff: Fed:2d5d%:2]: 4004/ description, xml

CyberGarage Clock Device 0015E9DDTCAS-0
Light {(MAJORLEE) c0593a86-2a57-4762-a6d1-fE3b7dac2ald http:ff134.206.9.60:63534/
&3] >

B+ - IPv6/IPv4 i 3%
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Monday, May 21, 2007

7:30-9:00 Continental breakfast

9:00-9:15 Opening Remarks (Deborah Shands, Birgit Pfitzmann)
Keynote Talk

9:15-10:15 Retlections on the Future of Security and Privacy

Peter G. Neumann
10:15-10:45 Break

Session: Network Security
Session Chair: Birgit Pfitzmann

Accurate Real-time Identification of [P Prefix Hijacking
Xin Hu and Z. Morley Mao
(30 minutes)

10:45-12:15

DSSS-Based Flow Marking Technique for Invisible Traceback



Wei Yu, Xinwen Fu, Steve Graham, Dong Xuan and Wei Zhao
(30 minutes)

On the Safety and Efficiency of Firewall Policy Deployment
Charles C. Zhang, Marianne Winslett and Carl A. Gunter
(30 minutes)

12:15-13:45 Lunch

Session: Authentication
Session Chair: Tuomas Aura

The Emperor's New Security Indicators: An evaluation of website
authentication and the effect of role playing on usability studies
Stuart Schechter, Rachna Dhamija, Andy Ozment and Ian Fischer
(30 minutes)

Cryptanalysis of a Cognitive Authentication Scheme
Philippe Golle and David Wagner
(15 minutes)

13:45-15:30 A Systematic Approach to Uncover Security Flaws in GUI Logic

Shuo Chen, José Meseguer, Ralf Sasse, Helen J. Wang and Yi-Min Wang
(30 minutes)

Forward-Secure Sequential Aggregate Authentication
Di Ma and Gene Tsudik
(15 minutes)

Extended abstract: Provable-Security Analysis of Authenticated Encryption
1 Kerberos

Alexandra Boldyreva and Virendra Kumar

(15 minutes)

15:30-16:00 Break

Session: 5-minute Work-in-Progress Talks
Session Chair: Yoshi Kohno

18:00-20:00 Reception

16:00-17:30

Tuesday, May 22, 2007

7:30-9:00 Continental breakfast



9:00-10:30

10:30-11:00

11:00-12:15

12:15-13:45

13:45-15:15

Session: Privacy
Session Chair: Ninghui Li

Endorsed E-Cash
Jan Camenisch, Anna Lysyanskaya and Mira Meyerovich
(30 minutes)

Network Flow Watermarking Attack on Low-Latency Anonymous
Communication Systems

Xinyuan Wang, Shiping Chen and Sushil Jajodia

(30 minutes)

Improving the Robustness of Private Information Retrieval
Ian Goldberg
(30 minutes)

Break

Session: Access Control and Audit
Session Chair: Dan Wallach

Beyond Stack Inspection: A Unitfied Access-Control and Information-Flow
Security Model

Marco Pistoia, Anindya Banerjee and David A. Naumann

(30 minutes)

Usable Mandatory Integrity Protection for Operating Systems
Ninghui L1, Ziging Mao and Hong Chen
(30 minutes)

Enforcing Semantic Integrity on Untrusted Clients in Networked Virtual
Environments (Extended abstract)

Somesh Jha, Stefan Katzenbeisser, Christian Schallhart, Helmut Veith and
Stephen Chenney

(15 minutes)

Lunch

Session: Information Flow
Session Chair: Anupam Datta

[nformation Flow 1n the Peer-Reviewing Process (Extended Abstract)
Michael Backes, Markus Duermuth and Dominique Unruh
(15 minutes)

A Cryptographic Decentralized Label Model



15:15-15:45

15:45-17:30

17:30-17:45
17:45-18:30

Jeffrey A. Vaughan and Steve Zdancewic
(30 minutes)

Gradual Release: Unitying Declassitication, Encryption and Key Release
Policies

Aslan Askarov and Andrei Sabelfeld

(30 minutes)

Fuzzy Multi-Level Security: An Experiment on Quantitied Risk-Adaptive
Access Control

Pau-Chen Cheng, Pankaj Rohatgi, Claudia Keser, Paul A. Karger, Grant M.
Wagner, Angela Schuett Reninger

(15 minutes)

Break

Session: Host Security
Session Chair: Crispin Cowen

Exploring Multiple Execution Paths for Malware Analysis
Andreas Moser, Christopher Kruegel and Engin Kirda
(30 minutes)

Lurking in the Shadows: Identitying Systemic Threats to Kernel Data
Arati Baliga, Pandurang Kamat and Liviu Iftode
(15 minutes)

ShieldGen: Automatic Data Patch Generation for Unknown Vulnerabilities
with Informed Probing

Weidong Cui, Marcus Peinado, Helen J. Wang and Michael Locasto

(30 minutes)

Minimal TCB Code Execution

Jonathan M. McCune, Bryan Parno, Adrian Perrig, Michael K. Reiter and
Arvind Seshadri

(15 minutes)

Using Rescue Points to Navigate Software Recovery (Short Paper)
Stelios Sidiroglou, Oren Laadan, Angelos Keromytis and Jason Nieh
(15 minutes)

Break
Business Meeting



Wednesday, May 23, 2007

7:30-9:00 Continental breakfast

Session: Hardware and Replication
Session Chair: Wenke Lee

Moats and Drawbridees: An [solation Primitive for Reconfigurable Hardware
Based Systems

Ted Huffmire, Brett Brotherton, Gang Wang, Tim Sherwood, Ryan Kastner,
Timothy Levin, Thuy Nguyen and Cynthia Irvine

(30 minutes)

9:00-10:30 Trojan Detection using IC Fingerprinting

Dakshi Agrawal, Selcuk Baktir, Deniz Karakoyunlu, Pankaj Rohatgi and
Berk Sunar
(30 minutes)

On the Optimal Communication Complexity of Multiphase Protocols for
Perfect Communication

Kannan Srinathan, N. R. Prasad and C. Pandu Rangan

(30 minutes)

10:30-11:00 Break

Session: Encryption
Session Chair: Patrick McDaniel

Ciphertext-Policy Attribute-Based Encryption
John Bethencourt, Amit Sahai and Brent Waters
(30 minutes)

11:00-12:30 Attacking the [Psec Standards i Encryption-only Contigurations
Jean Paul Degabriele and Kenneth Graham Paterson
(30 minutes)

Multi-Dimensional Range Query over Encrypted Data

Elaine Shi, John Bethencourt, T.-H. Hubert Chan, Dawn Song and Adrian
Perrig

(30 minutes)

12:30-12:45 Closing Remarks (Patrick McDaniel, Avi Rubin, and Yong Guan)
11:00-13:00 Boxed lunch
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