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Abstract

Even since the introduction of quantum
computation to the computing world, many
practical quantum experiments have been
successfully carried out. By taking advantage
of the tremendous computing power of
quantum computers, Peter Shor has shown
that factor large numbers can be done in
polynomial time. Public key cryptosystems,
digital signature schemes as well as many
other schemes that depended on this



difficulty of factoring large numbers would
become vulnerable. On the other hand,
perfect secure cryptographic key distribution
scheme based on quantum computing has
been developed. Indeed, quantum computing
will threaten the security of many classical
cryptographic schemes, but it can also make
classically infeasible computing tasks
become feasible. Quantum computing has
attracts the attentions of most leading
scholars and research institute in the world.
The main research targets of this project
are quantum automata theory, quantum
algorithms and quantum cryptography. By
studying the theoretical foundations of
quantum computing, we hope we can have a
better understanding of the power of
guantum computing and can design practical
and effective quantum algorithms. In
particular, in the first year of the project, we
shall focus on what classically infeasible
cryptographic tasks might become feasible
using quantum computers. For example, can
we break AES (Advanced Encryption

Standard)  efficiently  using  quantum
computers? We still do not know. In
particular, can we solve any NP-hard

problem with polynomial-time quantum
computation? (l.e., is NP a subset of QP?)
Next, we are also interested in what new
guantum objects might be created and
adopted to construct secure cryptographic
protocols that are impossible using classical
computation models.

In the second year of the project, We
study quantum oblivious transfer and its
applications in the second year. Oblivious
transfer, a special communication protocol, is
widely used in various variants of security
protocols and/or cryptographic applications
such as Contrast Signing, Secrets Exchange,
Coin Flipping and so on. Oblivious transfer
has been developed in many different forms
since it was introduced in 1981 by Michael 0.
Rabin. The so-called Rabin's oblivious
transfer means: sender sends information to
receiver with probability 1/2, while the
sender is not sure whether the receiver obtain
it or not. And the form mentioned above, a
more useful one, is called 1-2 oblivious

transfer or I-oiit-of-2 oblivious transfer. All
of these forms have been used in various
cryptographic problems. Nevertheless, the
classic implementations are based on the
difficulty of number theoretical problems
such as RSA scheme, which is vulnerable if
quantum computes exist We can use
quantum method to defeat these systems and
it will not be secure any more. Therefore, we
try to resolve this issue by quantum way.
Popescu and Rohriich have provided a
"non-localiry machine™ or "PR machine,"
which can realize oblivious transfer and we
can build PR machine by quantum
entanglement.

In the final year of the project, we focus
on the problem that traditional public
cryptosystems cannot withstand the power of
guantum computers. We will develop new
algorithrms  based on  the  physic
characteristics of quantum rather than the
unprovr computationally hard problems.

Keywords: Quantum Computing, Quantum
Algorithm, Quantum Cryptography,
Quantum Oblivious Transfer.
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Monday, May 21, 2007

7:30-9:00 Continental breakfast

9:00-9:15 Opening Remarks (Deborah Shands, Birgit Pfitzmann)
Keynote Talk

9:15-10:15 Reflections on the Future of Security and Privacy
Peter G. Neumann

10:15-10:45 Break

Session: Network Security
10:45-12:15 Session Chair: Birgit Pfitzmann



Accurate Real-time Identification of IP Prefix Hijacking
Xin Hu and Z. Morley Mao
(30 minutes)

DSSS-Based Flow Marking Technique for [nvisible Traceback
Wel Yu, Xinwen Fu, Steve Graham, Dong Xuan and Wei Zhao
(30 minutes)

On the Safety and Efficiency of Firewall Policy Deployment
Charles C. Zhang, Marianne Winslett and Carl A. Gunter
(30 minutes)

12:15-13:45 Lunch

Session: Authentication
Session Chair: Tuomas Aura

The Emperor's New Security Indicators: An evaluation of website
authentication and the effect of role playing on usability studies
Stuart Schechter, Rachna Dhamija, Andy Ozment and lan Fischer
(30 minutes)

Cryptanalysis of a Cognitive Authentication Scheme
Philippe Golle and David Wagner
(15 minutes)

13:43-15:30 A Systematic Approach to Uncover Security Flaws in GUI Logic

Shuo Chen, José Meseguer, Ralf Sasse, Helen J. Wang and Yi-Min Wang
(30 minutes)

Forward-Secure Sequential Aggregate Authentication
Di Ma and Gene Tsudik
(15 minutes)

Extended abstract: Provable-Security Analysis of Authenticated Encryption
1n Kerberos

Alexandra Boldyreva and Virendra Kumar

(15 minutes)

15:30-16:00 Break
16:00-17:30 Session: 5-minute Work-in-Progress Talks



Session Chair: Yoshi Kohno
18:00-20:00 Reception

Tuesday, May 22, 2007

7:30-9:00 Continental breakfast

Session: Privacy
Session Chair: Ninghui Li

Endorsed E-Cash
Jan Camenisch, Anna Lysyanskaya and Mira Meyerovich
(30 minutes)

9:00-10:30 Network Flow Watermarking Attack on Low-Latency Anonymous
Communication Systems
Xinyuan Wang, Shiping Chen and Sushil Jajodia
(30 minutes)

[mproving the Robustness of Private [nformation Retrieval
Ian Goldberg
(30 minutes)

10:30-11:00 Break

Session: Access Control and Audit
Session Chair: Dan Wallach

Beyond Stack Inspection: A Unitied Access-Control and Information-Flow
Security Model
Marco Pistoia, Anindya Banerjee and David A. Naumann

(30 minutes)
11:00-12:15
Usable Mandatory Integrity Protection for Operating Systems
Ninghui L1, Ziging Mao and Hong Chen
(30 minutes)

FEnforcing Semantic Integrity on Untrusted Clients in Networked Virtual
Environments (Extended abstract)
Somesh Jha, Stefan Katzenbeisser, Christian Schallhart, Helmut Veith and
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12:15-13:45

13:45-15:15

15:15-15:45

15:45-17:30

Stephen Chenney
(15 minutes)

Lunch

Session: Information Flow
Session Chair: Anupam Datta

[nformation Flow in the Peer-Reviewing Process (Extended Abstract)
Michael Backes, Markus Duermuth and Dominique Unruh
(15 minutes)

A Cryptographic Decentralized Label Model
Jeffrey A. Vaughan and Steve Zdancewic
(30 minutes)

Gradual Release: Unitying Declassification, Encryption and Key Release
Policies

Aslan Askarov and Andrei Sabelfeld

(30 minutes)

Fuzzy Multi-Level Security: An Experiment on Quantitfied Risk-Adaptive
Access Control

Pau-Chen Cheng, Pankaj Rohatgi, Claudia Keser, Paul A. Karger, Grant M.
Wagner, Angela Schuett Reninger

(15 minutes)

Break

Session: Host Security
Session Chair: Crispin Cowen

Exploring Multiple Execution Paths for Malware Analysis
Andreas Moser, Christopher Kruegel and Engin Kirda
(30 minutes)

Lurking in the Shadows: Identifying Systemic Threats to Kernel Data
Arati Baliga, Pandurang Kamat and Liviu Iftode
(15 minutes)

ShieldGen.: Automatic Data Patch Generation for Unknown Vulnerabilities
with Informed Probing



17:30-17:45
17:45-18:30

Weidong Cui, Marcus Peinado, Helen J. Wang and Michael Locasto
(30 minutes)

Minimal TCB Code Execution

Jonathan M. McCune, Bryan Parno, Adrian Perrig, Michael K. Reiter and
Arvind Seshadri

(15 minutes)

Using Rescue Pornts to Navigate Software Recovery (Short Paper)
Stelios Sidiroglou, Oren Laadan, Angelos Keromytis and Jason Nieh
(15 minutes)

Break

Business Meeting

Wednesday, May 23, 2007

7:30-9:00

9:00-10:30

10:30-11:00

Continental breakfast

Session: Hardware and Replication
Session Chair: Wenke Lee

Moats and Drawbridees: An Isolation Primitive for Recontigurable Hardware
Based Systems

Ted Huffmire, Brett Brotherton, Gang Wang, Tim Sherwood, Ryan Kastner,
Timothy Levin, Thuy Nguyen and Cynthia Irvine

(30 minutes)

Trojan Detection using IC Fingerprinting

Dakshi Agrawal, Selcuk Baktir, Deniz Karakoyunlu, Pankaj Rohatgi and
Berk Sunar

(30 minutes)

On the Optimal Communication Complexity of Multiphase Protocols for
Perfect Communication

Kannan Srinathan, N. R. Prasad and C. Pandu Rangan

(30 minutes)

Break



Session: Encryption
Session Chair; Patrick McDaniel

Ciphertext-Policy Attribute-Based Encryption
John Bethencourt, Amit Sahai and Brent Waters
(30 minutes)

11:00-12:30 Altacking the IPsec Standards in Encryption-only Contigurations
Jean Paul Degabriele and Kenneth Graham Paterson
(30 minutes)

Multi-Dimensional Range Query over Encrypted Data
Elaine Shi, John Bethencourt, T.-H. Hubert Chan, Dawn Song and Adrian

Perrig

(30 minutes)
12:30-12:45 Closing Remarks (Patrick McDaniel, Avi Rubin, and Yong Guan)
11:00-13:00 Boxed lunch
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