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Abstract—A novel data-hiding methodology, denoted as digital
invisible ink (DII), is proposed to implement secure steganography
systems. Like the real-world invisible ink, secret messages will be
correctly revealed only after the marked works undergo certain
prenegotiated manipulations, such as lossy compression and pro-
cessing. Different from conventional data-hiding schemes where
content processing or compression operations are undesirable,
distortions caused by prenegotiated manipulations in DII-based
schemes are indispensable steps for revealing genuine secrets.
The proposed scheme is carried out based on two important
data-hiding schemes: spread-spectrum watermarking and fre-
quency-domain quantization watermarking. In some application
scenarios, the DII-based steganography system can provide plau-
sible deniability and enhance the secrecy by taking cover with
other messages. We show that DII-based schemes are indeed
superior to existing plausibly deniable steganography approaches
in many aspects. Moreover, potential security holes caused by
deniable steganography systems are discussed.

Index Terms—Digital invisible ink (DII), plausible deniability,
steganalysis, steganography.

I. INTRODUCTION

HIDING secrets and only revealing them to certain users
may be instincts of humankind. Looking back on history,

events involving the art of secret hiding can be found in many
aspects of human civilization. Before the digital era, messages
are often hidden with steganographic skills. Steganographic
techniques in the real world fall into two branches, linguistic
steganography and technical steganography, as introduced
in [1]. Linguistic steganography consists of two classes of
methods: delivering secret messages via an open code where
prior agreements about the true meaning of seemingly harmless
phrases, gestures or expressions must be negotiated in advance,
as well as semagrams that secrets are expressed in the form of
visible but minute graphic details in a drawing or script.

A. Invisible Ink in the Real World

As for technical steganography, writing with invisible ink is
the most renowned skill. Certain liquids like lemon juice or milk
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have proved popular and effective since ancient times. In gen-
eral, invisible ink is a substance used in steganographic schemes
so that secret messages can be invisibly written on papers. The
ink is invisible during writing or soon thereafter. Later on, the
hidden message may be developed (made visible) by different
methods according to the type of adopted invisible ink. For ex-
ample, messages written with diluted acid liquids can be de-
veloped by heating the paper. Development methods for other
types of invisible inks include applying chemical liquids or va-
pors upon the paper, viewing the paper under ultraviolet light,
and so on.

Fig. 1 shows a conventional espionage scenario in which in-
visible ink is used. When a sender wants to deliver some intel-
ligence to a certain receiver over a supervised channel, he can
write secret messages on the paper using some acid liquid. Note
that, usually, the paper also carries some cover messages written
with normal ink because sending a blank sheet of paper might
arouse suspicion. The supervisor cannot find any anomaly in the
paper under common viewing conditions. When the intended
receiver gets the paper, some prenegotiated manipulations, e.g.,
the heating operation in Fig. 1, should be performed first so that
the secret messages can be revealed. An introduction to invisible
ink used by secret operation agents during World-War II can be
found in [2].

Some characteristics of invisible-ink based steganography in
the real world are summarized as follows:

1) Prenegotiated manipulations are indispensable steps for
the correct extraction of genuine secrets. When certain
types of invisible inks are used, corresponding develop-
ment methods must be performed on the received paper to
reveal the hidden message.

2) The received paper may be seriously deformed due to
prenegotiated manipulations, e.g., the paper may become
lumpy after heating. Since extraction of the genuine
message is the real goal, visual quality of the paper after
manipulation is often out of concern.

3) Cover messages play an important role as camouflage
during delivery of genuine messages. However, spaces
where genuine secrets can be invisibly written are always
available since hand-written or printed documents always
leave blank spaces for the ease of reading.

B. Steganography versus Steganalysis

After entering the digital era, digital media like images or
audio clips serve as good cover objects for carrying secret mes-
sages. Therefore, digital data-hiding techniques are adopted to
implement steganography systems. In a data-hiding system, the
sender embeds some messages, also denoted as watermarks for
some other applications, into the cover work for generating a
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Fig. 1. Real-world espionage scenario using the invisible ink.

perceptually acceptable stego work. Afterwards, the receiver ex-
tracts the message from the received stego work. In-depth dis-
cussions about data-hiding systems can be found in [3]–[7]. In
the literature of digital steganography, fidelity (the visual quality
of the stego work) and capacity (the maximally allowable mes-
sage length) are most important performance measures.

On the contrary, steganalysis is the practice of attacking
steganographic schemes by detecting, destroying or extracting
the hidden message, as introduced in [8]–[11]. Supervisors
of communication channels may adopt adequate steganalysis
tools to prevent unexpected communications via transmitted
content. Generally speaking, deciding whether a cover work
carries hidden messages is a difficult task. When the channel
supervisor has the right to cease any doubtful communication,
an accurate steganography detection module suffices for all his
needs. Alternatively, a channel supervisor may simply introduce
imperceptible or acceptable distortions to all incoming contents
in expectation of hindering the extraction of potentially hidden
messages. In this case, the supervisor should devise versatile
and effective noises applicable to all delivered contents, while
designers of steganography systems should consider robustness
against potential distortions, as well as prescribed fidelity
and capacity requirements. Besides, the supervisor may try to
eavesdrop and interpret the secret messages. Therefore, cipher
modules are often applied to the messages delivering by the
sender to prevent the unauthorized receivers from reading the
secret message.

Note that, in the literature, covert communications are often
modeled as “the prisoners’ problems” given different assump-
tions and the channel supervisor is therefore denoted as a
warden, as firstly introduced by [12]. According to definitions
specified in [13], a channel supervisor who can do nothing
but only spy on the communication channels is named as a
“passive” warden. On the other hand, the supervisor who is
allowed to slightly modify the data being sent from the sender
to the receiver is thereby an “active” warden. In this paper,
most of our discussions focus on the passive-warden scenario.
But for the completeness of our works, issues about the pro-
posed methodology against the more difficult “active-warden”
configuration is discussed in Section III-E.

C. Plausible Deniability

Plausible deniability is originally a term used in politics. It
means the creation of loose and informal chains of commands
in government, which allow controversial instructions given by
high-ranking officials to be denied if these instructions become
public. In the field of cryptography, deniable encryption allows
an encrypted message to be decrypted to different meaningful
plaintexts, depending on the key used. This allows the sender
to have plausible deniability if he is compelled to give up his
encryption key. But in strictly-defined modern cryptography,
it is almost impossible to design a ciphertext that can be de-
crypted to several different meaningful plaintexts. In the lit-
erature of steganography, plausible deniability means the ca-
pability to deliver some genuine message under the cover of
other innocuous messages. When the existence of hidden in-
formation is detected and the sender is forced to reveal the se-
cret message, he can simply turn in one innocuous message
and claim that no other information is hidden. As an example,
the aforementioned real-world steganography system illustrates
such a behavior. Plausible deniability has been proposed to en-
hance the security of steganography systems and defend cur-
rent steganalysis, as described in [14]. In this paper, instead of
diving into details of various plausibly deniable schemes, some
high-level discussions about implementing plausibly deniable
steganographic systems based on generic watermarking tech-
niques, and the comparisons with the proposed system are pro-
vided in Section IV-A.

D. The “Digital” Invisible Ink

In this paper, steganography systems based on a “digital”
version of invisible ink, denoted as digital invisible ink (DII),
are proposed. Since we try to implement a digital version
of such invisible-ink system based on existing watermarking
schemes, corresponding characteristics of invisible ink listed in
Section I-A shall be adequately implemented.

1) Only when the stego work undergoes certain prenegoti-
ated manipulations, hidden messages will be correctly ex-
tracted. In subsequent discussions, the prenegotiated ma-
nipulations are media processing procedures that always
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cause distortions to the stego work. Note that in our dig-
ital implementations, the types and degrees of manipula-
tions are carefully controlled and viewed as keys to achieve
better security.

2) To extract the genuine secrets, the intended receiver will
deliberately and seriously distort the marked work. But for
the channel supervisor or non-intended users, the marked
work is still perceptually similar to the original cover work.

3) In the case of plausibly deniable steganography, the pay-
loads extracted by the intended receiver will consist of both
a cover message and a genuine message. The intended re-
ceiver can easily distinguish between the cover message
and the genuine message because he can also extract the
cover message solely. In some interesting cases, we will
show that the cover message can be devised to help inter-
pretation of the genuine messages.

Note that the idea of digital invisible ink data hiding is firstly
revealed in [15] and then briefly exploited in [16] by the au-
thors. In this paper, we thoroughly describe the motivation, im-
plementations and experimental results of digital-invisible-ink
data hiding. Two major data-hiding schemes, the spread-spec-
trum watermarking and the quantization-based watermarking,
are adopted to implement the digital invisible ink and respec-
tively discussed in Sections II and III. In addition to implemen-
tation details and experimental results, applications and inherent
limitations of each scheme are also discussed. Section IV gives
extensive discussions about plausible deniability and illustrates
the superiority of the digital-invisible-ink methodology. Sec-
tion V concludes this paper and states our future work.

II. DIGITAL INVISIBLE INK BASED ON SPREAD-SPECTRUM

WATERMARKING (SS-DII)

Spread-spectrum watermarking techniques [17], [18] are
well-known data-hiding schemes for all kinds of media. In this
section, basic spread-spectrum approaches will be modified to
simulate the invisible-ink steganography in the real-world.

A. Conventional Spread-Spectrum Watermarking

Spread-spectrum watermarking techniques are correlation-
based schemes. The process of embedding a single message
bit using spread-spectrum watermarking schemes and then ap-
plying some manipulations to the stego work can be formulated
as follows:

(1)

where is a vector consisting of components in the cover work,
is the corresponding vector in the stego work, and is the

vector in the distorted stego work. Moreover, is the weighting
factor deciding the embedding energy of watermark signals
(which is often determined according to perceptual models or
heuristic rules). is the message bit represented as 1 or , and

is the predefined watermark vector, often a pseudo-random
chip sequence in common spread-spectrum schemes. Finally,

is the additive noise vector caused by malicious attacks or
media processing on the stego work.

In order to identify whether a suspected work has been
marked, the correlation value between and is calculated.

Fig. 2. Geometric models of spread-spectrum watermarking: (a) general case
and (b) informed-embedding case.

Fig. 3. In a DII data-hiding scheme, the detection result depends on whether
the prenegotiate manipulations exist (a) or not (b).

Assume that is marked and distorted (i.e., is equal to ), the
extraction process can be described by

(2)

Both and are close to zero due to the noise-like
characteristic of . If the correlation value is larger than
a positive threshold value , can be regarded as hidden with a
message bit of 1 (i.e., ). On the contrary, if the correlation
value is less than a negative threshold value , it means that
is carrying a message bit of . If we simply choose the value
of to be 0, the message bit can be determined according to
whether the correlation value is positive or negative.

Fig. 2(a) shows the geometric model illustrating the pre-
scribed embedding and detection processes. , and are
often regarded as vectors in a multidimensional hyperspace.
With an adequately normalized , the obtained correlation
value is in fact the projection of along the direction of .

In an informed-embedding case, i.e., assume the effects of
the cover work and are known, the weighting factor can
be adjusted to guarantee a successful detection such that:

(3)

where is a predefined value over the threshold value . Fig.
2(b) illustrates this scenario.

In general-purpose watermarking applications, exactly
grasping all possibilities of is far from reality. However, it is
a totally different story in passive-warden steganography ap-
plications where the channel supervisor will not introduce any
additional distortions. If both the host-interference caused by
and the distortions (simulated by ) due to the sender-imposed
lossy compression are predictable, detection results can be
fully controlled. In fact, the proposed DII data-hiding schemes
can be regarded as extensions of such an informed-embedding
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methodology. In the following discussions, an informed-em-
bedding model incorporating with an additional noise vector

representing the effects of prenegotiated manipulations will
be introduced. And some constraints on this model will be ex-
ploited to facilitate the invisible-ink behavior. Without loss of
generality, the noise denoted by will be omitted in following
discussions.

B. Model of SS-DII

In a DII data-hiding scheme, the most essential principle is
that the existence of a noise caused by certain prenegotiated
manipulations is indispensable for the successful detection of
the message bit, as illustrated in Fig. 3. In Fig. 3(a), the detection
result of is guaranteed by employing the informed-em-
bedding approach similar to (3). The only difference is that, now,
the effect of is considered instead of that of . If does not
occur in the marked content, as the case shown in Fig. 3(b), the
result of cannot be successfully extracted.

To enable the invisible-ink liked behavior shown in Fig. 3,
two conditions must be satisfied. First, the included angle
between the noise vector and the watermark vector must
be within the range of . In other words, the noise
vector must contribute positively to the correct extraction
result. Second, the magnitude that the vector projects on
the direction of , denoted as in Fig. 3(a), must be larger
than the amount over the detection threshold . That is,
must contribute significantly to the correct detection result. DII
data-hiding “fails” when the two conditions cannot be satisfied
simultaneously.

C. The SS-DII System

To implement a digital-invisible-ink data-hiding system using
spread-spectrum watermarking, an iterative informed-embed-
ding approach is proposed. Note that, in our implementation,
some prenegotiated manipulations, such as lossy compression
or content processing, are incorporated to distort the stego
works. Furthermore, a watermark extractor is also included
to estimate the effect of prenegotiated manipulations. Fig. 4
shows the flowchart of the proposed system.

More specifically, assume we would like to embed a message
sequence into the cover work. Each mes-
sage bit is embedded into a vector consisting of compo-
nents selected out of the cover work. In the th iteration of the
embedding process, each will be modulated with an -com-
ponent chip sequence , scaled according to the weighting
factor , and then added to to produce the stego work vector

. After message embedding, prenegotiated manipulations will
be applied to the stego work to introduce some distortion , and
a spread-spectrum watermark extractor is adopted to determine
whether the embedded can be successfully extracted when

has been applied to the stego work. Note that is iteratively
increased until can successfully resist . Though the same
prenegotiated manipulations are used throughout the whole it-
erative process, differences between and , given , are
nature results due to the difference between and .

Does this iterative informed-embedding approach meet the
two requirements of SS-DII data hiding? For the positive-con-
tribution requirement, since all are pseudo-randomly dis-

Fig. 4. Flowchart of the iterative informed-embedding system that enables the
invisible-ink liked behavior. The flowchart shows the jth iteration for embed-
ding the ith watermark bit.

tributed, there is about half of the chance that the included angle
between and lies within the range of . This fact
implies that, inherently, about half will never show the in-
tended invisible-ink behavior.

As for the second condition, since this iterative watermarking
approach produces weakly embedded works by immediately
ceasing the strength increase after successful embedding, the
magnitude of correlation value over the detection threshold [de-
noted as in Fig. 3(a)] is consequently small. Therefore, as
long as the prenegotiated manipulations cause significant dis-
tortions along the direction of the watermark vector (i.e., in
Fig. 3(a) is large enough), the second condition can be satis-
fied. However, since the noise vector tends to be near-or-
thogonal to , the distortions caused by prenegotiated manip-
ulations shall be large to satisfy the significant condition of DII
data hiding.

D. Securing Messages With Digital Invisible Ink

To evaluate the effectiveness and feasibility of the SS-DII
scheme, we devise an application scenario where the security
of hidden messages is protected using SS-DII techniques only,
without involving additional security modules like ciphers or
passwords. Fig. 5 depicts the flowchart of such a DII-based
steganography system. In the receiving end, if the hidden mes-
sage is extracted directly with the corresponding watermark
extractor, only incorrect messages can be obtained. But when
prenegotiated manipulations are performed and then extracted
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Fig. 5. Securing hidden message using the proposed DII scheme.

TABLE I
PSNR VALUES FOR SS-DII EMBEDDED IMAGES

with the corresponding watermark extractor, the hidden secret
message can be exactly extracted.

E. Experimental Results

We evaluate the effectiveness of the proposed scheme using a
set of common 512 512 test images, including Lena, Baboon,
Peppers and Fruits. The employed parameter settings are:

, , and . Message bits are se-
quentially embedded into the global DCT coefficients of images
according to the zig-zag order and the starting position is chosen
to be the 2000th coefficient to avoid serious quality degradation.
Note that in common application scenarios the embedding posi-
tions may be decided in a more secure manner. Here we simply
adopt the zig-zag permutation for the ease of system imple-
mentation. Significant prenegotiated distortions, including his-
togram equalization, blurring using a 7 7 averaging filter and
JPEG compression with quality factor of 20, are sequentially
employed during message embedding based on the prescribed
informed-embedding spread-spectrum scheme.

Table I lists the PSNR values between marked images and
corresponding cover images. All marked images show good ob-
jective and subjective fidelity performance. Since similar extrac-
tion results of all test images are obtained, only extraction re-
sults for Lena and Fruits are depicted in Figs. 6 and 7 due to
the paper length limit. In Figs. 6 and 7, the horizontal axis rep-
resents different quality settings of JPEG compressions being
applied to the stego works before extraction; the vertical axis is
the similarity measure based on normalized correlation values
between the extracted message sequence and the original mes-
sage sequence. Figs. 6(a) and 7(a) show the extraction results
that messages are extracted from stego works after performing
different degree of JPEG compression only. Figs. 6(b) and 7(b)
are results for the cases where histogram equalization is omitted
before performing extraction. Figs. 6(c) and 7(c) are extraction
results without performing the blurring operation. Figs. 6(d) and
7(d) are cases where blurring and histogram equalization are
performed in reverse order; Figs. 6(e) and 7(e) are cases where
JPEG compressions and blurring are performed in reverse order.

Figs. 6(f) and 7(f) are extraction results when all the prenegoti-
ated manipulations are performed in correct order before water-
mark extraction.

According to the experimental results, it is obvious that only
when prenegotiated manipulations considered during message
embedding are exactly reproduced before extraction will the
message sequence be 100% correctly extracted. Note that the
manipulations which cause relatively insignificant distortions,
like blurring operations in this experiment, are consequently less
relevant to whether the extraction results can be correctly ex-
tracted, as suggested by Figs. 6(c) and 7(c). Furthermore, the
order of prenegotiated manipulations also contributes to the se-
curity of the hidden message. For example, as shown in Figs.
6(d) and 7(d), outputs of the histogram equalization operation
may be quite different due to slight changes (caused by addi-
tional blurring) being performed on the input image.

F. Limitations of SS-DII

Though messages can be fully extracted when prenegotiated
manipulations are exactly reproduced in the extraction side, the
similarity values between the genuine secret message and the
message sequences extracted using other configurations are still
high. This is a natural limitation imposed by inherent character-
istics of watermark vectors used in spread-spectrum schemes.
As we have mentioned, the positive-contribution condition is
only partially satisfied due to the pseudo-randomness of the
watermark vector. Therefore, the ratio of valid messages bits
(i.e., the message bits that can potentially demonstrate the in-
visible-ink behavior) is reduced to about 50%, and the positions
of valid message bits are unpredictable. Moreover, the near-or-
thogonal characteristic between the watermark vectors and the
noise vectors further reduces the probability that an arbitrarily
chosen prenegotiated manipulation satisfies the significant-con-
tribution requirement. Therefore, the SS-DII scheme is only
suitable for protecting messages that even a slight change will
lead to significantly different meanings. For example, nearby
indices in a hash table may be mapped to very different mean-
ings and thus satisfy such a constraint. The main advantage of
SS-DII scheme over existing security measures (e.g., key-based
or encryption/decryption modules) lies in that, except the mes-
sage extractor, no explicit security modules like password input
prompts or deciphering programs are required. Consequently, it
is more difficult for the supervisor to reveal the correct hidden
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Fig. 6. Different extraction results for the Lena image embedded with the proposed SS-DII data-hiding system.

message since the protection is “unsealed” by invoking media
processing tools widely available in common computer plat-
forms.

III. DIGITAL INVISIBLE INK BASED ON QUANTIZATION

WATERMARKING (Q-DII)

Unlike the SS-DII scheme that subjects to inherent limita-
tions, the DII schemes based on quantization watermarking in
specific embedding domains can bring the powers of digital in-
visible ink in fully play. Theoretical models, simulations and
experimental results are illustrated to exploit the characteristics,
applications and limitations of Q-DII schemes.

A. Model of Q-DII

Quantization watermarking [19], [20] is another important
class of blind-detection data-hiding schemes. In quantization
watermarking methods, payload bits are embedded by quan-
tizing components of the cover work according to some prede-
fined quantizer. As shown in Fig. 8, a chosen component of the
cover work, denoted as , will be quantized to a reconstruction
point larger or smaller than the predefined decision threshold

, depending on whether the watermark bit is positive

or negative .Therefore, the embedding process can be
represented as:

(4)

where and are often determined according to percep-
tual models or heuristic rules. Note that in many schemes the
decision threshold closely depends on , e.g., may be a
quantized version of . During payload extraction, whether an
embedded message bit is 1 or can be easily read out by com-
paring the corresponding component in the marked work with

.
Note that, here, we discuss only the simplest case based on bi-

nary quantization for the ease of illustration. However, without
loss of generality, the proposed DII principles can be applied to
more quantization-based data hiding schemes.

Fig. 9 illustrates the model of DII data hiding schemes based
on quantization watermarking. The original watermarking pro-
cedures are modified to satisfy the essential principle of DII
data hiding—manipulating (distorting) the marked work is in-
dispensable for the successful detection of payload bits. Note
that, to prevent redundancies, only the case of is consid-
ered in following discussions. Since the extractor has to output
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Fig. 7. Different extraction results for the Fruits image embedded with the proposed SS-DII data-hiding system.

Fig. 8. Quantization watermarking using a simple binary quantizer.

Fig. 9. Illustration of the Q-DII scheme.

an incorrect extraction result (as if ) when the prene-
gotiated manipulation is not performed, must be deliberately
quantized to the wrong reconstruction point first. Then, the
required manipulation must distort the marked work and direct
it along the direction from the wrong reconstruction point to the
correct one. The two procedures are helpful to satisfy the pos-
itive-contribution requirement of Q-DII scheme. Furthermore,
since the manipulated content should indicate the intended ex-
traction result (i.e., ), the magnitude of distortion caused

by the manipulation, denoted as in Fig. 9, must be larger than
in order to satisfy the significant contribution condition of

Q-DII data hiding.

B. The Q-DII System

To satisfy the positive-contribution condition of Q-DII, two
sequential steps must be performed: quantizing the original
work to the wrong reconstruction point and then distorting the
marked work approaching to the correct direction. The first
step is naturally implemented in a DII embedding module.
However, the second step implies that the direction caused by
the prenegotiated manipulation in the embedding domain must
be controllable, which is unattainable in the prescribed SS-DII
scheme. Fortunately, for Q-DII, it can be easily achieved by
adequately selecting the embedding domain and the type of
prenegotiated manipulations. As a trivial case, if message bits
are embedded by altering the intensity value of image pixels
and extracted by comparing with a decision threshold, adjusting
the brightness would be an adequate manipulation for revealing
the correct message bit. In another case, experimental results in
[21] suggest that common image processing techniques can be
classified into two classes according to whether an operation
increases or decreases the magnitude of most DCT coefficients.
To be more specific, operations like JPEG compression or

Authorized licensed use limited to: National Taiwan University. Downloaded on March 24, 2009 at 00:20 from IEEE Xplore.  Restrictions apply.



564 IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 10, NO. 4, JUNE 2008

Fig. 10. Iterative-informed embedding process for Q-DII schemes.

blurring probably decrease the magnitude of DCT coefficients
while adding noises or edge enhancement increases it. There-
fore, the block-DCT coefficients, often adopted in existing
watermarking schemes, can be readily utilized to implement
Q-DII data hiding.

In subsequent discussions, we implement the Q-DII embed-
ding module based on the frequency-domain watermarking
schemes introduced in [22], [23]. Simply speaking, the magni-
tude of the scaled DC coefficient in every DCT block is chosen
to be the decision threshold , and the magnitude of each
chosen DCT coefficients is set as values larger or smaller than

according to individual binary watermark bits. Moreover,
JPEG compression is the required prenegotiated manipulation.

Finally, the significant-contribution condition can be easily
satisfied by weak embedding, i.e., setting in Fig. 8 to small
values. Since both conditions of the DII model can be fully sat-
isfied, all message bits in a Q-DII scheme will show the invis-
ible-ink liked behavior. Therefore, Q-DII can achieve better per-
formance for securing the hidden message than SS-DII.

Similar to the iterative embedding process in SS-DII scheme,
we adopt an informed-embedding process for Q-DII scheme so
that the effect of prenegotiated manipulations can be exactly
grasped. Fig. 10 shows the flowchart of the iterative process.
Note that the manipulated content should be at the same
side of the decision threshold as the reconstruction point repre-
senting in the underlying watermarking scheme. During the
th iteration for embedding into , an iteratively increasing

watermark energy is used to determine the distance between

the decision threshold value and the embedded content com-
ponent . Note that although this process seems to be different
from the one shown in the SS-DII case, effects of the two
processes are essentially the same. Simply speaking, a piece
of content marked with adequate strength (so that the hidden
message bits can be extracted exactly after the prenegotiated
manipulations are performed) will be generated. During the
iterations, is deliberately quantized to values far and far
away from along the opposite direction as mentioned in
Section III-A. As long as the extracted message bit becomes
different from , the iteration process terminates immediately
and then the marked work produced using the most adequate
watermark strength is obtained.

C. Covering Secret Messages With Insensitive Watermarks

Instead of implementing the same application of SS-DII, a
plausibly deniable steganography scheme where secret mes-
sages are covered by insensitive watermarks is illustrated,
as shown in Fig. 11. A short introduction to the plausibly
deniability of steganography system has been presented in
Section I-C. Note that the transmission of digital contents
is monitored by a supervisor who has the right to cease any
doubtful transmission. Moreover, using common watermarking
schemes to facilitate insensitive applications, such as delivering
copyright information or persistent metadata association, is
allowed in this scenario. The supervisor can access the an-
nounced watermark extractor and may adopt additional statistic
steganalysis tools to determine whether a piece of transmitted
data shall be intercepted. In cases where the supervisor does not
employ any steganalysis modules, the camouflage provided by
the cover watermark can completely shadow the delivery of true
secrets. As for the case where statistical steganalysis tools are
adopted, we will show that DII-based scheme provides better
secrecy against statistical steganalysis (for competing with
systems hiding multiple watermarks) and eliminates the need to
introduce additional extraction module (when compared with
systems using more-than-one watermarking schemes).

To implement the steganography system shown in Fig. 11, bi-
nary watermark images are used to visualize the effect of Q-DII
data hiding. Let both the cover message and the secret mes-
sage be represented as black pixels in the binary image. Assume
we denote all the pixels in the fully extracted watermark image
as , the set of black pixels comprising the cover message as

, and the set consisting black pixels of the secret message
as . The remaining white pixels is therefore represented as

. In our plausibly deniable steganographic system,
and are designed to be non-overlapped. And the overall

watermarking capacity is shared by the cover message and the
secret message. Since semantic meaningful cover messages al-
ways leave blank areas, secret messages can always find their
places. Later, we will demonstrate that, in some interesting mes-
sage designs, is even helpful for interpreting the semantics
of .

Since the secret message appears only when prenegotiated
manipulations are performed before watermark extraction, the
DII embedding methodology is employed only for watermark
bits belonging to . Other watermark bits are embedded using
the underlying quantization watermarking scheme. Fig. 12
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Fig. 11. DII-based plausibly deniable steganography system.

Fig. 12. Composite embedder of the plausibly deniable steganography system.

shows the model of the composite embedder. It is worth noting
that the reconstructing points for watermark bits belonging to

might be alternatively set as , where
for these watermark bits are also estimated using the procedure
shown in Fig. 10 (as if the watermark bits are within ),
and is a small value (empirically set as 4 in our experiments)
rather than a significant amount in underlying robust water-
marking schemes. The purpose of this extension is to eliminate
the possibility that a non-intended user casually performs a
severe manipulation (resulting in more degradations than the
prenegotiated one) and accidentally discovers the hidden secret
message. Since the watermarking strengths for the white pixels
is only slightly larger than those for secret message bits, the ex-
tracted watermark image will comprise black pixels only when
a user applies a severe attack stronger than the prenegotiated
one.

D. Relationships Between the Cover Message and the Secret
Message

Since both the cover message and the secret message are rep-
resented by pixels within the same watermark image, various
feasible watermark designs can be devised. Fig. 13 shows some
sample watermark images. To clearly visualize the watermark
designs, cover messages are represented as black pixels in each
figure and the genuine one are shown in red (but both messages
are viewed as black patterns in implementations). In Fig. 13(a),
the semantic meaning of the watermark image (originally a sun
pattern) changes (now a flower) after the genuine message is re-
vealed. Fig. 13(b) illustrates the danger that an illegal message
(the formula of MDMA, an addictive drug) may be disguised
as an insensitive message (the formula of Methamphetamine, a

valueless chemical compound). Fig. 13(c) demonstrates that the
extraction of genuine message may eliminate unnecessary infor-
mation so that a meaningful message (indicating a time/location
pair in this case) can be revealed out of seemingly random pat-
terns. To the extreme, the cover watermark may be a null pattern
and all information capacity is reserved for the genuine water-
mark, such as the one shown in Fig. 13(d).

E. Experimental Results

Figs. 14 and 15 show the extraction results for cases that
the 128 128 binary watermark images, shown in Figs. 13(c)
and 13(d), are respectively embedded into the 512 512 Lena
image. The PSNR values for the two marked works are 36.00
and 35.26, respectively. Experimental results using other test
images show similar results and are therefore omitted here. Ac-
cording to the dimension ratio between watermarks and cover
works, four watermark bits will be embedded into each 8 8
DCT block by altering predefined AC coefficients. Without loss
of generality, AC coefficients located at the (5, 2), (4, 3), (3,
4) and (2, 5) coordinates within each DCT block are selected
as places to embed messages. Both visual and statistical extrac-
tion results obtained from different versions of the marked im-
ages created by applying different degrees of JPEG compres-
sion (quality factors ranging from 99 to 1) are illustrated. As
expected, the messages indicating the time/location information
and the seal pattern (denoting the Communications and Multi-
media Laboratory in traditional Chinese) are not visible until
the manipulations very close to the prenegotiated one are per-
formed. For manipulations moderately different from the prene-
gotiated one, either the cover message or a fully black pattern is
extracted.

Note that though the prenegotiated attack is assumed to be the
JPEG compression with quality setting of 40, the best extrac-
tion result occurs when JPEG compression with quality factor
35 is applied to the marked work. This is in fact the consequence
caused by the undesired dependencies among chosen DCT co-
efficients within each DCT block. Though, theoretically, coef-
ficients within each DCT block shall be independent to each
other, altering a DCT coefficient might still change other co-
efficients. Fig. 16 shows the statistical extraction result using a
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Fig. 13. Watermark patterns consisting of both cover messages and genuine messages.

Fig. 14. Messages extracted from the Lena image marked with the watermark image shown in Fig. 13(c).

Fig. 15. Messages extracted from the Lena image marked with the watermark image shown in Fig. 13(d).

Fig. 16. Statistical extraction result when embedded components are com-
pletely independent.

64 64 watermark image where half of the consisting pixels are
set as secret messages. Other experimental configurations are
left unchanged. Now, in each DCT block of the original image,
only single message bit is embedded. Obviously, the secret mes-
sage can be perfectly visualized only when the prenegotiated

manipulation (JPEG compressing with quality factor 40) is per-
formed before extraction.

Moreover, though the secret messages are hidden in a weak
fashion, it is capable of resisting limited noises introduced by
an active warden who try to prevent secret communication
using naïve steganography skills. Note that it is impractical for
the warden to apply severe distortions to all incoming contents
since performance degradation of communication channels may
lead to serious inconvenience of innocent channel users. Fig. 17
shows more extraction results of the proposed Q-DII scheme. In
these experiments, before performing the prenegotiated attack,
several typical attacks are respectively issued by the warden,
including adding of Gaussian noises , moderate
JPEG compression , as well as Gaussian
blurring (using a 3 3 filter). According to the results, the
proposed scheme can survive the first two attacks imposed
by the supervisor. However, when incorporating additional
blurring operation, the extraction result is apparently worse.
This phenomenon can be justified as follows. The proposed
Q-DII scheme is a variant of the frequency-domain quantization
watermarking scheme. In addition to the desired invisible-ink
like behavior, its robustness is also significantly affected by
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Fig. 17. Extraction results with additional warden-introduced attacks, including (a) Gaussian noises, (b) high-quality JPEG compression and (c) Gaussian blurring.

the inherent characteristics of the underlying watermarking ap-
proach. Since the underlying scheme is much more vulnerable
to filtering operations like blurring, the message extracted from
the slightly blurred image is inherently worse than those from
images undergoing other mild operations.

From the viewpoints of channel supervisor in the ac-
tive-warden scenario, this limitation gives useful clues for
determining adequate modifications that can cease illegal
communications. From the viewpoints of communication
participants, this robustness deficiency can be alleviated by
applying DII principles to other watermarking schemes with
different robustness characteristics. Fortunately, for common
multimedia communication channels like online-albums, in-
troducing quality-degradation operations like blurring to all
incoming contents solely for the purpose of eliminating illegal
communications is infeasible and intolerable. Therefore, the
feasibility of the proposed DII-methodology is not significantly
lowered.

F. Limitations of Q-DII

The Q-DII scheme surpasses the SS-DII scheme in that both
the positive-contribution and the significant-contribution condi-
tions can be fully satisfied. Therefore, it can be readily applied
to far more applications than SS-DII can. However, one of the
major limitations of Q-DII scheme is its heavy dependency on
the adequately chosen embedding domain, e.g., watermarking
by altering and comparing DCT coefficients or pixel values. For
embedding domains where controllable prenegotiated manip-
ulations cannot be easily found, such as the pseudo-randomly
projected domain used in [15], the feasibility of Q-DII schemes
is reduced. In such schemes, the Q-DII approach suffers from
similar performance penalties to that of the SS-DII scheme.

The iterative-informed embedding procedure precisely
grasps the effect of prenegotiated manipulations and leads to
better secrecy against a brute-force steganalysis. However, it
also leads to higher computational complexity of the embed-
ding module. Fortunately, the extractor of the proposed scheme
is simply a normal extractor of the underlying watermarking
scheme. Therefore, for most watermarking applications, the

widespread watermark extractors will never suffer from a
long-time extraction or have additional deployment costs.

IV. DISCUSSIONS

A. Comparisons With Existing Plausibly Deniable
Steganography Approaches

Various implementations of steganography systems can
be used to enable plausible deniability. Roughly speaking,
in addition to the proposed DII schemes, plausibly deniable
schemes can be classified into three types: (A) hiding mul-
tiple watermarks with single watermarking scheme in which
each watermark is associated with a different embedding
key, (B) hiding more-than-one watermarks and each has its
own watermarking scheme, and (C) hiding an additional wa-
termark in allowed watermarks. Each class has its pros and
cons. For (B), additional watermark extractors other than the
allowed/announced one need to be distributed and deployed in
the receiving end, leading to higher risk of being discovered
by the channel supervisor. For (C), since most existing water-
marks are of simple encoding formats (such as binary images)
and limited capacity, hiding additional watermarks that carry
useful information in the original watermarks and preserving
the fidelity of “watermarked watermarks” simultaneously are
quite difficult. In the proposed DII scheme, no additional wa-
termarking-related module, except the announced watermark
extractor, is required. Furthermore, the indispensable prene-
gotiated manipulations can be provided by common content
processing tools with an innocuous looking. In addition, the
fidelity of the original watermark extracted under normal
configurations is not affected at all. Therefore, the DII scheme
apparently surpasses plausibly deniable schemes of type (B) or
(C).

When comparing the DII schemes with approaches classified
as class (A)—multiple watermarks are embedded using a single
watermarking scheme with different embedding keys, we
illustrate the superiority of DII schemes by testing the secrecy
against some existing statistical steganalysis tools. Since Q-DII
scheme embeds watermarks in the block-DCT domain, the
steganalysis scheme based on JPEG compatibility introduced
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Fig. 18. Statistical steganalysis results illustrating the superiority of the DII
scheme over the approach that simply hides more messages with one scheme
(denoted as FUBELL-both).

by [24] is adopted. All the secret messages are embedded into
JPEG-compressed images and then the marked images are
saved in loseless PNG format in order to meet the requirement
of the adopted steganalysis system. Steganalysis results are
obtained by testing the images marked using the underlying
quantization watermarking scheme with a watermark image
consisting of the cover message only, the image marked using
the proposed DII scheme with the watermark image containing
both the cover message and the secret message, as well as the
image marked using the underlying quantization watermarking
scheme with two watermark images containing the cover
message and the secret message, respectively. Fig. 18 lists
the experimental results using the watermark image shown in
Fig. 13(c). Clearly, the DII-based scheme provides plausible
detection results as if only the cover message is embedded,
while hiding multiple watermarks leads to more uncertain de-
tection values when feasible watermark strength is employed.
This experimental result is not surprising, since it is just a
nature outcome of a rule-of-thumb in steganalysis: the higher
the degree of alternation is, the more statistical traces it will
leave in the marked work. Therefore, the DII-based scheme
can provide better plausible deniability than existing deniable
steganographic approaches.

B. Potential Security Holes

The fact that current statistical steganalysis schemes cannot
differentiate the DII scheme from the underlying watermarking
scheme hiding cover message only implies a potential danger
caused by insensitive watermarking applications. Well-de-
signed plausibly deniable steganography schemes can take
cover of legal watermarking applications and cheat steganal-
ysis schemes as if only insensitive watermark messages are
hidden. For example, danger messages related to illegal ac-
tivity or homeland-security threats may be delivered via legal
data-hiding applications like copyright indication or metadata
association. Therefore, steganalysis specifically targeting on
plausibly deniable schemes shall be developed. Otherwise,

general watermarking applications cannot be widely accepted
without questioning about security.

C. Security Concerns With Known Algorithm Details

Experimental results in Section IV-A demonstrate the se-
curity of DII schemes against statistical steganalysis without
any additional information. However, a marked work generated
using the DII algorithm will never be exactly the same as
the one generated using the underlying watermarking scheme
with the cover watermark solely. Therefore, there might be
doubts about the security of DII schemes when the algorithm
details of underlying watermarking scheme are announced, i.e.,
when the chosen-stego attack is performed. In fact, whether
the security of all watermarking schemes can be kept when
algorithm details are revealed is always a controversial issue
among watermarking researchers. According to discussions and
conclusions obtained in [25], revealed algorithm details at least
lead to improved efficiency of watermark removal. Therefore, it
seems reasonable for users of practical watermarking applica-
tions kept some information as secret keys, e.g., the embedding
positions or the applied watermark strength, so that the security
of messages can be guaranteed. Though watermarking schemes
illustrated in this paper are chosen to be simple for the ease of
illustration, most existing watermarking schemes determine the
embedding strength based on sophisticated perceptual models
or predefined rules. Therefore, it would be more difficult to
differentiate whether a work is marked by the DII scheme or by
a common watermarking scheme even only a small amount of
necessary information is kept.

V. CONCLUSIONS AND FUTURE WORKS

Models and implementations, as well as applications, of
invisible ink-liked data hiding are illustrated in this paper. Se-
cret messages can be embedded without introducing additional
alternation to the original work and no additional sensitive
module deployment in the receiving end is required. The pro-
posed digital-invisible-ink scheme can provide better secrecy
by enabling plausible deniability. Furthermore, the adopted sta-
tistical steganalysis scheme cannot differentiate works marked
using the DII scheme from the one produced using common
watermarking schemes with the cover message only. Potential
dangers of delivering secrets in cover of legal watermarking
applications are also pointed out. Currently, we are exploiting
the capacity issues of digital-invisible-ink schemes and try to
achieve better robustness against geometric and filtering attacks
in the active-warden scenario. Moreover, we also try to devise
schemes that can provide better secrecy.
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