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Abstract: The authors present a cryptographic key assignment scheme based on both the Rabin 
public key system and the Chinese remainder theorem, in order to solve dynamic access control 
problems in user hierarchies. Compared to earlier assignment schemes, the new scheme ensures 
that a security class can efficiently derive secret keys of its successors. Dynamic access control 
problems, such as adding/deleting classes, addingldeleting relationships, and changing secret 
keys, are considered. Moreover, without altering other keys present in the system, each user in the 
hierarchy can freely change his own key. 

1 introduction 

In computer communication systems, both computer cryp- 
tography and information security have become important 
requirements. The unauthorised user is not allowed to 
access secret data, and such data must be well protected. 
Due to the growth of computer networks, and the fast 
progress of computer technologies on multi-user systems, 
sharing resources has become common, and the adminis- 
tration of these resources is important in a multi-user 
computer environment. In other words, access control 
through authorisation becomes important. 

The access control problem in a computer environment 
can be described by a user hierarchy. In such a hierarchy, 
the users and their own information items are organised 
into a number of disjoint sets of security classes, and each 
user is assigned to a security class called the user’s 
‘security clearance’. Let SC1, SC,, . . . , SC, be n disjoint 
security classes. Assume that “ 5 ” is a binary partially 
ordered relation on the set SC= {SC1,  SC2, . . . , SC,,}. 
Then, in the partially ordered set (poset) (SC, 5 ), SC, 5 SC, 
means that the users in the security class SC, have a 
security clearance higher than or equal to those in the 
security class SC,. In other words, users in the security 
class SC, can read and store information items that belong 
to users in the security class SC’. In contrast, the users in 
SC, cannot read or store information items in SC,. 
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Fig. 1 shows an example of a poset connected to a user 
hierarchy. The arrowhead in Fig. 1 indicates that the higher 
level security classes have a security clearance higher than 
the lower level ones. SC,5SCi means that SCi is the 
predecessor of SCj; and SCj a successor of SC,. Further- 
more, if there is no security class SC, in SC such that 
SCj 5 SC, 5 SC,, then SC, is called an immediate prede- 
cessor of SC, and SCj an immediate successor of SCi. 

In many application areas there is a need to carry out 
classified data management, so access control problems 
become very important. Access control in a hierarchy can 
be used not only in military and government departments 
but also in private corporations. Key assignment schemes 
are for instance applicable in database management 
systems [l-31, computer networks [4, 51 and operating 
systems [6]. 

The main problem is how the user in a security class can 
derive the secret key for users in a lower security class. 
Obviously, the easiest way to accomplish this is that the 
users keep all the keys of their successors in a database. As 
shown in Fig. 1, if the user in SC1 wants to retrieve the data 
which are encrypted under his own key or his successors’ 
keys, he needs a set of secret keys { S K I ,  SK2, SK3, SK4, 
SK,, SK,}. However, when the hierarchy becomes quite 
large, the users with the higher privileges need a great 
number of secret keys, and the quantity of keys thus 
becomes inconvenient to administer and hazardous to 
keep secure. Therefore, our goal is to find a method in 
which each user only needs to hold one key to retrieve all 
information which he is entitled to access, and to still 
retain the security of the system. 

Fig. 1 The poset in a user hierarchy 
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When a user in security class SCi wants to store the 
plaintext M into the database or broadcast it to the network, 
he first uses his secret key SKi to encrypt M,  then he will 
store or broadcast the ciphertext C=EsKi (m. Only the 
users with SKi can get M by calculating M=DsKi (C), 
where E and D represent the prepublished encryption and 
decryption algorithms, respectively. For SCj I SCi, SCi can 
adopt his secret key SKi and SCjk public information to 
derive SCjs secret key SKj, and then reads the information 
items possessed by SCj. 

Our scheme is composed of RabinS cryptosystem and 
the Chinese remainder theorem (CRT). Rabin’s cryptosys- 
tem is provably as secure as factoring [7], and the CRT has 
been shown to increase the deciphering speed in RSA 
public-key cryptosystem fourfold [SI. This motivates us to 
propose the novel scheme which has the following proper- 
ties. 
1. Key generation and key derivation algorithms are 
simple. 
2. Dynamic access control problems, such as adding1 
deleting classes, addingldeleting relationships, and chan- 
ging secret keys, t a n  be overcome easily. 
3. 
4. 

Users can change their secret keys easily. 
The system can withstand the attack of collusion. 

2 Review of previous research 

Under the property that til$ (i.e. $ is divisible by ti) if and 
only if SCj 5 SCi, Akl and Taylor [9] first proposed that 
each security class SCi was assigned a public integer ti. 
Then the secret key SKi of SCi is computed according to 
SKi = SK: (mod m), where SK, is the secret key of central 
authority (CA) and rn is a product of a secret pair of large 
prime numbers. If SCj 5 SCi, $Iti is an integer and SCi can 
derive SKj by the deduction: 

SK, = SKq - SK;*(”iti) = SKy/“)(mod rn). 
J 0 -  

On the contrary, if SCj (not 5 )  SCi, then $Itj is not an 
integer and the key derivation will fail. However, the size 
of the public information ti will increase dramatically when 
the number of security classes becomes large. 

The advantage of Akl and Taylor’s scheme is that the key 
generation and key derivation algorithms are quite simple; 
however, several drawbacks exist. First, when the number 
of security classes in the hierarchy is large, a large amount 
of storage is required for the public parameters. Secondly, 
as to the dynamic access control problems, such as adding/ 
deleting classes or relationships in the existing system, the 
whole system has to be reestablished. Third, it is rather 
difficult to change the secret key. 

Hence, MacKinnon et a1 proposed an improved method 
to reduce the values of ti by using a canonical assignment 
method [lo]. Later, Harn et al presented another method 
which uses a bottom-up key generation scheme to replace 
the top-down one [9, 111. As a result, the values of ti 
indeed become smaller than those in the Akl-Taylor 
scheme. 

Whenever a new security class is added into the user 
hierarchy system, the schemes mentioned above cannot 
satisfy the security requirements. Unless the issued keys 
are changed, it is impossible to add a security class to the 
system. 

Therefore, several key management schemes are 
proposed to solve the dynamical adding or deleting of 
the security class, and to keep the size of public informa- 
tion items as small as possible [12-151. In these schemes, 
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the user with higher security clearance must iteratively 
perform the key derivation process for deriving the secret 
key of the user who is not the immediate successor. And 
the key derivation is inefficient. Consequently, some other 
schemes, proposed to extend the Akl-Taylor scheme, allow 
the users to change their keys and to derive any secret keys 
belonging to the successors efficiently [ 16, 171. 

Meanwhile, each aforementioned scheme allows any 
security class to derive the keys of his successors from his 
own secret key, and to prevent the possibility of collabora- 
tion by the successors to derive his own secret key. 

3 Proposal for a new scheme 

Based on Rabin’s public key system and the CRT, our 
scheme is intended to solve dynamic access control 
problems in user hierarchies. 

3.7 Rabin’s public key system 
In Rabin’s public key system [ 181, there are a pair of public 
keys (b, m) for encryption, and a pair of secret keys (p, q) 
and b for decryption. The key point for Rabin’s cryptosys- 
tem is to select a pair of secret and large prime numbers 
(p, q )  and to let rn =p*q. The encryption procedure E is 
shown as follows: 

C = E(M) = M(M + b) mod rn, (1) 

where M is a plaintext, and C is a ciphertext. The decryp- 
tion procedure D is to obtain solutions for M through the 
following congruence: 

M 2  +Mb - C = 0 mod m. (2) 
Since the module m is equal to p*q, eqn. 2 will be 
equivalent to the following two congruences: 

M 2  +Mb - C = 0 modp, 

M 2  +Mb - C = 0 mod q. 

(3) 

(4) 

Since eqns. 3 and 4 are quadratic congruences, the plain- 
text A4 can thus be recovered through the following four 
square roots modulo pq: 

2 

M = 2 - /(;) +C mod q. 

Obviously, Rabin’s system is popular in the public key 
cryptosystems. The encryption function of the system is 
based on a second-order polynomial, which computes the 
modulus of the product of two large primes (p, 4); and the 
decryption function on a square-root function, which 
computes the modulus of one of these two primes. Thus, 
Rabin’s system makes our scheme elegant and practical in 
computation. 

If a user wants to derive the secret key SK, first he must 
own the secret data p and q of the decryption procedure D. 
In other words, the security of the system, based on the 
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difficult computation of the factoring of the product of two 
large primes, will be broken when one pair of primes (p, q)  
exists. Therefore, in order to keep the security of the 
system, we need to give each security class a distinct 
pair of primes. Dirichlet’s theorem [19] thus offers the 
distinct pair of primes as follows: 

Let b 2 1, then there will exist infinite integers r 2 1 such 
that r*2’ + 1 is one prime, and also exist infinite integers 
r‘ L 1 such that r’*2b - 1 is the other prime. 

In order to generate its own secret primes p and q under 
the security of the system, each security class should hold 
two secret information items ( r , ~ ’ )  and a public datum b. 
In other words, when a user U, with a higher security 
clearance wants to decrypt the information items held by 
his successor U,, the secret data (rJ, 5’) of U, should first be 
obtained; then p, and qJ, which perform the decryption 
function, can be derived. As for U,, holding all his 
successors’ information items (r,r’) is as awkward and 
insecure as holding all his successors’ keys. Consequently, 
we include the CRT to overcome this difficulty. 

3.2 Chinese remainder theorem (CRT) 
Let n l ,  n2,. . . , n,  be painvise relative primes, i.e. gcd(n,, 
n,) = 1, for i # j .  Let r l ,  r2, .  . . , rf be integers. Then the 
congruent equation is of the form: H = r,(mod n,). 

Let N= n1 n2 . . . n,. There is only a unique solution H 
between 0 and N - 1. The solution of H is of the form: 

Step 6: When the security class SC, receives the data of 
(r,,  r:, XI ,  H I )  and its own public parameters (b,, n,) ,  CA 
performs the following steps: 

Compute p ,  = ( ~ , * 2 ~ ’  + 1), q, = (r;*2’’ - l), let 
m, =p,*q,, and keep p , ,  q,, and m, secret. 

Choose one secret key SKI for convenience, then 
concatenate the secret key SKI with its identity code ID,, 
and let its range be in [ l ,  m,], In other words, let M, be 
equal to SK, concatenated with ID,, i.e. M,=SK,JIID,, 
where 1 ( M , s m ,  -1. 

6.3 Calculate the public information C, = (M,)* 
(MI + b,) mod m,. 
Step 7: Repeat steps 3 to 7 until all nodes of the 
hierarchy are traversed. 

6.1 

6.2 

3.3.2 Key derivation algorithm. By the SC, succes- 
sors’ public parameters, SC, can denve any successor SC;s 
secret key SK,, then, by SK,, SC, decrypts the information 
items possessed by SC,. The algorithm to derive the secret 
key SK, is stated as follows: 
Step 1: 
Step 2: 
Step 3: Due to the same reasons as in Section 3.1, 
compute 

Compute (r,llr;) = H, mod n,. 
Compute pJ = r,*zb~ + 1; q, = r;*2‘~ - 1. 

H = r,X,(mod N )  

whereX, =y,*(N/n,) andy, satisfies y,*(N/n,) = 1 (mod n,) .  
I =  I 

3.3 Proposed scheme 
In order to find the true plaintext, we propose adding some 
information into the original plaintext M, such as sender 
identity code, receiver identity code, date, and time. In our 
scheme, the secret key SK concatenated with the specific 
identity code (ID) is used to replace the message M in the 
above encryption procedure E, so eqn. 1 is modified to 

C = (SKIIID)((SKIIID) + 6 )  mod m, 

where “ 11 ” represents the concatenation operation. 
Undoubtedly, the secret key SK can be recovered correctly. 
Also, a 4: 1 ambiguity in the decrypted messages [7] can be 
avoided in this manner. 

3.3.1 Key generation algorithm. We suppose that 
the existing system has n security classes SC1, SC2, . . . , 
and SC, in the user hierarchy. The algorithm of generating 
the secret key SKi for each security class SCi is stated as 
follows: 
Step 1: Randomly select n coprime integers n l ,  
n2, . . . , n ,  to be as small as possible. 
Step 2: Compute N=IIy==,ni. 
Step 3: Take a node SCi from the hierarchy by preorder 
traversal. 
Step 4: CA (i.e. Central Authority) randomly selects 
three positive integers ri, ri and bi for security class SC, 
such that (ri*2bi + 1) and - 1) are equal to prime 
numbers pi and qi, respectively. 
Step 5: CA chooses y ,  such that (N/ni)*yi mod ni = 1 for 
1 5 i 5 n, and lets Xi = (N/ni)*yi. CA then computes each 
security class SCis derivation information 

4. = Ej(rj]l$)*q - (riIIri)*T(mod N )  for SCj 5 SC, 

Step 4: 
from the true plaintext Mi. 

According to the identity code IDj, extract SKj 

4 Dynamic access control 

This section presents the dynamic access control problems, 
including adding/deleting classes, adding/deleting relation- 
ships, and changing secret keys. 

4. I Adding classes 
To add a new security class SC,+, into an existing 
hierarchy, CA must update the H, of those security classes 
SC, which serve as predecessors. All other keys in the 
system can stay the same. Suppose that a new security 
class SC, + is added to the existing system. CA performs 
the following steps: 
Step 1 : Select a new prime number n,  + 1. 

Step 2: N =  N*n, + I .  

Step 3: Calculate y n +  such that (N/n,+ y,+ mod 
n,+ = 1, and let X, + = (N/n,+ 1)* y n  + 
Step 4: Randomly select three positive integers r,+ I ,  
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ri+ and b,, such that 

+ 11, *2bn+l P ~ + I  = (',+I 

qn+l = (r;+,*2b"+I - I), 

and let mn+l =Pn+l * qn+l.  

Step5: 
adds the new security class SC, + 1 

For all the predecessors SCi of SC,+l, after CA 

Hi = H, + (rn+l IIr;+l>*Xn+l(mod N ) .  

Step6: Deri/ve H,+I = Zje~( r j l I r j ) *q  - ( rn+ l I I rA+l )*  
X,, l(mod N), where J =  {jl(SC'p SC,+ AND NOT 

Step 7: Compute C, + = (M,+ l)*(M, + I + b, + I )  (mod 
m,+i), whqe Mn+I=SKn+l I1 IDn+l.  
Examplel: Let SC7 be a new security class which is 
added as a'successor of SCl, as shown in Fig. 2. Since only 
SCI has the access right to the new class SC7, CA needs to 
reconstruct HI of the security class SCl after the secret 
information X7 of SC7 has been generated. CA will select 
these parameters (n7, y7, r7, r$, b7) and recompute the 
following equations. 

(SC' p SC,)}. 

1 

N = N*n7, X7 = (N/n7)*y7 

p7 = (r,*2b7 + I), q7 = (r;*2b7 - I), m7 = p7*q7 
H,  = HI + (r711r;)*X7(mod N) 
H7 = [(r711r;)*X7 + (r6lld)*X6 - (r711r$)*X71(mod N) 
c7 = (SK7 III@)*((SK7 11107) + b,)(mod m7) 

4.2 Deleting classes 
CA will perform the following steps to delete a security 
class SCk in the existing system. For all the predecessors 
SCi of Sck, CA needs to have to recompute Nand Hi. Then, 
CA will discard the secret data and public parameters of 
sc,. 
Step 1: N=Nlnk. 
Step 2: 
deletes the SCk, 

For all the predecessor SCi of SC,, before CA 

Hi = Hi - (rk IlrL)*Xj(mod N). 

Step 3: Discard the secret data and public parameters of 

Example 2: Suppose that SC, in Fig. 1 is deleted from 
the hierarchy; the resulting hierarchy is shown in Fig. 3. 
CA will recompute the following equations. 

N = N/n,, HI = HI - (r3 Ilri)*X,(mod N) 

Then, CA will discard the secret data (r3, r;, X3,  H3) and 
the public parameters (b3, n3). 

Sck. 

Fig. 2 Adding a new security class SC, 
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OJ 
Fig. 3 Deleting the security class SC3 

\h 
4.3 Adding a relationship 
Suppose that a new relationship between Scb and SC, is 
added into a user hierarchy such that Scb 5 SC,. CA only 
recomputes the public parameters His for Scb p SCi, while 
other parameters remain unchanged. Then, after CA adds 
the relationship of Scb 5 Sc,, it will perform the following 
procedure: 
Step 1 : For Scb 5 SC, and SCj p scb, compute 

Ha = Ha + (rb(Irb)& 4- CjJrjllr,l)X,(mod NI,  

where J =  { jl(SCj 5 scb) AND NOT (SC' 5 SC,)}. 
Step 2: 
relationship SC, p SC,, do 

For all the security classes SCi that have the 

Hi = Hi + ZjGJ(rjIlr:)*4(mod N), 

where J =  {jl(SCj p SC,) AND NOT (Scb p SCi) AND 

Example 3: Suppose that a new relationship is added 
between Sc5 and Sc6 in Fig. 1, and Sc6 5 Sc5;  then the 
resulting hierarchy is shown in Fig. 4. {SCI, SC,, SC3, 
SC5} all have the access right to Sc6; therefore, CA will 
compute: 

NOT (SCjpSCi) }. 

Hs = H5 + (Y6 Ilrk)*&(mOd N) 

H2 = H6 + (76 Ilrk)*&(mOd N) 

In the updated hierarchy, SC5 can derive the secret key of 
Sc6. Since SC5 5 SC2 before the updating, SC2 can have 
the access right to sc6 after the relationship sc6 5 sc, is 
added. 

4.4 Deleting a relationship 
Suppose that a relationship between Scb and SC, is deleted 
from a user hierarchy, then the relationship of SCb p SC, 
will not exist. CA only recomputes the public parameters 
a s  for Scb 5 SCi, while other parameters remain 
unchanged. Before CA deletes the relationship of 
Scb p SC,, it will perform the following procedure: 
Step 1: For Scb p SC, and Scj 5 Scb,, compute 

Ha = Ha - (rbllrbvb - xjEJ('jII'j)X,'(mOd N I ,  

where J =  {jl(SC, p Scb) AND NOT (SCj p SC,)}. 

Fig. 4 The resulting hierarchy of adding the relationship SC, i SC, 
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Fig. 5 The resulting hierarchy of deleting the relationship SC, 5 SC, 

Step 2: For all the security classes SCi that have the 
relationship SC, 5 SCi, do 

Hi = Hi - CjEJ(rjllr-)*q(mod N ) ,  

where J = U ~ ( S G F S C , )  AND NOT (SCbiSCi)  AND 

Example 4: Suppose that the relationship SC5 5 SC, in Fig. 
1 is deleted, the resulting hierarchy is shown in Fig. 5 .  CA 
only needs to compute: 

H2 = H2 - (r5 Ilr;)*X,(mod N )  

and other parameters remain unchanged. SC, cannot derive 
the secret key of SC5 in the updated hierarchy. It means that 
SC, no longer has the access authority to SC5’s information 
items. 

NOT (SCj 5 SCi)}. 

4.5 Changing a secret key 
When a user requests CA to change his secret key, CA 
must derive all the users’ secret keys. In the security 
classes, we are able to change our secret keys freely in 
the issued system, and CA only needs to update the public 
information C of the class. For example, if the key SKi of 
the security class SCi is changed to S g ,  the public 
information Ci only needs to be updated as Ci = (SZllIQ) 
((SK;llIDij + bij mod mi, and all other keys or information 
items need not be changed. 

5 Security analysis and discussions 

In this section, we present the security, the efficiency of our 
scheme, and the functional comparisons in sequence. 

5.1 Security 
As shown in the key derivation process, any security class 
with its secret information H can derive his successors’ 
keys easily; the opposite of this is not allowed because 
each security class only knows the public information b, n,  
and C of its predecessor. For example, as shown in Fig. 1, 
if the SC3 wants to use a single key to retrieve information 
from all his successors SC5 and sc6, SC3 must firstly 
obtain H 3 .  Since H3 consists of H5 and H6, which are made 
up of (r511r;) and (r611r@, respectively; SC3 can thus derive 
SK5 and SK6 by using (r511r;) and (r611r@. Certainly, SC, is 
able to use a single key to retrieve information from all his 
successors SC5 and sc6. 

If two or more users at a lower level in the system 
collaborate to derive a higher level key, from Step 5 of the 
key generation algorithm, we understand that all succes- 
sors of some security class can only collaborate to obtain H 
of  the class by using all of their own (r, r‘) and X. Even if 
they obtain their predecessor’s H, it cannot provide them 
with enough information to reveal the secret key because 
they can only know what they own. Thus, only under the 
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disclosure of its corresponding data (r,r’) can the prede- 
cessor’s secret key SK be revealed. 

Through Dirichlet’s theorem on primes, there are infinite 
integers that we can choose for r and r’ when b 2 1. Hence, 
what we are concerned about is how to choose these two 
integers r and r‘ in our scheme. Let r and J be integers of 
10 digits, thus the entire exhaustive searching space needs 
10” digits for m. Suppose that there are 10” digits being 
searched per day, the entire computation would take about 
lo9 days. Therefore, the security of our scheme is deter- 
mined by the careful selection of (r,r’) .  Furthermore, a 
small choice for modulus n is possible since this value is 
kept secret in this scheme unlike Rabin’s public key 
scheme where the modulus is public. 

5.2 Efficiency 
Each security class needs to store the secret information 
(r,r’, X, H, SK), and the public information (b, n, C). 
Compared with other schemes [9-11, 201, our scheme 
seems to need more storage for storing b, r, r’, X,n, and 
H. However, the whole storage required for actual practice 
is small. 

First, by the security classes or CA, (r, r’) and b’s values 
can be randomly selected. In order to reduce the values of 
the primes (p ,q) ,  the values should be selected to be as 
small as possible. But, it may be argued that the primes 
@, q), generated by the small (r, J) and b of 10-digit, will 
make the scheme insecure because Rabin’s scheme is based 
on the difficult computation of factoring the product of two 
primes of 100-digit [4]. However, from the key generation 
and derivation algorithms, we know that m will not show 
up any more after generating the public information C. 
This means that our scheme is secure enough to avoid the 
attack of factoring m by using m as a 20-digit number. 
Therefore, the storage space of secret key SK and the 
public information C, where SK and C are 20 digits, is 
much smaller than that needed in [9-11, 13, 15, 201. 

Next, the storage of an equation H i s  proportional to the 
number of the security class SC b successors. However, it is 
a time-space tradeoff in practice. We generate H for the 
non-leaf security class so that the key derivation process 
will become more efficient, and the derivation path will be 
found by deriving the successors’ key step by step. Let k be 
the number of the security class SCb successors, then the 
storage needed is about k* [log P1 bits for H. Therefore, the 
total storage required is also small. 

Finally, in our key generation or derivation and the 
insertion of new security classes, both the computation 
of Rabin’s public key cryptosystem and the construction of 
the equation H are the key steps. In Rabin’s system, 
encryption function is a second-order polynomial that 
computes the modulus of the product of two primes, and 
the decryption function is a square-root function that 
computes the modulus of one of the two primes. Thus, it 
is easy to see that the computational complexity of the key 
assignment dominated the cost of finding yis values in the 
equation H. Knuth [21] shows that the time complexity of 
the finding of yi is O(log3ni). 

5.3 Functional comparisons 
In Table 1, we list the functions of our scheme compared 
with the previously proposed schemes. 
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Table 1 : Functional comparisons 

Comparison items AT HL WH PRO 

Hierarchy type 

Key deriving 
method 

Key assignment 
complexity 

Key deriving 

complexity 

Adding/deleting 

classes 

Adding/deleting 

relationship 

Changing secret 

key 

Storage for public 

information 

~ ~ 

poset 

direct 

poset 

direct 

poset 

direct 

poset 

indirect 

exponential 

operation 

exponential 

operation 

updating entire 

parameters 

updating entire 

parameters 

updating entire 

parameters 

large 

exponential 

operation 

exponential 

operation 

updating entire 

parameters 

updating entire 

parameters 

updating entire 

parameters 

large 

CRT + one-way 
function 

modular 

operation 

updating entire 

parameters 

updating partial 

parameters 

updating entire 

parameters 

large 

CRT + one-way 
function 

modular 

operation + 
square root 

updating partial 
parameters 

updating partial 

parameters 

updating partial 

parameters 

fixed and small 

Remark: AT: Akl and Taylor’s scheme [9]; HL: Harn and Link scheme 1111; WH: Wu and He’s scheme [17]; PRO: our proposed scheme 

6 Conclusion 

For an arbitrary poset user hierarchy, we have presented a 
dynamic access control scheme. It can ensure that the 
predecessor’s secret key will not be revealed by conspiracy 
on the part of any successors. In other words, our scheme 
has been shown to be secure. 

The proposed scheme contains the following three 
characteristics: 
(1) The key generation and derivation algorithms are 
simple. For the user, the successors’ keys can be derived 
directly rather than stepwise. 
( 2 )  The updating of the existing keys can be avoided when 
a new class is added into the system or an old one is 
deleted from the system. 
(3) Since any security class can select its own secret key 
for convenience and change its secret key for security 
reasons, the key selection becomes more flexible. 
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