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Abstract

Ad-hoc networks are a new wireless networking
peredigm for mobile hosts. Unlike conventional wireless
networks, ad-hoc networks have no fixred network in-
frastructure or administraiive support. The topology of
the network changes dynamically as mobile nodes join
or depart the network or radio links between nodes be-
come unusable. In this paper we propose some efficient
multi-path epproaches thot provide more secure routing
schemes for ad-hoc network than previous ones. Within
these approaches, more than one routing paths are se-
lected. With the underlying coding technigue, it can
guarantee security against some malicious parties(it de-
pends on how robust system is.) Moreover, we apply
these schemes into existing ad-hoc network routing pro-
tocols, table-driven and on-demand routing algorithms.
Finally, we derive the relation between some probabili-
ties on our algorithms.

Keywords: Ad-hoc Networking, Dynamic Routing, Mo-
bile Networking, Wire-less Networks, Distributed algo-
rithm.

1 Introduction

An ad-hoc network is temporarily formed by a group of
mobile hosts communicating over wireless media with-
out any fixed network interaction and centralized ad-
ministration. In the infrastructure, all the mobile de-
vice communicate with with other mobile devices in a
wireless multi-hop routing style. All the mobile devices
behave as routers in the ad-hoc network. Because the
the routers are mobile, the network topology is changed
frequently by some events among mobile devices. For
instance, the mobile devices may move around or switch
on and off. The routing scheme in ad-hoc networks is
more challenging than traditional networks in terms of
dynamic network topology.
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We can image that the ad-hoc communication is a
special computing environment with highly possible
link failure and site failure. In any time, we could not
know the actual fopology of the network, even many
scholars proposed many approach to maintain routing
tables or something like that.

Rabin[16] proposed the very practical algorithm *In-
formation Dispersal Algorithm (IDA)”, which
can not only achieve the reliability but also security
characteristics by using a much overhead of redundancy
and by keeping only partial information at every site.
The main idea is to split the information into n distinct
pieces by using a secrete key. Then Sender can trans-
mit those n pieces by any media carrier. Receiver can
reconstruct the original information {rom any m of n
pieces, where m < n.

The IDA algorithm can provide high availability and
fault-tolerance, since it tolerates up to (n —m) failures.

It also provides another property of confidentiality of
the dispersed information. As a mater of fact, it is hard
to get any clue about the original information unless
at least m pieces from the dispersed file are collected.
Even if this happens, it is provably very difficult, since
it is provably very difficult to reconstruct the original
file unless the secret keys are known.

This paper is organized as follows: Section 2 desecribes
some previous works about multi-path routing. Section
3 demonstrates the key idea of IDA. The key point of
new multi-path routing scheme is proposed in section
4. Section 5 shows an important relationship between
some parameters.

2 Previous Works on Ad-Hoc
Multi-path Routing

The application of multi-path techniques in mobile ad-
hoc networks seems natural, as multi-path routing al-
lows to diminish the effect of unreliable wireless links
and the constantly changing topology. Although these



protocols build multiple routes on demand(most of
them use DSR [11], the traffic is not distributed into
multi-paths; only one route is primarily used and alter-
nate paths are utilized only when the primary route is
broken.

Lee and Gerla [12] propose Split Multi-path Rout-
ing(SMR). It is an on-demand routing protocel that
builds multiple routes using request/reply cycles. The
main goal of SMR is to build maximally disjoint mul-
tiple paths. They want to construct maximally dis-
joint routes to prevent certain nodes from being con-
gested, and to utilize the available network resources
efficiently. Their approach has a disadvantage of trans-
mitting more RREQ(Route Request} packets, but it
enables us to discover maximally disjoint routes.

Nasipuri, Castafieda and Das [14] also develop a
multi-path extension to DSR. They first consider the
situation where the destination replies to a selected set
of queries, Note that many copies of the flooded query
message arrive at the destination via different routes.
The queries that are replied to are those that carry a
source route that is link-wise disjoint from the primary
source route.

Wu and Harms [20] declare there are three criteria:
node-disjoint, small length difference, small correlation
factor between any two of the multiple paths. They
define a metric, correlation factor to describe the inter-
ference of traffic between two node-disjoint paths. The
correlation factor of two node-disjoint paths is defined
as the number of the links connecting the two paths.
Their on-demand mulsi-path calculation method based
on the heuristic redirection of RREP packets.

Tsirigos and Haas [19] propose a more complicated
routing protocol combining with diversity coding. They
also split the information among the multitude of paths,
such that it can guarantee the high successful probabil-
ity that the crucial part of the information is received
at the destination.

3 " Concepts of Information Dis-
persal Algorithm

Many researchers focused on the MAC-layer of ad-hoc
routing. Most of them use the previous routing schemes
for TCP/IP and so on{18]. Until the Rabin[16] pro-
posed amazing information dispersal algorithm(IDA).
Not only it can be applied to distributed computing
environment, but also other computer engineering ap-
plication.

Rabin’s work was subsequently simplified and
strengthened by Héstad, Leighton and Newman{8] and
Lyuu[13]. An earlier and similar approach to informa-

tion dispersal is described by Preparata[l5]. A good
references on fault tolerance in hypercube network can
be found in the paper of Aiello and Leighton][1].

Bestavros is the first scholar that apply IDA scheme
to implement VLSI and RAID-like application [4][3].
He also applied it to the communication with QoS
issue{3).

In this section, we show how the IDA works. Let [
be the original information we want to transmit. The
original information can be encoded as a 4-bits data
sequence. In order to disperse this sequence, we choose
a key, which contains contains n vectors, each of length
m. In fact these keys must subject to linear indepen-
dence property. Let D,,, be the matrix contains the
key. Dym is a mapping from an m-dimensional space
to an n-dimensional space.

To split the original information I, we use the trans-
formation D, to map each sequence of m elements
from I into a new sequence of n elements, such that,
for each m elements of I we send one element to each
of the n paths. Therefore, to split the information I we
will need to send % elements to each of the n paths.

For any integer s > 1, the finite field GF(2*) con-
sists of all s-bit binary strings. Each s-bit binary string
@ = agQy - - G- corresponds naturally to an (s — 1)-
degree polynomial a(x) = ap + a1z + --- + a;—125"L
Addition and multiplication operations of elements over
the field are computed by the same operation on the
corresponding polynomials, where modulo an 2° irre-
ducible polynomial{one that cannot be divided by any
polynomial of 2° —1 or lesser degree.) Every coefficients
are also evaluated modulo 2.

For example, if s = 4, then GF(2*) consists of the
following 16 elements:

(0000 0

0001 1
0010 T

0011 rz+1
0100 z?
0101 41
0110 2 4z
o] | #ta+d
1000 7 z3
1001 3 +1
1010 %t
1011 P4+l
1100 ¥+ 72
1101 3+ 41
1110 > +22 4z
[1111] (2% +2% 4z 41

Following examples show the coeflicients are evaluated
by modulo 2 and it also evaluated modulo by z*+z+1,
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the irreducible 4** polynomial.

447 @)+ (@t +x+1)
{(r+1) modz* +x+1

3

e

Let’s see another example, if s = 2 we choose z? +z+1
to be the irreducible polynomial of degree 2, then

T (@+1) (%) +z
(z® +z) mod % + z + 1

1

Hence, =% = z + 1 in this field.

3.1 The Disperse part of IDA
We define

O S
1 ¢ &3 >
D = O : :
N TR

to be the n X m matrix whose i, j entry is ¢! _1, where
the @} are distinct elements of GF(2¢).

Then we partition the original information B bits of P
into m subpackets P{, Py, .-+, P}, each with £ bits.
In polynomial forms is

for 1 £ ¢ < m, That is,
P
Py
1

3.2 The Reconstruct part of IDA

Given any collection of m of the subpackets P/, we can_

reconstruct original packet P as follows,
For any ¢1, %2, -, iy, we know that

P, 1 i, & L N

P 1 &y, @} or | P

P 1 ¢, ¢F ¢ 4 LPL,
Because any subset of m rows of D, is

invertible[16][4], so we can retrieve P'i;, Pis,
-+, P'i,, by solving the system of equations over
GF(2°), therefore obtaining the bits of the original
packet P,

N
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4 Highly  Reliable Routing
Framework(HRRF) for Ad-
Hoc network

Although the original IDA paper provide a scheme
to construct the highly reliable routing with multiple
paths. It does not consider the scenaric of ad-hoc
network, for example the path selection extension and
routing table maintenance. In the following section, we
would deal with those problems.

4.1 IDA-based Algorithm over Ad-Hoc

Communication

We extend some traditional ad-hoc routing protocols to
highly-reliable routing scheme by adding some mecha-
nism to which kind of the original protocol it belongs.

All mobile devices should establish the «, 3, m pa-
rameters according to the network topology variance, o
is the possibility that the devices handoff, 8 the possi-
bility that some paths are not totally disjoint and m is
the how many parts of information the network wants
to disperse. For example, we can image the m should
be related with the logarithm function of & and 3 indi-
vidually.

m= &~ (log(e™)) + 47" log(57"))]

Remark:This equation looks like the entropy function
of v and J. When the ¢ and 2 decrease exponentially,
m should grow up gradually (sub-exponentially).

Those two important parameters can be obtained in
any manners, for instance, we can directly use the his-
torical and statistical data of the ad-hoc network, or
use deducible algorithm to predict them.

Following is the framework of our algorithm. The
sender algorithm is illustrated in Algorithm 1.

Algorithm 1 Sender’s Algorithm Framework

1: Every mobile device perform keys exchanging pro-
tocol

2: while the packet buffer is empty do

3:  Load a packet from buffer

4:  Perform the dispersal part of the IDA algorithm
{split the original packet into n packets}

5. Perform m paths selection algorithm

6. Send m pieces packets along the n paths

7: end while

Remark: Since the sender and receiver should agree
to access the same m rows of the matrix Dp,,. A good
choice is the Diffie-Hellman algorithm(7]. There are



also many other approaches can deal with key-exchange
problem, we refer to the book[17).
The receiver algorithm is illustrated in Algorithm 2.

Algorithm 2 Receiver’s Algorithm Framework
i: Let & is the number of packets has received until
now

. while k¥ < m do

Receive packets

E=k+1

. end while

: Perform the Reconstruct part of the IDA algorithm
to retrieve the original packet from m packets.

4.2 Table-Driven Protocol(TDP)

The routing-table framework of sender algorithm is il-
lustrated in Algorithm 3.

Algorithm 3 Table Update Algorithm Framework for
TDP
1: Periodically Broadcast the routing request
2: Collect all response data from others nodes and
construct the routing-tables
3: Whenever update routing-table {the above two
steps should be according the original algorithms)
perform the decreasing insertion sort According to
«, 3 then stop the sorting till the first m elements
are sorted

Remark: We can apply our framework to any sort-
ing algorithm , but it could be more time-consuming for
instance O{n logn) ,where n is the total number of de-
vices of this network. Instead of using other full-sorting
algorithms, the alternative is bubble sort.

4.3 On-Demand Protocol{ODP)

The path selection extension algorithm for On-Demand
source-initiated algorithm is llustrated in Algorithm 4.

Algorithm 4 Path Selection Extension Algorithm for
ODP
1: Source broadcasts the routing request
2. Instead of choosing only one path ,records the first
m paths from the response

Remark: Although the algorithm choose the first m
path, it does not imply all of them are the shortest path
within all response from mid-hops and destination.

Remark: We only focus on the source-initiated algo-
rithin except the zone-based algorithm. We are extend-
ing our research to the zone-based algorithms like[10]

[9l.

5 Relationship between Some
parameters

In this section, we introduce the powerful tool Lovdsz
Local Lemma [2] in the powerful probabilistic method
that has found many applications in theoretical com-
puter science. Briefly, given a set of "bad” events in a
discrete probability space, the lemma provides a sim-
ple inequality which, when satisfied, guarantees that
with probability greater than zero, no bad events oc-
curs. The inequality relates the probability that each
bad event occurs with the dependence among them.
The lemma is nonconstructive, for a discrete probabil-
ity space, it shows only that there exists some elemen-
tary outcome that is not in any bad events.

An event A is mutually independent of a set S if
conditioning on whether or not some of the events in 8§
hold does not affect the probability of A. More formally,

for everyBy,...,B,.,C;.....C, €5

Pr(AB, A ... AB.ACLA ... AC,) = Pr{A)

Fact 5.1 (Lovdsz Local Lemma). Consider a set S
of (typically bad) events such that for each A € S

1) Pr(A)<p <1, and

2} A is mutually independent of a set of all but at most
k of the other events.

Ifa.-p-k <1 then with positive probability, none of the
events in 8 oceur.

Before proceeding, we need to introduce some nota-
tions. Let n be the number of parts into which the
IDA algorithmm wants to disperse the original informa-
tion, and m be the number among the n pieces which
suffice to reconstruct the original information, A Py is
the probability that some path i intersects with other
path 7, 1 £ 7 < n,j # i, Let P be the probability that
any path ¢, 1 <4 < n, fails to send some piece into the
destination.

We can determinate the m from %}* where B,, is
the required bandwidth for the client “and B, is the
amortized bandwidth of n servers.

Theorem 5.2. If the first part of the IDA’s algorithm
attempts to find the mutually independent n paths but
some path 1 intersects with other path j. Let the num-
ber of the intersecting paths be up to d. If the value
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of Py ranges from 1/4 to Kn_i‘ﬁi’ then by Lovdsz Local
Lemma, the IDA-based algorithm can find the m dis-
joint paths, each path can send dote with the bandwidth

Sw,

Preof. By definition, d is the number of possible depen-
dent paths. ', 1 < d < n. Furthermore, these m paths
that are satisfied with bandwidth %ﬂ by sending data
should not be intersected with other paths. Otherwise,
it is not capable to provide the required bandwidth for
client, therefore, 1 < d < n —m. Then we want to sat-
isfy the sufficient condition of the Lovidsz Local lemma,
4-Py-d <1. We can get

1
< Py

dn—m) ~ =

L

O

Before we begin to relate n with Py and Py, we intro-
duce the powerful inequality: Chernoff Bound(another
form) [6}.

Fact 5.3. The Chernoff Bound({Another Form)

Suppose that z,..., z, are the independent random

variables taking the values 1 and 0 with probabilities
[

p and 1-p, respectively, consider their sum X = ¥ z;.
=1
2

Then for all 0 < @ < 1, prob{X < (1 — 8)pn|< g=Fpn

(6}.

Theorem 5.4. If the IDA-based olgorithm intends to

route data packets to destination with high probability

by using at least m paths, the probability of link failure
1

ey LT

Py can be larger 1 — ——5

Proaf. Let y1,..., yn be the independent random vari-
ables for path i, 1 < i < n, indicating the values 1 as
good link and 0 as bad link with probability 1 — Py and

n
FPp. Then Y is their sum . ;. If we want to show

the data can route to the éliflbnt with high probability
by using at least m paths, that is, we should show the
good event that less than m paths are good link is ex-
ponentially small. By showing the case we mean here,
we must bound the bad event as

02p,.n
ProblY < m] < e,
_ that is, we satisfy the sufficient condition of
(1= P)-n(1-0) <m,

By the previous result, we can get the inequality

m<n—

4P’
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Finally, we can show the fo]lo;;ving

1 1
n—4p _ \~ 3w
—_ < d= ]
=P 1-6
[
Corollary 5.5. If
P e
m<n 17
then
1

> .
NS AP +6-0. Py

Proof. 1t is easy to derive by the intermediate formula
from the previous result, that is,

1 — L
Pp>1— 2R 5
F 2 = 20
After simpiifying it, we have the result
1

> .
"= PP +0-0.P;)
a

It is the first time in this field that showing the rela-
tion among Py and Py, n whiling appealing the multi-
path routing scheme to deal with the QoS issue in ad-
hoc networking. The role of @ is not important here,
because it is just the parameter for deciding how far we
want to bound the concentration range near the expec-
tation.

6 Conclusions

In this paper, we develop general frameworks of multi-
path routing scheme for ad-hoc networks. These frame-
works provide the high reliability of routing no matter
whether the mobile devices is roaming or not. They
can be easily applied to every ad-hoc routing protocol.
There are two categories of ad-hoc routing algorithm,
on-demand and table-driven. We choaose a routing pro-
tocol for each to demonstrate that it should be easily
applied to any other protocol. We also give the prob-
ability method to obtain the reliability of HRRF. The
probability that fail to transport packet to destination
is exponentially small, so it is very highly reliable than
other single-path routing protocols.
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