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Abstract. We propose a quorum system, which we referred to as the
surficial quorum system, for group mutual exclusion. The surficial quo-
rum system is geometrically evident and so is easy to construct. It also
has a nice structure based on which a truly distributed algorithm for
group mutual exclusion can be obtained, and processes’ loads can be
minimized. When used with Maekawa’s algorithm, the surficial quorum

system allows up to 1/% processes to access a resource simulta-

neously, where n is the total number of processes, and m is the total
number of groups. We also present two modifications of Maekawa’s al-
gorithm so that the number of processes that can access a resource at
a time is not limited to the structure of the underlying quorum system,
but to the number that the problem definition allows.

1 Introduction

Group mutual exclusion [16,20,4,13] is a generalization of mutual exclusion
that allows a resource to be shared by processes of the same group, but requires
processes of different groups to use the resource in a mutually exclusive style.
As an application of the problem, assume that data is stored in a CD jukebox
where only one disk can be loaded for access at a time. Then when a disk is
loaded, users that need data on this disk can concurrently access the disk, while
users that need a different disk have to wait until no one is using the currently
loaded disk. Group mutual exclusion differs from I-ezclusion [9] (which is also a
generalization of mutual exclusion that allows at most [ processes to be in the
critical section simultaneously) in that in the latter the conflict in accessing a
resource is due to the number of processes that attempt to access the resource,
while in the former the conflict is due to the “type” of processes (i.e., the group
they belong to).

Solutions for group mutual exclusion in shared memory models have been
proposed in [16,20,4,13]. Here we consider message passing networks. Two
message-passing solutions for group mutual exclusion have been proposed in [17].
Both are extensions of Ricart and Agrawala’s algorithm for mutual exclusion [31
Basically, they work as follows: a process wishing to enter a critical section (i.e.,
to use a shared resource) broadcasts a request to all processes in the system,
and enters the critical section when all processes have acknowledged its request.
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Since all processes are involved in determining whether a process can enter the
critical section, the algorithms cannot tolerate any single process failure.

In the literature, quorum systems have proven useful in coping with site
failures and network partitions for both mutual exclusion (e.g., [11,26,2,21,8,1,
30]), and l-exclusion (e.g., [19, 23,24, 28]). In general, a quorum system (called a
coterie [11]) consists of a set of quora, each of which is a set of processes. Quora
are used to guard the critical section. To enter the critical section, a process
must acquire a quorum; that is, to obtain permission from every member of the
quorum. Suppose that a quorum member gives permission to only one process at
a time. Then mutual exclusion can be guaranteed by requiring every two quora
in a coterie to intersect, and l-exclusion can be guaranteed by requiring any
collection of [ + 1 quora to contain at least two intersecting quora. A quorum
usually involves only a subset of the processes in the system. So even if processes
may fail or become unreachable due to network partitions, some process may still
be able to enter the critical section so long as not all quora are hit (a quorum is
hit if some of its members fails).

It is easy to see that coteries for [-exclusion cannot be used for group mutual
exclusion because two conflicting processes may then both enter the critical sec-
tion after obtaining permissions from members of two disjoint quora respectively.
On the other hand, coteries for mutual exclusion can be used for group mutual
exclusion, but it will result in a degenerate solution in which only one process
can be in the critical section at a time.

In this paper we present a quorum system, which we refer to as the surficial
quorum system, for group mutual exclusion. To our knowledge, this is the first
quorum system for group mutual exclusion to appear in the literature. The
surficial quorum system is geometrically evident and so is easy to construct. It
also has a nice structure based on which a truly distributed algorithm for group
mutual exclusion can be obtained, and processes’ loads can be minimized. When
used with Maekawa’s algorithm [26], the surficial quorum system allows up to

,/% processes to access a resource simultaneously, where n is the total

number of processes, and m is the total number of groups. In contrast, only one
process is allowed to access a resource at a time if an ordinary quorum system
is used.

We also present a modification of Maekawa’s algorithm so that the number
of processes that can access a resource at a time is not limited to the structure
of the underlying quorum system, but to the number that the problem definition
allows. Thus, the modified algorithm can also use ordinary quorum systems to
solve group mutual exclusion. Nevertheless, when used with our surficial quorum
system, the message complexity of the modified algorithm is still a factor of

O( m(fn”_l)) better than that used with an ordinary quorum system (of the

same quorum size). Another modification that trades offs synchronization delay
for message complexity is also presented in the paper.

The rest of the paper is organized as follows. Section 2 gives the problem
definition for group mutual exclusion. Section 3 presents the surficial quorum
system. Section 4 presents quorum-based algorithms for group mutual exclusion.
Conclusions and future work are offered in Section 5.

2 The Group Mutual Exclusion Problem

We consider a system of n asynchronous processes 1, ... ,n, each of which cycles
through the following three states, with NCS being the initial state:



— NCS: the process is outside CS (the Critical Section), and does not wish to
enter CS.

— trying: the process wishes to enter CS, but has not yet entered CS.
— (S: the process is in CS.

The processes belong to m groups 1, ... ,m. To make the problem more general,
we do not require groups to be disjoint. When a process may belong to more
than one group, the process must identify a unique group to which it belongs
when it wishes to enter CS. Since group membership is concerned only at the
time a process wishes to enter CS (and at the time the process is in CS), when
we say ‘process ¢ belongs to group j’, we implicitly assume that process 7 has
specified j as its group for entering CS.!

The problem is to design an algorithm for the system satisfying the following
requirements:

mutual exclusion: At any given time, no two processes of different groups are
in CS simultaneously.

lockout freedom: A process wishing to enter CS will eventually succeed.

Moreover, to avoid degenerate solutions and unnecessary synchronization, we
are looking for algorithms that can facilitate “concurrent entering”, meaning
that if a group g of processes wish to enter CS and no other group of processes
are interested in entering CS, then the processes in group g can concurrently
enter CS [16, 20, 13].

3 A Quorum System for Group Mutual Exclusion

In this section we present a quorum system for group mutual exclusion. Let
P = {1,...,n} be a set of nodes?, which belong to m groups. An m-group
quorum system S = (Cy,...,Cy,) over P consists of m sets, where each

C; C 2P is a set of subsets of P satisfying the following conditions:

intersection: V1 <i,5 <m,i # jVQ1 € C;,VQ2€ C;: Q1 N Q2 #0.
minimality: V1 <i<m,VQ1,Q2 € C;,Q1 # Q2 : Q1 Z Q-.

We call each C; a cartel, and each Q € C; a quorum.

Intuitively, S can be used to solve group mutual exclusion as follow: each
process ¢ of group j, when attempting to enter CS, must acquire permission
from every member in a quorum () € C;. Upon exiting CS, process 4 returns
the permission to the members of the quorum. Suppose a quorum member gives
permission to only one process at a time. Then, by the intersection property, no
two processes of different groups can be in CS simultaneously. The minimality
property is used rather to enhance efficiency. As is easy to see, if 1 C ()2, then
a process that can obtain permission from every member of ()2 can also obtain
permission from every member of Q.

Recall that a quorum system over P for mutual exclusion is a set C C 2F of
quora satisfying the following requirements:

! The problem is described in a more anthropomorphous setting as Congenial Talking
Philosophers in [16].

2 The terms processes and nodes will be used interchangeably throughout the paper.
For a distinguishing purpose, however, we use “nodes” specifically to denote quorum
members, and “processes” to denote group members.



intersection: VQ1,Q2 € C: Q1 N Q2 # 0.
minimality: VQ1,0Q2 € C,Q1 # Q2 : Q1 € Q-.

To distinguish quorum systems for mutual exclusion from group quorum systems,
we refer to the former as ordinary quorum systems.

An ordinary quorum system C' can be used as an m-group quorum system
by a straightforward transformation T,,:

T, (0) = (C,...,0).

By the intersection property of C, all quora in a cartel of T,,(C) are pairwise
intersected. Note that, in general, quora in the same cartel of a group quorum
system need not intersect.

We define the degree of a cartel C, denoted as deg(C), to be the maximum
number of pairwise disjoint quora in C. The degree of a group quorum system S,
denoted as deg(S), is the minimum deg(C) among the cartels C' in S. Clearly,
if a node gives out its permission to at most one process at a time, then the
number of processes (of the same group) that can be in CS simultaneously is
limited to deg(C), where C' is the cartel associated with the group. Moreover, a
group quorum system of degree k immediately implies that every cartel contains
at least an unhit quorum even if k—1 processes have failed. So high degree group
quorum systems also provide a better protection against faults.

In the following we present an m-group quorum system S, = (Cy,... ,Cp)

with degree 4/ % In addition, the quora in the system satisfy the following

four extra conditions:

L V1<i,j<m:|C|=|Cj.

2.V1<i,j <m,VQ1 € Ci,VQ2 € C; : |Q1] = |Q2]-

3. Vp,ge P: |np| = |nq|, where n, is the multiset {@Q |31 <i <m: Q € C;
and p € Q}, and similar for n,. In other words, |np| is the number of quora
involving p.

4. ¥1<i,j<m,i#jVQ1 €Ci,VQ2€C;:|Q1NQa| =1

Intuitively, the first condition ensures that each group has an equal chance in
competing CS. The second condition ensures that the number of messages needed
per entry to CS is independent of the quorum a process chooses. The third
condition means that each node shares the same responsibility in the system. As
argued by Maekawa [26], these three conditions are desirable for an algorithm to
be truly distributed. The last condition simply minimizes the number of nodes
that must be common to any two quora of different cartels, thereby reducing the
size of a quorum.

Before presenting the detailed construction of S,,, we first provide some
intuitions. It is easy to see that a l-group quorum system S; satisfying the
above conditions can be obtained as follows:

S, = ({{P}|P€ P})

The quorum system can be viewed as a line consisting of n nodes, each of which
corresponds to a process in P, where n = |P|. Each quorum then consists of
exactly one node on the line, and the collection of the quora constitutes the
only cartel in the system. See Figure 1, top. By extending this line to a two-
dimensional plane, we can obtain a 2-group quorum system S, = (C1, C5), where



each quorum in C; corresponds to the set of nodes in each row, while each quo-
rum in Cy corresponds to the set of nodes in each column. By taking one step
further, we can construct a 3-group quorum system S; = (C1, Cs, C3) by arrang-
ing nodes on the surface of a cube. Notice that a cube can be “wrapped up” by
lines (strings) along three different dimensions. Lines along the same dimension
are parallel to each other, while any two lines along different dimensions must
intersect at two points. If we arrange the nodes on only three sides of the cube
as shown in Figure 1, then every two lines along different dimensions intersect
at exactly one point.

We can unfold the three sides of the cube on the plane as shown on the left
of Figure 2. Each quorum in C; then corresponds to a vertical line across the
first (the right most) column of squares. Each quorum in Cs corresponds to a
horizontal line across the top square, and a vertical line across the left square on
the bottom. Finally, each quorum in C3 corresponds to a horizontal line across
the two squares on the bottom.

By appending another three squares to the bottom of the above pile of squares
and extending the lines to these extra squares, we can construct S, as shown on
the right of Figure 2. Each quorum in C} corresponds to a vertical line across
the first column of squares. Each quorum in Cy corresponds to a horizontal line
across the square on the first level (starting from the top), and then a vertical
line across the second column of squares. Each quorum in C3 corresponds to a
horizontal line across the squares on the second level, and then a vertical line
across the third column of squares. Finally, each quorum in C4 corresponds to
a horizontal line across the squares on the third level. Notice that on the right
staircase of Figure 2, the first level of squares constitutes S», and the first two
levels of squares constitutes Ss.

This procedure can be extended to S,,. In general, each C; in S,, needs
m — 1 squares, each of which is to be shared with one of the other m — 1 cartels
so that the corresponding lines of the two cartels intersect at exactly one node
on the square. Overall, there are m(m —1)/2 squares. Let k be the width of each
square (i.e., the number of quora in each cartel). Then each square consists of k2
nodes. So the total number of nodes on the m(m —1)/2 squares is k>m(m—1)/2.
A simple way to map nodes on the squares to the processes in P is to let each

node correspond to a unique process. In this case k*m(m — 1)/2 = n, where
n = |P|. So

2
k= b m>1
m(m — 1)
So the quorum size is
(m—1)-k= 2n(m —1)
m
and each cartel consists of m(fn’il) quora.

In the following we present the “staircase” construction of the surficial quo-
rum system.

Inputs. P C N, n,m € N, where n = |P)|.
Outputs. An m-group quorum system S,, = (Cy,...,Cy,) over P.

Assumption. m > 1 and ,/—2"%— = k for some integer k.

m(m—-1) —
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Fig. 1. A surficial quorum systems.

Fig. 2. The unfolded surficial quorum system for S3 (left), and S (right).

1. Partition P into W subsets, each of which consists of k2 nodes. Let P%J
denote these subsets, 1 <i<m—1,i<j<m—1.
For each P/, let p&/ denote the nodes in the set, where 1 < r,s < k. (See
Figure 3.)

2. For each cartel C; in S, denote the quora in the cartel by Q; ;, 1 < i < m,
1 < j <k. Then, Q;; is defined by

Qij = {piit1<s<i—11<r<k} | {p2]i<s<m-1,1<r<k}

Note that when i = 1, the first set in the formula is empty, and when i = m,
the second part is empty.

Remarks

Some comments on the surficial quorum system are given in order. First, the
degree of S, is 4/ m(;"_l). In terms of degree, the construction is not optimal,

as we can construct an m-group quorum system with degree y/n [18]. It can
be seen that /n is the upper bound as no m-group quorum system over a set
of n nodes can have degree greater than /n for any m > 1. (This is because
every quorum in an m-group quorum system of degree k must contain at least k
elements. So every cartel must involve at least k-k < n different nodes.) However,
to reach such degree, n must be equal to some p*¢, where p is a prime and c is
a positive integer. Besides, the construction is difficult to visualize as it works
on an affine plane of order p°. In contrast, the surficial quorum system is easy
to visualize and so is easy to construct. Moreover, the surficial quorum system
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Fig. 3. Arrangement of nodes in S,,. On the left is the indices (superscripts) of squares,
and on the right is the indices (subscripts) of nodes in each square.

minimizes processes’ loads by letting every node be included in at most two
quora. Under this condition, the maximum degree an m-group quorum system

can achieve is ,/ %, which is exactly what S,,, has achieved.?

Second, in the construction we have chosen the mapping between nodes and
processes to be one-to-one. The advantage of this mapping is that it is simple
and geometrically evident. The quorum size may be reduced (and therefore the
increase of deg(S,,,)) by choosing a more sophisticated mapping to allow nodes to
map to the same process. For example, the mapping shown in Figure 4 for m = 4
and n = 9 results in a 4-group quorum system that is optimal in degree (i.e.,
with maximum possible degree).* However, finding a mapping that optimizes
the degree for arbitrary n and m is considerably more difficult and remains a
challenging future work.

Third, any nonempty mapping ¢ from the nodes to the processes results in an
m-group quorum system, although it may not satisfy the four extra conditions
discussed at the beginning of this section. For example, the mapping ¢(p;%) = ¢
for any fixed ¢ € P,1 <i<m-1,i < j<m-11<rs < k results
in a singleton-based m-group quorum system. Moreover, assume instead that
k = \/n. Let the processes be arranged as a grid so that P = {¢, ;|1 <r,s < k}.

3 To see this, ]Qt € = (C1,...,Cn) be a group quorum system of degree k over an
n-set. Let P;’] be the intersection of the rth quorum in C; and the sth quorum in

Cj, i # j. By definition, Pf;g # (). Since every node is included in at most two quora,
PHiN Pf,:z, =0 if {i,5} # {¢',5'} (ie., the two unordered pairs are not equal) or
(r,s) # (r',s') (i-e., the two ordered pairs are not equal). Given that 1 <i#j <m

and that each cartel contains at least k quora, there are (’;) unordered pairs of i, 7,

and for each of them, at least k” ordered pairs of (r,s) that can constitute a P/J.
So |UM,T,S P,f§| > (’;”)ls:2 Since (7;’)k2 <n, we have k < 2n

m(m—1)"

i

Alternatively, the quorum system can be visualized as follows: take any one of the six
squares. Then, any vertical line of three nodes constitutes a quorum, and the three
vertical lines on the square constitute a cartel. Similarly, the three horizontal lines
constitute a second cartel. The other two cartels correspond to the three “rounded”
lines with slope 1 and —1, respectively. For example, the three “rounded” lines with
slope 1 on the top square are: {3, 6,9}, {5, 2,8}, and {7,4,1}.
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Fig. 4. A mapping between processes and nodes and the resulting 4-group quorum
system.

Then the mapping ¢(pl.}) = grs results in a quorum system € = (Cj, ..., Cm)
such that each quorum in C corresponds to a column in the grid, each quorum
in C), corresponds to a row in the grid, and each quorum in every other cartel C;
corresponds to a row and a column.? By experimenting different mappings and
by adjusting the dimension of the squares (i.e., by replacing the squares with
rectangles), we can fine-tune the quorum system to fit into different applications
in which the demand of the shared resource by different groups of processes is
off-balanced.

Finally, it is easy to see that S,, is in general “dominated.” Dominance
between group quorum systems is defined as follows [18]:

Definition 1. Let € = (C1,...,Cy) and ® = (Dy,...,Dy,) be two m-group
quorum systems over P. Then € dominates ® if

1. T#®D,
2.VQeD;,1<i<m,AReC; : RCQ.

® is nondominated if there is no € such that € dominates ®.

To illustrate dominance, the group quorum system € = ({{1,2},{3,4}}, {{1, 3},
{2,4}}) over P = {1,2,3,4} is dominated by ® = ({{1,2}, {3,4},{1,4},{2,3}},
{{1,3},{2,4}}). By a simple enumeration, it can be seen than ® is nondomi-
nated.

Intuitively, a group quorum system C' dominates D if whenever a quorum of
a cartel in D can survive some failures, then some quorum in the corresponding
cartel of C can certainly survive as well. Thus, C' is said to be superior to D
because C' provides more protection against failures.

“Fully distributedness” and “nondominance” appear to be two conflicting
notions, as for example, the “fully distributed” ordinary quorum system pro-
posed by Maekawa [26] is also dominated [10,29]. However, the construction of
S, = (C1,...,Cp) is such that every quorum ) in the cartels is a minimal set
that intersects every other quorum in a different cartel. As proved in [18], this
property implies that S, can be extended to a nondominated group quorum
system U = (Dy,...,D,,) such that C; C D; for all 1 <4 < m. In other words,

5 Note that because in the construction a horizontal line of nodes is “connected” by
a unique vertical line of nodes, not any union of a row and a column in the grid
represents a quorum in C;. However, by relaxing the “connection” condition, we can
obtain a C; that is composed of any union of a row and a column in the grid. Note
further that C; and C,, have degree y/n, while the other cartels have degree 1.



we can build upon S,,, a nondominated group quorum system U such that U
“contains” S,,,. An important meaning of this “containing” relation is that: S,,
can be used to realize a truly distributed algorithm when failures do not occur,
while U can be used to “backup” S,, when failures do occur to increase fault
tolerance.

4 Quorum-Based Algorithms for Group Mutual
Exclusion

In this section we present two algorithms that use quorum systems to solve group
mutual exclusion. The network is assumed to be complete and the communica-
tion channel between each pair of processes is reliable and FIFO. We begin with
Maekawa’s algorithm [26]. Then we discuss some variations involving trade-offs
between concurrency and message complexity, and between concurrency and
synchronization delay.

4.1 The Basic Framework

Most quorum-based algorithms for mutual exclusion are based on Maekawa’s
algorithm [26], which works as follows:

1. A process ¢ wishing to enter CS sends a request message to each member of
a quorum @), and enters CS only after it has received a permission message
from every member of Q.

Upon leaving CS, a process sends a release message to every member of @)
to release its permission.

2. A node gives away one permission at a time. So upon receipt of a request by

i, a node j checks if it has given away its permission.

(a) If j has given a permission message to another process k, and has not yet
received a release message from k, then some arbitration mechanism is
used to determine whether to let ¢ wait, or to let ¢ preempt k’s possession
of the permission.

(b) Otherwise, j sends a permission message to i.

In general, request messages by process ¢ to the members of () are sent
simultaneously so as to minimize the synchronization delay, which is the delay
from the time a process invokes a mutual exclusion request until the time it
enters CS. The delay is measured in terms of message transmission time. It is
clear that the minimum synchronization delay is 2 if request messages are sent
simultaneously. However, due to the asynchrony of the system, a process may
hold a permission while waiting for another process to release a permission. This
in turn may incur a deadlock.

Maekawa’s algorithm handles deadlocks by requiring low-priority processes to
yield permissions to high-priority processes. Priorities are usually implemented
by Lamport’s logical timestamps [25]. The smaller the timestamp of a request,
the higher the priority of the request. Specifically, if a node i receives a request
by j after giving a permission to k and j’s priority is higher than k’s, then 7 issues
an inquiry message to k. Process k then releases its permission to 4 (by sending a
release message) if it determines that it cannot successfully acquire permissions
from all members of the quorum it chooses. After receiving the release message,
node i gives its permission to j by sending j a grant message. When j exits CS
and releases i’s permission, ¢ then returns the permission to k¥ (presumably no



other process with a priority higher than k’s is also waiting for i’s permission).
So Maekawa’s algorithm needs 3¢ to 6¢ messages per entry to CS, where c is the
(maximum) size of a quorum.

Maekawa’s algorithm works straightforwardly for group mutual exclusion:
Let € = (C4,..., Cin) be an m-group quorum system over P. A process i € P
that wishes to enter CS as a member of group j chooses a quorum from the cartel
C}, and enters CS only when it has obtained a permission from every member of
the quorum. By the mutual exclusion property of € and by the conflict resolution
scheme used in the algorithms, mutual exclusion and lockout freedom are easily
guaranteed.

4.2 A Tradeoff Between Concurrency and Message Complexity

In Maekawa’s algorithm, since a node gives permission to only one process at
a time, the maximum number of processes of a group that can be in CS si-
multaneously is limited to the degree of the cartel associated with the group.
So no concurrency is offered using group quorum systems T,,(C) derived from
ordinary quorum systems C' (which have degree one).

For group quorum systems with degree greater than one, they may still not
be able to offer a satisfactory degree of concurrency. This is because the size of a

group can be greater than /| P|. However, as discussed in Section 3, no m-group

quorum system over P can have degree more than /|P|, unless m = 1.

To overcome this, we modify Maekawa’s algorithm so that a node can give
permission to more than one process. So even if quora in the same cartel may
intersect, two or more processes may still enter CS simultaneously. The rule for
a node k to determine whether to grant i’s request for permission is as follows:

k grants i’s request so long as there is no conflict—i.e., no other process
of a different group is also requesting/possessing k’s permission. Other-
wise, conflicts are resolved as follows: a process i of group g yields k’s
permission to another process j of group h if j has priority higher than
all processes of group g that currently request/possess j’s permissions.

Note that because of the rule, requests are not processed strictly in First-Come-
First-Served (FCFS) order. In particular, a node k£ may grant i’s request even if
some other j of a different group is already waiting for k’s permission (regardless
of whether j’s priority is higher than ¢ or not.) The reason for this is to increase
system performance. We shall explain this in more detail in the following section.

We refer to the algorithm as Maekawa_M. Because the algorithm is fairly easy
to design, we omit the detailed code of the algorithm in this extended abstract.

4.3 A Tradeoff Between Concurrency and Synchronization Delay

In the above algorithm, after a node i has given permission to k processes, i
may have to withdraw its permission if it receives a higher priority request from
a different group. Withdrawing a permission from a process results in three
messages: an inquiry message, a relinquish message, and eventually the return
of the permission to the process. So in the worst case, a request to ¢ may generate
3k messages. So the maximum number of messages per entry to CS is 3¢+ 3c-r,
where ¢ is the quorum size, and r is the maximum number of permissions a node
may give away at a time. To facilitate a maximum concurrency while minimizing
message complexity, for each cartel C, r should be limited to s/deg(C), where
s is the size of the group that uses C. In this case, an entry to CS requires at



A1 *[wish to enter CS as a member of group g —
A2 state := trying;

A3 randomly select a quorum @ from Cy;

A4 send REQUEST(4, g, Q) to first(Q);

B.1 Oreceive GRANT(j) —

B.2 state := CS§; [* acquires quorum @ */

C.1 Oexit CS —

C.2 state := NCS;

C.3 for j € Q do send RELEASE(3) to j;

C4

Variables:

— state: the state of process i.

— @Q: the quorum i selects. We assume the following three functions on quora:
o first(@): return the smallest id in Q.
e next(k,@): return the smallest id in @ that is greater than k.
o last(Q): return the largest id in Q.

— Cy: the cartel associated with group g.

Messages:

— REQUEST(,g,Q): a request by 7 to obtain the recipient’s permission to enter CS
as a member of group g. Q is the (id of the) quorum ¢ chooses.

— GRANT(j): a permission given by node j to the recipient. In particular, j is the
last node in Q.

— RELEASE(i): a message by 4 to release the recipient’s permission.

Fig. 5. Algorithm Maekawa._S executed by process i.

most 3¢ + 3¢ - s/deg(C). Given that s is determined by the problem definition,
the message complexity is roughly in proportion to ¢/deg(C). So the higher the
degree of the underlying group quorum system, the lower the message complexity.

If message complexity needs to be bounded in O(c), deadlocks must be re-
solved in a different way. A well-known technique in resource allocation is to let
each process request permissions from quorum members in some fixed order [14],
say, with increasing node IDs. So if a process 7 is waiting for j’s permission, then
every permission 4 holds must be from some f such that f < j. Moreover, every
process k that currently holds j’s permission has either obtained permissions
from all members of its quorum, or is waiting for a permission from some h such
that A > j. So deadlocks are not possible because there is no circular waiting.

Note that the above deadlock free argument does not depend on how many
permissions a node may give out at a time. That is, a node can still give out
multiple permissions. The number of messages required per entry to CS is 3c,
and the minimum synchronization delay is 2¢. The message complexity and the
minimum synchronization delay can be reduced further to 2¢ + 1 and ¢ + 1,
respectively, by letting quorum members circulate request messages. The com-
plete code of the algorithm is given in Figures 5 and 6. We refer to the algorithm
as Maekawa_S. For ease of understanding, the algorithm is presented as two
CSP-like repetitive commands consisting of guarded commands [15]: Figure 5
describes the behavior of a process that acts as a group member, and Figure 6
describes the behavior of a node that acts as a quorum member. If one wishes,
the two repetitive commands can be combined into a single one.



D.1 *[ receive REQUEST(3,g,Q) —

D.2 if grant_ps = 0 \/ (g = current_group \ reference # L \ i € grant_ps) then |
/* grant the request */

D.3 if j = last(Q) then send GRANT(j) to i;

D.4 else send REQUEST(4, g, Q) to next(j, Q);

D5 if grant_ps = () then |

D.6 current_group = g;

D.7 reference := 1; |

D.8 grant_ps := grant_ps + {z}, ]

D.9 else if i € grant_ps /* i’s request arrives before its previous release message */

D.10 early_requests := early_requests + {(z, g, Q)},

D.11 else request_ps := request_ps + {{i,9,Q)}; ]
E.1 Oreceive RELEASE(i) —

E.2 grant_ps := grant_ps — {i};

E.3 if reference = i then

E.4 if grant_ps # 0 A request_ps = §) then /* choose a new reference */
E.5 reference := k for some arbitrary k € grant_ps;

E.6 else reference := 1;

E.7 if grant_ps = 0 \ request_ps # 0 then |
/* grant the earliest request in the queue, as well as the requests from
the same group of processes */

E.8 (k, h, R) := first(request_ps);

E.9 reference 1= k;

E.10 current_group := h;

E.11 for (K',h/, R') € request_ps, h =1, do |

E.12 if j = last(Q) then send GRANT(j) to k';

E.13 else send REQUEST(X',h’, R') to nezt(j, R');
E.14 request_ps := request_ps — {{k', ', R') };

E.15 grant_ps = grant_ps + {k'}; ]

E.16 if (4,9, S) € early_-requests for some g and S, then |
/* process ¢’s early request */

B.17 send REQUEST(i, g, ) to j;

E.18 early_requests := early_requests — {(i,g,S)}; |
E.19 |

Variables:

— request_ps: queue of requests received by j. The requests are represented as tuples
(i,9,Q), where 7 is the requester, g is the group of the requester, and @Q is the
quorum 4 chooses. The queue is initialized to §). Requests in the queue are ordered
by the time they are inserted into the queue. Function first(request_ps) returns
the earliest request in the queue.

— early_requests: queue of “early” requests received by j. A request (7, g, Q) is said
“early” and is temporarily stored in early_requests if i has released j’s permission
before it issued the request, but the request arrives at j before the release message.

— grant_ps: set of processes to which j has given a permission. It is initialized to 0.

— current_group: the group of the processes to which j has given permissions. It is
initialized to L.

— reference: a reference process used to determine whether subsequent processes of
current_group can enter CS.

Fig. 6. Algorithm Maekawa_S executed by node j.



Although we have assumed FIFO communication channels, in the algorithm
a node j may receive a process i’s request before it receives i’s release message
for ¢’s previous request (lines D.9-10). This occurs because request messages hop
through quorum members. So when ¢ issues a release message msg, to j and then
issues a new request msg,, msg, may arrive at j (indirectly through members
of a different quorum) before msg; does. To simplify the algorithm, j defers the
process of msg, until it has received msg; (lines E.16-18).

Like Maekawa M, requests are not processed strictly in FCFS order. Instead,
when a node j receives a request from a process ¢ of group g, if 7 has no out-
standing permission, then j sends i a permission and chooses i as a reference
(line D.7). A reference process is used such that subsequent requests from the
same group are also granted so long as the reference remains in CS. When a
reference process leaves CS, if no other process of a different group is waiting
for j’s permission, then a new reference is chosen from those processes that cur-
rently hold j’s permissions (lines E.3-6). Otherwise, the reference is reset to L,
meaning that the “door” to CS for the group is closed to yield the opportunity
to another group.

There are two reasons for choosing this “entry policy”. First, by the mutual
exclusion property, while some reference process i is in CS, no other group of
processes can be in CS. So maximal resource utilization can be achieved by
allowing more processes of the same group to share CS with i, regardless of
whether some other group of processes are waiting for CS or not. Furthermore,
because while i is in CS, some fast process may enter and exit CS any number of
times, the algorithm facilitates an unbounded degree of concurrency [16]. Note
that lockout freedom can still be guaranteed because a reference process will
eventually leave CS and close the “door” to CS for its group.

The other reason is to minimize the number of “context switches” [17]. (A
context switch occurs when the next entry to CS is by a different group of
process.) As analyzed in [17], in group mutual exclusion requests to CS cannot
be processed in a strictly FCFS order, or else the system could degenerate to
the case in which nearly only one process can be in CS at a time when m is
large. As can be seen, this phenomenon will also appear in both Maekawa M
and Maekawa_S. So in both algorithms we allow some late requests to “jump
over” existing requests to allow more processes to concurrently enter CS. Due
to the space limitation, more detailed performance analysis will be presented in
the full paper.

4.4 Correctness of the Algorithms

Maekawa’s algorithm has been well studied in [26,32,33,6,7]. It is easy to see
that the algorithm can be directly adapted to group mutual exclusion using group
quorum systems. For the two modified algorithms Maekawa M and Maekawa_S
we have presented, their correctness can also be easily seen. So to save space, we
will leave the formal analysis in the full paper.

5 Conclusions and Future Work

We have presented a quorum system, the surficial quorum system, for group
mutual exclusion. The surficial quorum system generalizes existing quorum sys-
tems for mutual exclusion in that quora for processes of the same group need
not intersect with one another. This generalization allows processes to acquire
quora simultaneously, and so allows them to enter critical section concurrently.
The surficial quorum system has a very simple geometrical structure, based on



which a truly distributed algorithm for group mutual exclusion can be obtained,
and based on which processes’ loads can be minimized.

The surficial quorum system has degree where n is the total num-

2n
m(m—1)°

ber of processes, and m is the total number of groups. So when used with
Maekawa’s algorithm, it allows a maximum of , /% processes to be in the

m
critical section simultaneously. The message complexity per entry to the critical

section is 6 -4/ w Furthermore, it can tolerate up to / m(fn"fl) — 1 process

failures. For comparison, the two message-passing algorithms RA1 and RA2 pre-
sented in [17] have message complexity 2n and 3n, respectively, and both allow
all group members to be in the critical section simultaneously. However, they
cannot tolerate any single process failure. In terms of minimum synchronization
delay, all three algorithms have the same measure—2.

As we have noted earlier, the degree of a group quorum system is bounded
by 1/n. So Maekawa’s algorithm must be generalized if group size is greater than
v/n and we wish to allow all group members to be in the critical section simulta-
neously. Two generalizations Maekawa_M and Maekawa_S were presented in the
paper. Both allow all group members to be in the critical section simultaneously,
regardless of the degree of the underlying quorum systems. Maekawa_M preserves
Maekawa’s minimum synchronization delay, but needs 3¢+ 3¢ s/d messages per
entry to the critical section (when a node gives away bounded number of per-
missions), where ¢ is the quorum size, s is the group size, and d is the degree
of the underlying group quorum system. So when used with the surficial quo-
rum system, the message complexity is O(n - min{m,n}). The other algorithm
Maekawa_S trades off minimum synchronization delay for message complexity. It
reduces the message complexity to 2¢+ 1, but needs a minimum synchronization
delay of ¢ + 1.

There is a considerable literature on quorum systems. Many structures have
been explored to construct ordinary quorum systems, including finite projec-
tive planes [26], weighted voting [12,11,3], grids [22,8,1], trees [2], wheels [27],
walls [30], and planar graphs [5]. The structure we used in the surficial quorum
system can be viewed as a “multidimensional” grid. For future work, it is in-
teresting to investigate how the other structures can be used for group quorum
systems.
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