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Abstract: - In 2002, Hwang et al. propose an asymmetric cryptosystem in which a large message is
broken into smaller plaintexts which are then encrypted efficiently. They claim that based on the
assumption of the intractability of the discrete logarithm problem, their cryptosystem is secure in
the sense that even knowing some pairs of plaintext-ciphertext does not allow an intruder to acquire
other plaintexts easily. This paper disproves this claim.
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1 Introduction

Asymmetric cryptosystems solve the key-
exchange problem associated with symmetric
cryptosystems. However, asymmetric cryptosys-
tems such as the RSA [6] and ElGamal cryp-
tosystems [2] are less efficient than symmetric
cryptosystems such as DES [3] and Rijndael [1].
When a large message is segmented into many
smaller plaintexts which are then encrypted indi-
vidually, the performance penalty is multiplied.

Segmentation is needed because the size of a
plaintext to be encrypted must be smaller than
the modulus of the cryptosystem to have any
hope of being uniquely decrypted.

In 2002, Hwang et al. propose an ElGamal-
like asymmetric cryptosystem that allows a large
message to be enciphered efficiently [4]. They
claim that based on the assumption of the in-
tractability of the discrete logarithm problem,
their cryptosystem is secure because even know-



ing some pairs of plaintext-ciphertext does not
allow an intruder to acquire other plaintexts eas-
ily. This paper shows that their claim does not
hold over several popular finite fields if the mes-
sage is long enough.

2 The Cryptosystem of Hwang
et al.

Assume the sender S wants to send a message M
to the receiver R. Their scheme works as follows.

1. Key generation: R picks a large prime p
and a primitive root ¢ modulo p. He also
chooses a random exponent a € Z, and
computes 8 = ¢g* mod p. R’s public key is
(g9,p,B) and the secret key is a.

2. Encryption: S breaks message M into
n plaintexts My, Ma, ..., M,, each |log, p]
bits long. Note 0 < M; < p. § then
chooses two random exponents r1 and 7o
with 1 < ry,72 < p — 1 and computes
R1, Ry, C1,Ch, ..., C, according as

Ry = ¢" mod p,

Ry = ¢ mod p,

Ci = M; - (6" @ (8)%) mod p.
Above, ™ and (BTQ)T are calculated in
modulo p, and @ is the bit exclusive-OR
operation. The whole encrypted message

is (R1, R2,C4,Cq,...,Cy). S sends it to R
through a public network.

3. Decryption: After receiving
(Rla R27 Cla CQ) ey Cn)a
‘R reconstructs the plaintexts M; as

M; = C; - (RY @ (R$)*) ™" mod p.

Above, R$ and (Rg)% are calculated in
modulo p.

3 Our Cryptanalysis

We will show that the cryptosystem of Hwang
et al. is insecure if (1) n exceeds the order of 2
modulo ¢ and (2) p is of the form 2°q+1, where ¢
is a large prime and e is a positive integer. Note
that the discrete logarithm problem over Z, is
generally regarded as difficult because p — 1 has
at least one large prime factor ¢ [7]. In the fol-
lowing we demonstrate that if an intruder knows
one pair of plaintext-ciphertext, he can acquire
certain other plaintexts.

Let the order of 2 modulo ¢ be d. An intruder
can solve for d using, e.g., the efficient Algorithm
4.79 of [5]. By definition, 2¢ — 1 = 0 (mod q).
Then 2¢(2% — 1) = 0 (mod 2°q). So 2¢+¢ = 2¢
(mod 2¢g). This implies that the period of the
sequence 2¢,2¢T1 2¢+2  modulo 2¢¢ is d.

Next we show that given a plaintext-
ciphertext pair (Metq,Cerq) where 0 < a <
n — e, the intruder can reconstruct all M.y;
where 0 < i < n—e and i = a (mod d). As
era - (67 @ (872)*7) mod p, the in-
truder can calculate

Ce+a =

(IBM b (ﬂm)Qe-&-a) = Ce—i—aMeq-la (Il’lOd p).

As 2¢F¢ = 2¢% (mod 2¢q), we have

(B @ (B> = (87 @ (672
=CeyaMt, (mod p).

Recall that Coyy = Meyi- (87 @ (672)%) mod p.
Hence, the intruder is able to decrypt C.4; as
Meti = Ceti(CeraM,) ™" mod p.

Note in particular that if p = 2¢+1 and if the
intruder knows (Ml, Cl>, (MQ, CQ), ceey (Md, Cd>,
then he is capable of finding all plaintexts M7,
My, ..., M,, thus the original message M.
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Conclusions

In this paper, we have shown that the cryptosys-
tem of Hwang et al. is insecure if the number
of plaintexts n exceeds the order of 2 modulo ¢
and the prime modulus p is chosen to be of the
form 2¢g, where e is a positive integer and q is
a prime. This implies that the security claim in
their paper does not hold in general.
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