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Abstract

The main goals of this project are to build the
security infrastructures of the networked education
system, to develop reliable bill management tools,
and to construct efficient electronic payment
protocols. The proposed bill management consists
of several components, such as digitized bills,
authentication tools, and accounts management.
Our payment systems will provide a set of different
payment protocols such that every user can choose a
way suitable for himself to pay, for example credit
card, IC ~card, or digital cash payment.
Furthermore, we will also develop anonymous
electronic payment techniques to protect the privacy
of payers. In this project, we will take secure and

high-performance security primitives, such as
efficient encryption, digital signatures, and blind
signatures, as the foundations to construct all the
functions we propose.

This project will support the necessary
components of billing, payment, and other security
mechanisms in this networked education system, and
we will provide a friendly method for integration with
other subprojects.  After the completion of the

proposed project, we will deliver a practical
networked education system, which can provide secure
and personalized services with secure and robust

billing management.



Keywords: Networked Education, Bill Management,

Electronic Payment, Electronic Cash, Network

Security, Internet.
=R 3 -]

o 7 4 5 4 B AT 64 B R R DA R e B4
88 B %R % EHIRK E B 4GRS
ARG EB T ETRE T AR - HaEra
BmR bR MR me T SN A P
TS B E MR RS R EFL RS
B E M o A i ey BB A EHE L R
£ P o] LAE B M EE T B b R B R RFS 0 BT
DGR E R ML BAMA RS A
T RN A S 2 R PTB BT R R o

EnEREAEHRR > AP LBEEIH
ZRBBRIBEF AN EFHERAE > L H
PR L CERE AT ROREMRT
Ko BB E T A EDHARGATIRT H R AT
& o HEAKARAGS LA —BELHNRE
TR B EEMAG CEEAEHTEHEMA LR EERK
e1E R E R P MR EEHUALL A BN -

A ENENEZARBER A Lz 22K
FIEHABEE —E2TEMSAEGRESE IR
B A ETRARNEREETE AR LSRINE
PG e TR BT IR E MR L
BB TFALRE ~ kiFmE R EME - B AR
Fdm o A EBEE AR RS K Hl
TAF HERICF EFFeEL  ETEF
EA P TTUARBAES G EEFE TS AR
BT E o sboh 0 B TIREBAGBERNE B
TRARGHZEF Kb BrIEBERAEHEBLE LY
TFA RSB EFA P F AN RERE RN
R RERE - A ERERATHEELZHEL S
BT AL s R mEx  BEARFEF
BRAT AARENE RERMBRAEGZLSAE-

q

40

= ERER

ATHIOPITHAR > KBRCEZRASKE
eyt R R 0 BRI T A G EAFEA
W UATHERERMEIZ > Ao hz

(—) @A a5 2k
AR HRn E— % RATHERiBE
bR [SEN - H Y Gk o R E

HI—FREHXE &4 RSA - DES - IDEA -
MDS $ % TR EHEME - B KAEREF
CRR— B HEBIRR RN RERES KT
WERABATHE T W @RI T AP
AR -

(=) A Kerberos % 3kait oyl & #13e k2244

KA E T 24 Kerberos 2 FA sk ah i & $13ebk
M R HE R BN E IR BRI BT
B A hEE BN E IR B HIRATE
HERH - A—F @ BRAKELRBFLHEZER
5 -

FAT T4 TR T Kerberos 5 a9 3z #1R]: 3
B TUAESRFMRE  FARLREY TR -

(2) & X eyst e p

IR R A R AR B BT E R
o B b Bt R AR T o EIFERF
TR REORILT B BWER BT A
R RARAT R EYE -

HMRES B BATCHERORE A% LR
HFEABENETRE ARG Bl A P 35S A
EFRW® A%, »FEF A& % #(Fair E-Cash
Systems) | =T 4 %] 2 & F 4+ 2k 4 #.(Divisible E-Cash
Systems) & %[1-3] « £ P T 5 H 2 EFHRALT
Ui EFEE BB @A & FE s
FER > Bl 100 T@BR6)EF & BT A5 M m—
18 50 7t sk w8 25 7Lk RN @ AR ETF &0 M
R TR EFHRAATURE T EHE
B 7R B3R o RAIA A = R AR B A S B3R
WRARHABEREZARTHEHZEFFRAS -



WM~ B R A

fiBE—FF > AMCEREREL A
REMBBTEMBE TR AREZIETERH IR
A RMH] > AT B ARAREFFNE LR
FIR A €3 I 1999 FHe ke Xt R H N
el o At RE —F 0 RMF LS
M ERACFHEGRAN T TARERAL T A
AHBRE RETIEAARABM A 0 I B IRAR
AR ARG ERPD AT LT S

HeFitEemss - HaftEadir ¥n
AAREREALETREBOBRTAZETEER
EHRAPREES RTLUGRERASEBERRS
W EATH AR ¥ o AT 5 BIBAT — 8 P A 5 R ey &
R ——RBaF:

&

>~

WEARE R
FAHHZN T AT AR AR IR B
WA M WRE  BMETE RS
BEFA ALY TR o MR T REE DR
B e TEAAERAMEME S EREHEE
R RE > TR A ST FEHER © AT
ARG TAF » BRI SMER R AR Bp R A
ERWERIY -
(=) & Kerberos & s st oy & $13etk 2244
Kerberos it 7~ % %1% 1A 2| JF ¥ 4% K Ao 52 % B
RHEF RLAEBANHMBEZERARERALR
893235 T » Kerberos 43l 215 & & %4 0 3055 o2
aELH R o M BRI B e B SR 22 A 0 B
pA Kerberbos 2 K a# » TR ARR MMM E > &
BEEAREEPTE ZORA
(2) & F X eyt % A3
BATGY B S A AR FIE 227
AFeR 5 AR @4k b e FHRE % 2
BNEAS > EARBEERZA AR REF
EHEAREEAFELMN B HARALERF D #
FAEFEE EE TR HERE RMRE TH
THRPEmSBAENETER 2% FMETUAKEHR

()

B A EMmEER 8 HEL2]) LA TUAFESREEN
P& BARSRAT R MR A A1 BT UEET B
ARFHHEBEETREOER S B A KR
M o
(W) Htb

RUEWEBAALZEMAMZTI LR E
R RMER HAITENMNH LR ERE > Ak
B T FRNE DRI LBRANDR S AT
MR BIRRRE R R - Ml & H Ltk
BT IRE 0 HAAET—F RIEBATES 0 AL
8 % = F A EREBUARIE R 5§ B AL E A B 84 H)
*

_‘a

[11 C. L. Lei, and C. 1. Fan, "Low Computation
Partially Blind Signatures for Electronic Cash,"
IEICE trans. On Fundamentals of Electronics,
Communications and Computer Sciences, Vol.
E81-A, No. 5, pp.818-824, 1998.

[2] C. I Fan, and C. L. Lei, "User Efficient Blind
Signatures, "IEE Electronics Letters, Vol. 34,
No.6, pp.544-546, 1998.

[3] C.I Fan,C.L.Lei, C. Y. Chang, and P. L. Yu,
"An Efficient Divisible Blind Signature
Scheme," Proceddings of the 8" Conference on
Information Security, pp. 215-224, 1998.

[4] C. L. Lei, W. S. Juang, and C. I. Fan,
"Anonymous Channel and Authentication in
Wireless Communication," Proceedings of
International Conference on Networking and
Multimedia, pp. 227-234, Kaohsung, 1996.

[5] C. I Fan, and C. L. Lei, “A Multi-Recastable
Ticket
Proceedings, ASTACRYPT 96, 1996.

[6] W. S. Juang and C. L. Lei, “Blind threshold

Scheme for Electronic Elections,”

signatures based on discrete logarithm,” Proc.

of Second Asian Computing Science

Conference on Programming, Concurrency and



[12]

Parallelism, Networking and Security, LNCS
1179, pp. 172-181, 1996.

W. S. Juang and C. L. Lei, "A collision free
secret ballot protocol for computerized general
elections, Computers & Security, Vol. 15, No. 4,
pp. 339-348, 1996.

W. S. Juang and C. L. Lei, "A secure and
practical electronic voting scheme for real
world IEICE Trans. On
Fundamentals, Vol. E80-A, No. 1, pp. 64-71,

environments,"

January, 1997.
Chin-Laung Lei, and

Pei-Ling Yu, “Provably Secure Blind Threshold

Wen-Sheng Juang,

Signature Based on Discrete Logarithm,”
Proceedings of NCS’99, 111,
pp198-205, 1999.

Volume

AES homepage: http://www.nist.gov/aes

R. Atkinson, "Security Architecture for the
Internet Protocol," RFC 1825, Naval Research
Laboratory, 1995.

S. M. Bellovin, "Security Problems in the
TCP/IP Protocol Suite,” ACM Computer
Communications Review, Vol. 19, No. 2, 1989.

M. Bellare, J. A. Garay, R. Hauser, A. Herzberg,
H. Krawczyk, M. Steiner, G. Tsudik, and M.
Waidner, “iKP — A Family of Secure Electronic
Payment Protocols,” Extended Abstract,
USENIX Workshop on Electronic Commerce.
July 11-12, 1995.

R. Braden, D. Clark, S. Crocker and C.
Internet

Huitema, the

Architecture,” RFC 1636, 1994.

“Security  in

B. Cox. “Maintaining Privacy in Electronic

Transactions,” Information Networking

Institute Technical Report TR 1994—8, Fall
1994.

B. Cox, J. D. Tygar, and Marvin Sirbu, “NetBill
and Transaction

Security Protocol,”

[17]

[18]

[19]

(20]

(21]

(22]

(23]

(24]

Proceedings of the First USENIX Workshop in
Electronic Commerce, pp. 77~88, 1995.

E. B. Hickman and T. Elgamal, “The SSL
Protocol, “ Internet Draft. June 1995.

R. Housley, W. Ford, W. Polk and D. Solo,
"Internet Public Key Infrastructure, X.509
Certificate and CRL Profile," RFC [tbd], 1997.
J. Toannidis and M. Blaze, "Architecture and
Implementation of Network-layer

Under Unix," Proceedings of the USENIX

Security

Security Symposium, Santa Clara, Internet
Draft, IP Encapsulating, November 1997.

G. Jennifer, B. Steiner, C. Neuman and J. 1.
Schiller, “Kerberos: An Authentication Service
for Open Network Systems,” USENIX Winter
Conference, pp. 191-202, February 1988.

Mastercard International and Visa International,
Transaction (SET)

Secure Electronic

Specification, June 1996, http://www.visa.com

or http://www.mastercard.com.

Mastercard International and Visa International,

“Business  Description.Draft  for  Public
comment,” Secure Electronic Transaction (SET)
Specification, Book1, February 23, 1996.

M. Sirbu and J. D. Tygar. “NetBill: an Internet
Commerce System Optimized for Network
Delivered Services,* IEEE Personal
Communications, pp. 34-39, August 1995.

J. D. Tygar.

the

“Atomicity in Electronic

Commerce,” 21" ACM Principles of

Distributed Computation, 1996.



