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Abstract

In this paper, we propose a group-oriented partially blind)threshold signature scheme based on the discrete logarithm problem. By the
scheme, anyout of n signers in a group can represent the group to sign partially blind threshold signatures, which can be used in anonymous
digital e-cash systems or secure voting schemes. By our proposed scheme, the growth of the bank’s database was successfully minimized an
the issue of e-coins is controlled by several authorities. Our proposed scheme can greatly simplify the voting processes when several elections
are to be held in a short period of time by embedding information about each election in a partially blind threshold signature. In our scheme,
the size of a partially blind threshold signature is the same as that of an individual partially blind signature and the signature verification
process is simplified by a group public key. The security of our scheme relies on the difficulty of computing discrete logafiéi98.
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1. Introduction

The concept of blind signature was introduced by Chaum [1]. It is an interactive protocol which involves two kinds of
participants, the signer and requesters. It allows a requester to obtain signatures on messages he provides to the signer withou
revealing these messages. A distinguishing property required by a typical blind signature scheme [1-5] is called the ‘unlink-
ability’, which ensures that requesters can prevent the signer from deriving the exact correspondence between the actual
signing process performed by the signer and the signature which is later made public. In a distributed environment, every
signed blind message can be regarded as a fixed amount of electronic money in secure electronic payment systems [1, 6—9], ol
as a ticket in applications such as secret voting schemes [10—12]. The security of the blind signature schemes proposed in [1, 4]
is based on the hardness of factorization [13] while the security of the schemes proposed in [2, 5] is based on the hardness of
computing discrete logarithm [14-16].

A relevant type of signhature scheme called group signatures was introduced in [17] and several improved solutions were
proposed in [18—20]. The schemes in [17-20] allow a group member to sign a message on the group’s behalf such that
everybody can verify the signature but no one can find out which group member signed it. However, in case of a later dispute, a
designated group manager can reveal the identity of the signer. These schemes can be generalized to allow defined subsets c
all group members to jointly sign a message on behalf of the group. Group signatures can be used by a corporation for
authenticating price lists or digital contracts. The customers need to know only a single group public key to verify signatures.
The anonymity in schemes [17-20] is between the signature and signers who signed it, while the anonymity in schemes [1-5]
is between the signature and the requester who provided the signed message.

Up to date, the on-line e-cash systems proposed in [1, 6] are quite efficient and practical. The aim of these systems was to
produce an electronic version of money which retains the same properties as paper cash. These systems involve customers, th
bank and the shops. In general, it is very hard to find a single entity which will be trusted by everyone else (such as the bank).
To cope with this dilemma, two group-oriented blind threshold signature schemes [21] were proposed in a distributed
environment, where several signers work together to sign a blind threshold e-coin. The schemes proposed in [R1] allow
out of n participants in a group cooperating to sign a blind threshold signature. These schemes can be directly applied to the
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secure e-cash systems [1, 6] for distributing the power of a single authority. The modified e-cash systems can be used in the re
world environments without a single trusted authority or with some absent/dishonest authorities. Another major problem in the
on-line e-cash systems proposed in Refs. [1, 6] is the unlimited growth of the bank’s database which keeps all used e-cashes fi
preventing double spending. To cope with this problem, the concept of partially blind signatures is introduced in Ref. [22].

In this paper, we propose a partially blind threshold signature scheme to address both the previous problems. In our schem
the size of a partially blind threshold signature is the same as that of an individual partially blind signature and the verification
process of a partially blind threshold signature is simplified by a group public key. The proposed scheme provides the messag
recovery capability [13, 23]. The security of our scheme relies on the difficulty of computing discrete logarithm and it is
computationally infeasible for signers to derive the exact correspondence between the message they actually sign and &
signers complete views of the execution of the signing process.

The paper is organized as follows. In Section 2, we present a generalized partially blind sighature scheme based on discre
logarithm, which will be used in our proposed partially blind threshold signature scheme. In Section 3, we present an efficient
partially blind threshold signature scheme. Then we discuss its correctness, security, performance and extensions in Section
In Section 5, we describe some applications of the scheme. Finally, a concluding remark is given in Section 6.

2. Partially blind signatures based on discrete logarithm

In this section, we propose a generalized partially blind signature scheme with message recovery. We first define the partis
blindness of a digital signature scheme as follows:

Definition 1. A partially blind signature scheme with message spdce {0, 1}* is a 7-tuple P = (¥, R, 9, Q, Y, &, I),
where

¥ is the signer of the scheme;

R is a set of requesters;

d is a poly-time algorithm that on input a random striggconstructs the signer’s secret key (sk) and its corresponding
public key (pk);

() is a poly-time algorithm that on input a message= M, a negotiated constapstand a random string, constructs a
partially blind messagen{, c),

Y is a poly-time algorithm that on input a partially blind messagg ¢) and the secret key (sk), constructs a blind signature
o’ on (M, ¢);

® is a poly-time algorithm that on input a blind signatureand the random string, extracts the signature for (m, c);

I'is a poly-time algorithm that on input a message-signature pajcj( o] and the public key (pk), outputs either yes or no,

such that, we have the following:

1. Atthe beginning of the signature generation, a requ&s&fR negotiates a constaatis the common information with the
signerV.

2. ¥ cannot embed any other extra information into the blind signatiire

3. A poly-time bounded € R cannot forge a signature with a different negotiated constant.

4. Under the same negotiated constarall signatures generated by the scheme are blind signatures.

In a typical signing process of a partially blind signature scheme, there are two kinds of participants, the signer and
requesters. The proposed scheme consists of two phases: (1) the signature generation phase; and (2) the signature verificat
phase. In the signature generation phase, a requester requests a partially blind signature from the signer and the signer issi
the partially blind signature to the requester. In the signature verification phase, anyone can use the public key to verify if a
partially blind signature is valid. For simplicity, the partially blind signature scheme is based on the Nyberg-Rueppel blind
signature scheme [2] with message recovery. All secure Meta-ElGamal blind signature schemes proposed in [2, 5] can be use
in our scheme.

Let mbe the blind message to be signbdandh, be two secure one-way hashing functions [24—p&ndq be two large
strong prime numbers [16] such thgtdivides @ — 1) and p be a generator oZ (i.e. gedp, p) = 1, p # 1).

Letg= p(p br 24,2 € Zy be the S|gners secret keys aggd=, gy, = =, g2 be the corresponding public keys. Let
@1(X) =¢ D1-0 dX and wy(X) = =q2i-0 mX, whered, € Z, andm € Z,, be two non-zero public polynomials with degrees
of at least 1. Letw(X, Y, C) =¢ @w1(h(C))X + @»(hy(c))y and be a public polynomial.
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2.1. The signature generation phase

When a requester requests a partially blind signature, he negotiates a comstdme common information with the signer.
At this time,y, =, g”@%9 =, gmMOaT MOz = @)y s the signer's public key that contains the constant
and the coresponding secret keya$z,, z,, ¢) =q @1(h;(C))z; + @»(hy(C))z. Then they perform the following steps.

1. The signer randomly chooses a numke&t Z, computes” =, g€ and sends to the requester.
2. After receivingf, the requester does the following.

1. (a) Choose two random numberss Z; andg € Zc’; computer =, md*f? andrh = B 1.
2. (b) Check if m# 0. If yes, sendn to the signer. Otherwise, go back to step (a).

3. Upon receivingh, the signer computes=, mw(z, 2, ) + k and send$ back to the requester.
4. After receiving sthe requester computes=, 88 + «. The partially blind signature ahis (r, s, c).

2.2. The signature verification phase

To verify the signaturer( s, ¢), one simply computeg, =, y7™@y72" andm =, g~Syir and checks ifn has some

redundancy information. thhas no proper redundancy, a secure one-way hashing fuidi2dr-26] can be applied ta. But
this approach can not provide the message recovery capability. To verify the partially blind signasuc® ¢n m without
redundancy, one must sentdalong with §, s, c) to the verifier.

2.3. Analysis

Let v={ck =, gk,m,szq Mmw(z;, 2, ¢) + k} denote the signer’'s complete view of an execution in the signature
generation phase andh] (r, s, ¢)] denote the message-signature pair generated in that execution. Theorem 1 ensures the
correctness and blindness of the scheme.

Theorem 1. The 3-tuple(, s, ¢) is a valid partially blind signature on messagédor the Nyberg-Rueppel signature scheme
and under the same negotiated constamur proposed scheme is a blind signature scheme.

Proof. The validity of the partially blind signature,(s, c) on the message can easily be established as follows.
9 Ver
=, g*(QBJrOl)(ylwl(hﬂc))y;'z(hz(c)))rmgﬂﬂrkﬁ

— — 2,,2,))+k)B+ 2,25,C +k
=pg (M(@(21,2,,0))+K)B Dl)gw(l 2 )mgﬂ B

— - ,2,0r—kpB— ,25,C +k
=50 @(21,2,0)r —KB agm(hzz )mgﬂ B

For proving the blindness of the scheme, we show that given anywegavd any valid message-signature pair (r, s, )],
there exists a unique pair of blinding facter@ndp. Since the requester chooses the blinding factoaad 3 randomly, the
blindness of the signature scheme follows.

Assume that the partially blind signaturre ¢ c) was generated by the signer with the view consisting kff =, gk, §=q
Mw(z;, 2,, ¢) + k andrm, then the following equations must hold ferand .

r =, mg'r? (1)
=, rgt 2

S=q 86+ a )
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Sincern € Z; andm # 0, by Egs. (2) and (3), the unique solution éoandp is:
B=qrm—1 )

a=qs— 6 5)
In the following, we show that the solution efandp in Egs. (4) and (5) also satisfies Eq. (1).

mgd*r?

=5 9 Verg“g?

=, rg P OgTEa Lo gagd

=p rg —(M@(z1,2,,¢)+k)B— agm(zl,zz,c)r gang

pl

O

Then we show that our proposed scheme satisfies the following two conditions: (1) the signer can not embed any othel
information into the partially blind signature to link this signing process with the message-signature pair published later; and
(2) a poly-time bounded requester can not forge a signature with a different negotiated constant. First, condition (1) is
discussed. Since the constaris negotiated between the requester and the signer at the beginning of the signature generation
phase, the partially blind signature can not pass the verification function if the signer adds any extra inforncafibeiin we
discuss how our scheme satisfies condition (2). Les,(c) be the partially blind signature on a messagandS; which is
generated by a generatgr=, PP, e Zy, be a cyclic subgroup of, with || = g. Lemma 2 ensures that given a
message-signature pam] (r, s, ¢)], to forge a partially blind signature (s, ¢;) on the messagm is equivalent to solve
the discrete logarithm problem in a subgroup. Lemma 3 ensures that given a message-signatur€rpajrc)], to forge a
partially blind signaturerg, s, ¢;) on the message and a partially blind signaturer(, s, c,) on the message? is also
equivalent to solve the discrete logarithm problem in a subgroup.

Let P1, P2 and P3 refer to the problems presented later and let O1, O2 and O3 be the oracles that solve these problems in t
same order as given.

(P1) Given a message-signature pai, [r, s, c)] and the corresponding public key, derive another partially blind
signature I, s;, ¢;) on the message.

(P2) Given a message-signature pai, [r, s, c)] and the corresponding public key, derive another partially blind
signaturery, s, ¢;) on te messagm and a partially blind signature , s, c;) on the message’

(P3) Given an input valu& € S, derive an integek such thaitG =, o

Lemma 2. The difficulty of solving problem P1 is equivalent to that of solving problem P3.

Proof. It is obvious that oracle O3 is polynomial-time transformable to an algorithm for P1.
Now, we show that oracle O1 is polynomial-time transformable to an algorithm for P3.
We define an algorithm A for solving P3 using O1 as following.

Algorithm A(G € §)

Step 1: randomly choosee Z[; ands € Z,

Step 2: randomly choose a constansuch thatw, (h(c)) # 0 andw@,(h(c)) # 0.
Step 3: computen =, r(G) " andy, =, (g°G™ )’ '

Step 4. query oracle O1 with inputn] (r, s, €), Y. Let (r, s;, ¢1) be the result.
Step 5: query oracle O1 with input[(r, s, ¢1), Y. Let (r, S, C;) be the result.
Step 6: solve the following three linear equations
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s=q @ (h(C)zr + @r(hy(0)zr + Kk (6)
S1 =q wi(hi(C))zr + @a(hp(c))zr + Kk (N
S =q wmi(hi(C))zr + @a(hy(cy)zr + k (8

and obtain %, 2, k)
Step 7: outpuk.

end.

If [m(r, s, ¢)] is a valid message-signature pair on the public gyt must satisfy Eqgs. (6) and (9).

r =, mg 9

The validity of th(g1 partially blind signaturer,(s, ¢) on the messagen can easily be established as follows.
9 Yr=,9 (@G Y )r=,9 ¢°G 'md=, m

The partially blind signaturesr(s;, ¢;) and ¢, S, ¢;) on the messagen are signed by the secret keys(z, 2, ¢,),
w(z;, 2, C)) and Egs. (7) and (8) must hold.

Sincew (X) andw, (X) are two public polynomiald), andh, are two public one-way hashing functiomsg,, ¢, 1, S, 5, and
S, are public values, the requester can solve linear Egs. (6) and (7) to get a satmnk).

Clearly, the algorithm A can be constructed from O1 in polynomial tifhe.

Lemma 3. The difficulty of solving problem P2 is equivalent to that of solving problem P3.

Proof. It is obvious that oracle O3 is polynomial-time transformable to an algorithm for P2.
Now, we show that oracle O2 is polynomial-time transformable to an algorithm for P3.
We define an algorithm A for solving P3 using O2 as following.

Algorithm A(G € §)

Step 1: randomly choose€ Z; ands € Z,

Step 2: randomly choose a constansuch thatw, (h(c)) # 0 andw@,(h(c)) # O.

Step 3: computen =, r(G) " andy, =, (g°G ™)' '

Step 4: query oracle O2 with input[ (r, s, ), Y. Let (r, S, ¢1) and €ir, s, ¢,) be the result.
Step 5: query oracle O2 with input[ (r1, S, €1), Yel. Let (ra, S, €3) and €115, S, ¢4) be the result.
Step 6: solve the following five linear equations

s=q w1 (©)zir + @y(hy(C)2r + K (10
s=q w1(h1(C)zyr1 + @r(hy(Cr))2r + Ky (11
s =q @ (M(C))zIr; + @o(hy(C)) 20y + (kg + K) (12
s =q w1(h1(C3)zr, + @r(hy(C3))2r, + ko (13
S =q @ (M(C)zr1ry + @r((Cy)Zr1ro + (kg + Ky) (14

and obtain &, z, k, ki, ko)
Step 7: output k
end.
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Without any valid message-signature pair, the hardness of faking a valid partially blind sigmgtsite{) on messagein
our scheme is similar to the Nyberg-Rueppel signature scheme since given the nmesgttgeedundancy and the valug
one has to derive the corresponding vauey solving Eq. (15). To solve this equation, one has to solve the discrete logarithm
problem in a subgroup.

m=, g 2yir 15

In order to verify the partially blind signature,§, ), a verifier has to compute the new public kgyrom all public values
Y, g, ¢. Itis difficult to compute the new public key from the public values, y( = ,g°) without first obtaining the secret key
when the new secret ke, containsz’, wheree € Zande = 2. The simple case thgt =, g° is a special case that each user
chooses the same secret keysendsY =, o° to each other and computes the common Kgy=, Y= g22 in the Diffle-
Hellman key-exchange protocol [27].

In our proposed partially blind signature scheme, the negotiated constantembedded into the new secret key
Z. = @(21, %, C) =¢ w1(i(C))z + @,(h,(C))2, which is the linear combination of two secret keysindz,. This realization
can prevent the requester from forging another negotiated constansending another blind messate= pEM, where is a
combination of all known values, to the signer in step 2 of the signature generation phase. Simply using a single saoret key
our partially blind signature scheme will allow the requester to forge another fake coridtgrstending another blind message
to the signer.

For example, lez, = @(z ¢) =, @(hy(c))z + w,(hy(c)) and the corresponding public keyis=, y™"@ g™ which
can be easily computed by anyone. For forging a fake partially blind signatised) instead of the partially blind signature
(r, s, ¢) on a messagm, the requester can send the blind message:

o = @he)

P @ (hy(0)

to the signer in step 2 of the signature generation phase. In step 4, the requester can derive the fake signatiiey(the
following equation:

, Py’
S =g tat r(wz(hz(cl)) - wy(he) 'meffcff)
h /
= (M (z2.0) + KB + o+ r(w2<h2(c’>> - (wﬂc))%)
— h ! h /
= A S (m(hl(c))z + (OB + KB + a + H(wth(e) - wZ<h<c>)m)

=q (@1 (hy(€)z + wp(hy(c)))) + kB +
=qr(w(zc) + kB + a
Now we have
vl
= gr<w(zd))+ﬁk+agm<zd)(fr)m96k+a =, m

With the information of the partially blind signature, an attacker is not capable of deriving the secret &agg, since it
needs to solve the equation=, g yir =, g~ 3(g™"?2* =@t To solve this equation, one has to solve the discrete
logarithm problem in a subgroup.

3. The partially blind threshold signature scheme

In this section, we propose a patrtially blind threshold signature scheme with message recovery. We first define the partia
blindness of a threshold signature scheme as follows:

Definition 2. A partially blind threshold signature scheme is a threshold signature scheme such that: (a) this scheme involves
n signers and a set of requesters; (b) at the beginning of the signature generation, a requester negotiates @asotistant
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common information with out of n signers; (c) the negotiated constarand the blind messaga provided by the requester

will be signed together by thesigner; (d) under the same negotiated constaitl threshold signatures generated by the
scheme are blind threshold signatures; (e) any signer cannot embed any other extra information into the threshold signature;
and (f) a poly-time bounded requester cannot forge a signature with a different negotiated constant.

In a typical signing process of a partially blind threshold signature schemes, there are two kinds of participants, the signers
and a requester. Before the requester can obtain a partially blind threshold signature from the signers, all the signers have to
cooperate to distribute their secret shadows to other signers in advance. Then the requester requests a partially blind thresholc
signature from the signers. The proposed scheme consists of three phases: (1) the shadow distribution phase; (2) the signatur
generation phase; and (3) the signature verification phase. The shadow distribution phase is performed only once among the
signers and then they can use their secret shadows to sign messages. In the signature generation phase, a requester request
partially blind threshold signature from the signers and the signers cooperate to issue the partially blind threshold signature to
the requester. In the signature verification phase, anyone can use the group public key to verify if a partially blind threshold
signature is valid.

Let U; be the identification of signér n be the number of signerspe the threshold value of the partially blind threshold
signature schemeybe the blind message to be signbdh, andh, be three secure one-way hashing functions [24—2&éhdq
be two large strong prime numbers such thativides  — 1) andp be a generator o, (i.e. gcdp,p) = 1, p # 1). Let
g =, p* V4. Letd be the secret key chosen b, In a distributed environmentJ; can publlsh the corresponding public key
e. Anyone can geg via some authentication service (e.g. the X.509 directory authentication service [28]). Using a secure
public key signature scheme [13—18}, can produce signatures (certificates) of messages by his own secidt Aeyone
can verify these signatures by the corresponding publicekeyet Certy (m) be the signature (certificate) on the message
produced byJ; andw; (X), @, (X) andw (X, Y, 2) be defined in Section 2.

3.1. The shadow distribution phase

Before a requester can request a partially blind threshold signature from the signers, all signers must cooperate to distribute
their secret shadows to other signers. In the shadow distribution phasd)eacks i = n, carnes out the foIIowmg steps

1. U; chooses two secret keys,, z, € Z; and two secret polynomial§ (x) = k_oa, kx fio(X) = p bI kx
such thatao=24.bo=2, and g; € Z;,; € Z;,1=j=t—1, computes¥;,; —pg Yik2 =p g'D'k and signa-
tures Certy, (h(¥j 1)), Certy (h(¥jx2)) and sends((Certy ("(¥jk1)), Certy (h(¥jx2)), 1If.,k,1, Yik2),0=k=t—-1) to
UJ,]_SJ = n,j # 1.

2. Upon receiving(CertUj(h(llfj,k,l)), Cer, (Y2, Vik1 Yik2)-1=j=n,j #i,0=k=1t— 1) fromall other signers,

U; verifies if all ((Ceryy, (h(¥; 1)), Certjj(h(ilfj’kvz)) are valid. If yes, he sends;, = fi 1(X), 5j2 =q fi2(X), wherex; is a
unique public number folJ;, and the two corresponding signatur€erty (h(5;; 1)), Certy (h(5,;,)) secretly to every
Uj,1=j=n,j #i. Otherwise, he publishes the invalid signatures and stops.

3. WhenU; receives allgj; 1, J,2, Cery, (h(8.1)), Certy, (h(§;i2)1 =) =n,j#i from other signers, he verifies if the
sharesajll, 8“2, rece|ved fromU is conS|stent with the certlfled valueg; ;, ¥, .0 =1 =t — 1, by checking whether
gt = H, (W )™ andg‘SJ'2 = H| W, |2)>‘ If it fails, U; broadcasts that an error was found, publishes
i1 J’,32,Certuj(h( i), CertUJ(h( i2) and the identification otJ; and then stops. Otherwisk), computes the S|gnature
Certy, (h(y)) on the group public key 21y, Yo = HP 1 01‘[’, o2 the public shadowsd,; ; = g Di2=p0 Biiz
and the signatureé:ertui(h(cbj,i,l)),Certui(h( o), 1 <J = n. He then sendgCerty, (h(Y)), (D1, D2 CertUl(h( i)
Certy, (0@ 2)), 1 =j = n)) to all other signers

4. Upon receiving all ((Cery(hy), 1=j=nj#i (P2, Djo Ceriy(h(P1), Ceryh(dyy2),
l=s=l=nl=j=n,j#i), U verifies if all ((CertUi(h(y)), l=j=nj#i), (CertUj(h(qﬁ,yjyl)), (CertU (D 2)),

1 =l=nl=<j=i,j#i) are vald. If yes, the shadow keys corresponding to the gro 2p secret key
qZ, 1(z1 + z)were securely and correctly distributed. The group public kes, ITL.y 1y > =p 97~ 131+32),

aII signers public keysy;1 =, ¥jo1.Yj2 =p ¥j02.-1=]=n, and all public shadowsp, ;, =, g™, & j, =, g‘s'JZ

1=I,j=n can then be published by each signer. Otherwisk, publishes the invalid signatures and stops.

3.2. The signature generation phase

Without loss of generality, we assume thaut of n signers ardJ;, 1 = i = t. When a requester requests a partially blind
threshold signature, he negotiates a constastthe common information with theigners. At this timey,; = g’“@’l’zﬂ"” =,
@(hy(0), m(hs(C))

Vi1 Yia is U’s public key that contains the negotiated constantand the correspondmg secret key is
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Zj = ©(2,1,2,,0) = m((C)a; + ma(hy(C)Zo. The group public key isye =p Iyye; =p Ly (y7 M@y % ™)
Then they perform the following steps during the signature generation phase.

1. EachU; randomly chooses a numbkre Z;, computes; =, gK and sends; to the requester.
2. After receiving allf;, 1 =i < t, the requester does the following:

(@) choose two random numbers Z; andg € Zq computer; =, g rﬁ r= mHi‘:lri andrm =, B 1r;
(b) check ifrh # 0. If yes, sendhto allU;,1 = i < t. Otherwise, go back to step (a).

3. Upon receivingh, eachU; computes:
n t _ n t _
§ =q m(m(zi,bzi,b o + @) > [fi00| 1 (ka) + ) > [fi00] 1 ( X ) + ki
=1 k=Lksi N KT X =71 k=Lke#i

and send§ back to the requester.
4. After receiving all§, the requester computgs=, $8 + « and checks if:

JA=sist.

(]'[L:Lk#i(%))Hm(m(cm N (]'[k 1#,()q = ))( ra(hy(0)
) ( ] (d)j,i,z))

j=t+1

g SYeili =p ( l_[ (D1

j=t+1
If § is not valid, he has to ask the corresponding signer to send it again. Otherwise, he ccsmpgsl 5. The partially
blind threshold signature ahis (r, s, c).

3.3. The signature verification phase

To verify the partially blind threshold signatune §, c), one simply computeg, =, IEL;ye; =, IFL,(y%7™@y% ™) and
m=, g (yo)'r and checks ifn has some redundancy informationnithas no proper redundancy, a secure one-way hashing
function h [24—26] can be applied tm. But this approach can not provide the message recovery capability. To verify the
partially blind threshold signature,(s, ¢) on m without redundancy, one must semhlong with §, s, ) to the verifier.

4. Discussion

We discuss the correctness, security, performance and extensions of our partially blind threshold signature scheme in thi
section.

4.1. Correctness

Let:

n t
v={ck.fi =, g m§ = m(w(a,l,a,z,c>+wl(h1<c>) > (f,-,l(xo( ] (X_
1 k: |

j=t+ =1,k#%i

n t e o
Xj:él (fj’Z(Xi)(k—l:lLi(Xi - Xk)))) Thl=i=1

denote the signers complete view of an execution in the signature generation phase(ang £)] denote the message-
signature pair generated in that execution. To prevent a signer from sending an invalid partial signature to the requester, th
partial signature must be checked in step 4 of the signature generation phase. The following Lemma ensures the correctness
partial signatures.

__X"Xk ))) + @y(hy(©)

Lemma 4. The partial signaturer( s, c) is valid if U; is honest.

Proof. By our scheme, we have:

g_s‘yiz,iri
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= g*(s B+a)gm(z‘>1,z‘>2,c)r gariﬁ

( (m<z1z2c>+wl<hl<c» > f 1<>q)(]'[k lk,é,()q Xk))JrWz(hz(C)) > f.z(Xq)(l_[k 1#.(& Xk)))ﬂq)

Ep g j=tr1 j=tr1 gw(zi.lvzi\zvc)rgkiﬁ

—X
- g( Mw@(Z1,2,2,.0— mm(hﬂc))}%lf,l(m(l"[k 1#,()(' xk)) mw(hﬂc))}%ﬁﬂx)(l‘h 1#,( =y )))Bg R

(m(hl(c» > fa) (1‘[k Lk ( e )>+W2(h2(0)) D fiax) (1‘[k L ( = )))(—mﬁ>

j=t+1 j=t+1
p9

_ ( lﬂl @, l))(l_[t“,k#i (ﬁ))—rwﬂhﬂc») ( ﬁ @, 2))(1_[L1‘k#i ( = ))(—rm(hz(c)))
p 1l sl

j=t+1 j=t+1

After the signature generation phase, the partially blind threshold signatures can be verified by the group public key in the

signature verification phase. Lemma 5 ensures the correctness of the scheme.

Lemmab. The 3-tuplef, s, ¢) is a valid partially blind threshold signature on messader the Nyberg—Rueppel signature
scheme.

Proof. The validity of the partially blind threshold signatume ¢, ¢) on the message can easily be established as follows.

9 el =p 9 g =

(Se+0) (iw-»h-z’@)f(mﬁn)
i=1

—i( (w(z1z2c>+ml<h1<c>> > (.m@(]‘[k 1k#l(m>))+wz(hz(c)) > (,z<x. (]‘[k Lk (X XQK))))M)B—M

Ep mg i=1 j=t+1 j=t+1

m(zlzzc)) (l_[g rﬁ)

~
N

t n n n
—MB(Y. B(31.22.0+ @ ((C) D Zatma(a©) D Z2 (Zm(z,l,z,z,o)r
p mg i=1 j=t+1 j=t+1 g i=1

n n
7"(2@(2.1@2’0)) (ZW(Z.LZ.Z,C))F
Ep mg i=1 g i=1

M
3
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4.2. Security analysis

Theorem 6. Under the same negotiated constenvur proposed scheme is a blind threshold signature scheme.

Proof. For proving the blindness of the protocol, we show that given any uwieand a valid message-signature pair
[m, (r, s, ¢)], there exists a unique pair of blinding factatsand 8. Since the requester chooses the blinding factoesd
B randomly, the blindness of the signature scheme follows.

Without loss of generality, assume that the partially blind signatuse€) was generated hysignerdJ;, 1 < i < t, with the
view v consisting of:

C, ki’ ri Ep gk|,

n t —Xi n t —X
=, M| @(z 1.7 ,.0) + @y(h > [f00] T] + @y(h > (f00[ T + ki,
§ =q (W(Z',l Z5,C) + wy( 1(0))j_t+1( J’l(xo(k—l,k#i( X — Xk) @( 2(C))J:Hl 2(%) k_l’k#i( X — Xk) ki

l=i=tandm

then the following equations must hold farand .

t t
r=,m[]ri =, m[]g*¢’ (16)
i=1 i=1
m=qrp* an
t t
S=¢> §=¢> 4B+ a) (18
i=1 i=1

Note that ift < g, then gcd{, q) = 1. Sincerh € Z; andm # 0, by Egs. (17) and (18), the unique solution foandp is:
B=q rmt (19

t
a=, (s - ZSB)t_l (20)
i=1
In the following, we show that the solutions efand in Egs. (19) and (20) also satisfies Eq. (16).

t
m[ | grP
i=1
t
=9 (o' rg" [ ] d**
i=1

t n ¢
- D @B (Zﬁq(z,m,zm)r o B K
g g

=,rg - i=1 i=1

t n _Xk n _Xk t
—(m(zm(z,l,a,z,cwwl(hl(c» > (fi,loq)(]'[‘k:l_#,(7)))+wz(hz(c)> > (f‘z(m(]_[‘k:w,( ))))+Z ki)Bfta
= i=1 j=t+1 Xi — Xy =71 ? Xi — Xy =
plg

(iw(zi.lvzi.bc))r ta Bikq
X9 g

i=1 i=1

t n n n
- (m( > m(a,l,z,z,o) o (hy(©) Y st @ahy©) Y Za,z)B ( >y w(a,l,a,z,@)r
= rg i=1 j=t+1 j=t+1 g i=1
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—r(Zm(z,l,z,z,C)> (Zw(m,z‘zm)r
rg g\=t

i=1

[l
-

O

Given the secret information of a grouplof t members, Lemma 7 ensures that the threshold cryptosystem constructed in
the shadow distribution phase will not disclose any extra information about the group secpetkey + z,.

Lemma 7. Given a group of o <t members G={pp, €[1l.n.1<i=0} and the set of shares
{61,1, ],2|1 =j=n,i € G} For any fixedj, 1 = j = n, it takes ponnomlaI time onp| to generate two random set

{gaik|1<k<t—1}and {ng|1<k<t—1}sat|sfy|nggl'1— I (gﬁﬁk) andgl'z— I O(glk)’q fori € G.

Proof. In step 3 of the shadow distribution phase, aliehas received aby; 1, he VeI’IerS if the sharg; , received fromJ; is
consistent with the certified valudg, ;,1 = | = t-1, by checking ifighis = H, W 111" Therefore:

Q |*X1|

Jll = l_[(gaﬂl)l =, g~ (21

Sinceg =, p® " andp is a generator oZ,, g generates a cyclic subgrogof Zywith | = g. From Eq. (21), we have

-1
i1 =p Z q) * X (22
i=0

From (22), we know that given a fixed indgxhe shares;;;,i € G, will use the same variablee’{k, 0=k=1t-1as
follows:

t—1
811 =g D &X' 23
k=0
Given a fixed inde), we can get at most, linear equations with variables as follows:
t—1 ‘
0ji1 =q Z X € G (2%
k=0

Since the linear equations have at least one sollﬁ;iplfy: 8 0= k= t—1, we can solve the linear Eq. (24) and get a
random solutiony; 3, 1 = k = t—1, by assigning random values to all free variables. From Eq. (24), it is clear that

t—1
g% = & = i
Similar to the previous proof, we can get a random solutjj/@nl = k = t— 1, such that
t-1 A
g¥e =, Q;’%*x IL=5(g Jk)X‘
O
In our partially blind threshold signature scheme, the partial signasine, €) must satisfy the equation

— _ — 1,7 2, _ — h AN h. .
g Si(yc,i)rri =59 Sigw(zc,l Z2 C)fri =50 Sg(wl( 1(C))Z,1+w( 2(0))Zez)fri

)<["[k_1k#,(xl Xk))( ra (hy(0)) ( ﬁ( IZ))(I—[HK#,(XI xk))( ra,(hy(0)))

j=t+1

=, ( ﬁ (D)

j=t+1
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Sincer, @ 1, B 2, w1 (M (C)), @2(hx(C)), X, I, Y ands are all public, an attacker has to solve the discrete logarithm problem
in order to get the secret valugg andz ,.

With the information of all partial signatures and the corresponding partially blind threshold signature, an attacker is not
capable of deriving the secret kegs, z,, 1 =i = n, since he has to solve the equation

rg SyE =, m(]]n g <Z )(Hin_l(gw1(h1(0))z1.1ng(hz(c))Z,Z))f.

To solve this equation, one has to solve the discrete logarithm problem.

4.3. Performance analysis

In our scheme, the size of a partially blind threshold signature is the same as that of an individual partially blind signature
and the verification process of a partially blind threshold signature is simplified by a group public key.

The major difference between RSA blind signature schemes and the partially blind signature scheme proposed in [22] is tha
the later embeds a negotiated constaiut the corresponding secret kdyThis modification is simple and can be replaced by
simply changing the secret key when the negotiated consiamthanged and authenticating the corresponding public key. In
partially blind threshold signature schemes, this approach is very impractical since it has to redistribute the secret shadows
which is time consuming, when the negotiated constémthanged. In our proposed scheme, the shadow distribution phase is
done only once and then amyut of n signers can use the secret shadows to issue partially blind threshold signatures since
when the constanttis negotiated, the public key =, IT1y.; =, (yI MO0 can be computed by anybody since
ally;1,¥i2. 1 =i = n,hy, h, andcare public and bothyl(x) =, Z, 0 qblx andwz(x) =20 X are public polynomials. For
simplifying the verification process, each used public kggan be recorded in a public key database. When a patrtially blind
threshold signature is verified, the verifier can first retrieve the publigkiggm the database and then checks if this signature
is valid. In this approach, the verification process of a partially blind threshold signature is equivalent to that of an individual
signature. Also, in our scheme, the size of a partially blind threshold signature is the same as that of an individual partially blind
signature. Thus, our proposed scheme is optimal with respect to the partially blind threshold signature size and the verificatior
process.

4.4, Extensions

In [5], some extensions of the blind signature schemes in [2] were introduced. As mentioned in [5], not all variants of meta-
message recovery signature schemes can be transformed to blind signature schemes. For example, there is no blind signat
scheme for the original EIGamal signature scheme yet. All extensions proposed in [5] exc&uxtdhginssin the signature
generation equation, can be adopted into our proposed scheme. The frameworks of these extension schemes are similar to t
of our proposed scheme. The security considerations and performance analysis of these extended schemes are similar to the
of our proposed schemes.

5. Applications
5.1. Secure and efficient on-line e-cash systems

Up to date, the on-line e-cash systems proposed by Chaum [1, 6] are quite efficient and practical. These systems involvi
customers, the bank and the shops. In these systems, the protocols can be simplified as the following phases: the withdraw
phase, the spending phase and the deposit phase. During the withdrawal phase, customers apply the blind signature technic
to get their blind e-cashes. In the spending phase, customers first generate their real e-cashes from the blind e-cashes recei\
in the withdrawal phase and then spend them at the designated shops. Finally, in the deposit phase, the shops deposit the
cashes at the bank. The bank will check if the e-coins were used. In real world environments, it is very hard to find any single
entity which will be trusted by everyone else (such as the bank) to issue e-cashes. To deal with the problem, some modifica
tions of the schemes in [1, 6] must be made.

The modifications are as follows:

1. Instead of a unique authority, the modified systems consisedministrators who will cooperate to issue e-cashes and at
least 6—t+1) out of n administrators do not conspire with the others.

2. Each scheme involves customers, the shops and @ldeninistrators and consists of the following phases: the withdrawal
phase, the spending phase and the deposit phase.
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3. In the registration phase, customers apply the partially blind threshold signature technique to get their partially blind e-
cashes front honest administrators.

4. In the spending phase, customers generate their real e-cashes from the partially blind e-cashes received in the withdrawal
phase and send them to the shops.

5. In the deposit phase, the shops deposit the e-cashes at the bank (any administrator can serve as the bank). The bank wil
check if the e-cashes were used.

By the previous modifications, the power of a single authority is distributed among several administrators and the issue of e-
cashes is controlled by several adniinistrators. The partially blind threshold signature will work when atdetstf n
administrators are honest. Since in the withdrawal phase, customers only have to regerasers frorn administrators, it
can meet the real world environments without a single trusted authority or with some absent/dishonest administrators.

The major problem in the on-line e-cash systems proposed by Chaum [1, 6] is the unlimited growth of the bank’s database.
To cope with the dilemma, our proposed scheme can be directly applied to these schemes to prevent the unlimited growth of
the bank’s database. Similar to the previous modifications, a customer has to request partially blind threshold signatures as e-
cashes frontadministrators. When a customer requests partially blind threshold signatures, he negotiates accamtiard-
coin information with the signers. For example=(date- amount- expire), wheredateis the current date aramountis the
amount of the e-coin to be withdrawn aexpireis the expiration date of this coin. At this time, the e-coin becomes €). In
the deposit phase, the shops deposits the e-coin at the bank. For checking if the e-coin was used, the bank can keep a used ¢
coin database sorted by the datgteand check if this e-coin is already in this database. The bank can also record the total
amount of e-coin withdrawn in each day. If the total amount of e-coins issued in a particular date was entirely deposited or the
e-coins are after the expiration date, the bank can erase the database on this date. By the previous approach, the bank’s databa
can be dramatically reduced.

In real world environments, without the function of partial blindness, the bank has to generate several blind threshold
signature schemes and the threshold signatures generated by each scheme will be used as a different amount of e-coins. By oL
scheme, the bank only has to publish a partially blind threshold signature scheme for all kinds of fixed-amount e-coins. This
approach will greatly simplify the e-cash systems since the shadow distribution phase is executed only once and only a set of
public parameters has to be published.

5.2. Secure voting schemes

In some small scale elections, different elections may be held several times in one day. In these election schemes [10-12],
the tally keys must be regenerated in each voting tally. If the blind threshold signature schemes in [21] are applied to these
schemes for distributing the power of the single authority, to regenerate the tally keys is very inefficient since it is time
consuming for executing the shadow distribution phase and many public parameters must be published in each tally. To deal
with this problem, our proposed scheme can be directly applied to these voting schemes [10—12]. Before a voter requests a
partially blind threshold signature as a vote, the signers can first publish a conasatite current election tag. For example,
c=(date - time), wheredateis the date of the election artne is the {ime)th election in this date. When a voter requests
partially blind threshold signatures, the constamiill become the negotiated constant for this tally. By this modification, it
successfully simplifies the elections, such that, the shadow key distribution phase only has to execute once and the scheme cat
be used by many elections.

6. Conclusion

We have proposed an efficient partially blind threshold signature scheme based on discrete logarithm. In our scheme, the
size of a partially blind threshold signature is the same as that of an individual partially blind signature and the signature
verification process is simplified by a group public key. The security of our scheme relies on the hardness of computing
discrete logarithm and it is computationally infeasible for signers to derive the exact correspondence between the message they
actually sign and all signers complete views of the execution of the signing process. Our proposed scheme can be easily applied
to current efficient single-authority e-cash systems for distributing the power of a single authority and for preventing the
unlimited growth of the bank’s database without changing the underlying structure and degrading the overall performance. By
our scheme, the bank only has to publish a partially blind threshold signature scheme for all kinds of fixed amount e-cashes,
which will greatly simplify the e-cash systems.
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