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Hacker intrusion and virus attacking
have been the major threats to the security of
information systems all the time. Nowadays,
the Trojan horse technology can even increase
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the vicious power and becomes the most
urgent security problem. Those complex
forms of intrusions cannot be effectively
restrained by just an enterprise firewall, not to
mention the persona users without any
protection equipments. Therefore, Personal
Firewals are becoming the essentia
protection tools in addition to the Anti-virus
softwares. The present Persona Firewall only
supports basic network protection and can be
easily penetrated by sophisticated hackers, and
those tedious rule settings confuse most users
easily and therefore inevitable errors are made
which lead to security holes. Since the
network protocol is a multi-layer architecture,
we can design security mechanisms for
different layers and provide a more secure
environment. By adding secure layers, the
integral security will be enhanced and the
interaction between secure layers can even
increase the reliability greatly. This research
discusses the present Persona Firewall
implementations, including packet sniffing
technologies, filtering rue  designs,
application control modules, and proposes an
integral multi-layer security architecture for
personal computing and networking.
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