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Abstract

With the popularity and availability of the Internet, it has become one of the most
important communication channels between various electronic devices. However,
malicious users can make use of various system loopholes, ill-devised protocols,
and negligence caused by managements to hack into or paralyzed target systems
via connected networks. These attacks usually result in the disclosure of privacy
and confidential data, or inability to sustain normal services. In our project, we
focused on DoS(Denial of Service) attacks and DDoS(Distributed Denial of
Service) attacks. Our research topics included how to trace the sources IP addresses
of such attack packets and how to apply traffic splitting techniques to improve the
detection of such attackes. We developed a logging-based IP-traceback system and
a messaging-based IP-traceback system. We also deployed a traffic splitting system
with static traffic splitting rules and round-robin traffic splitting rules to enable the
detection of more attack traffic.

Keywords: DDoS attacks, logging-based IP-traceback, messaging-based
IP-traceback, static traffic splitting, round-robin traffic splitting.
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Router
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FHRREFRL > IIEFEVT Y~ SRRFRS (1 STM RIF SCARs 25 1 DGA ]
%‘Eﬁﬁﬁ[@%%[%#‘ %[I%{’E}Tﬁ%[ﬂjiﬁéj\}»[:ﬁ Eﬁf Bk e ﬁﬁlﬂﬂﬂﬁ%‘,ﬂl
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LIPS BT GRSV EE & > AdfA 41kl Router 1 -> Router 2 - [fijZERouter 3 ->
Router 2 75 fagi i - ‘4[{[‘ (R 3T [ﬂi AR lrjrﬂapl’f’fm )F | [$- Attacker 2
=hpl- - El@*’sfgﬁﬁéu > " Attacker 1 }HT P oy BRE S U‘Triﬁ['[F[
AEfVFS S0 E]E Foafis o [l o Victim 17 network traffic (15854 Attacker 2
FUzsER > & TS Router 3 -> Router 2 -> Victim fluiE & o

A
Attacker Subnet 3
(Freebsd)
==

Raouter 3
(Freebsd/DGAY

Attacker Subnet 1
(Freebsd)

Router 1

(Freebsd/DGA)
Router 2
(Freebsd/DGA)

- Yictim Subnet 2
| |l (Freebsd/Snort/STM)

“ Attacker 1 [pi] Victim JEEACSERE > Victim Y Snort T;’ﬂﬁﬁ[]*ﬂ“?ﬁﬁ’ BGEIRSL
STM » STM 1“3 (o IRV L) > ki) SCARs(f[&@I Y
DGAS) 1148 11 45 N ’}{ﬁ[ 5 PUSFLBGERE [ S S U "ﬁ:g 3 STM =155
traceback = ¢y - AR 1| B R AL ST S VR RN (- BHPETIR R

spie> *** ATTACK DETECTED: type "'s 48104ef7" for more information.
--- answer received: type "'s 48104ef7" for more information.

[T LRI o B (T [V EL

spie> s 48104ef7
Trace ID: 48104ef7
Active: false
TRACE REQUEST  message=0x48104ef7 initial  pktlen=48 1 queries
PACKET: 45000030 417a0000 03119d94 01020304
c0a81401 54aa3039 001c0000 00000000
00000000 00000000 00000000 00000000
QUERY 1 0OxcOa8l4fe  <unbounded,13:19:37.745433>
TRACE REPLY  message=0x48104ef7 0 continuations  end-of-reply
NEIGHBOR 0  spieid=0xc0a80afe latency = (0 - 0) usecs
NEIGHBOR 1  spieid=0xcOa8lefe latency = (0 - 0) usecs
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NEIGHBOR 2  spieid=0xc0a814fe latency = (0 - 0) usecs
RESPONSE 1  dga=0xcOa8l4fe  pkt=0
TRACE 1 pos bound=13:19:37.750433
<13:19:28.946812,13:19:38.946942>
NEIGHBORS: 0 1
RESPONSE 2  dga=0xc0a80afe  pkt=0
TRACE 1 pos bound=13:19:37.750433
<13:19:32.973776,13:19:42.973934>
NEIGHBORS: 2

2SR ) SRS TV SR 9 S EUBLOMeMT) » 4 T
('] HEX #7.) » A1 :ﬁﬁ, SIS FL ; ﬁﬂfﬁ,"}fﬁb packet [“J”'Fﬁ‘ ; iﬁf{éﬁ?ﬂz’vg&?{
(victim)pvEs FHESfY SPIE ID (IP={7]47% OxcOa8l4fe) » &l T | [Ff oy 13 LS By E?*] f
Eﬂﬁr (01917 13:19:37.745433) « B IPRLEIZEMSF, - 1S DGA ol

E(Response) > 55 kL dga—Ocha814fe(DGA-2)%Ll dga:OchaSOafe(DGA-l) R E
E‘ i%ﬁﬁcwﬁ $Fﬂ7 % router [l JEﬁF HOF=fEE 10 ) F F'zﬁf Tk P ril?Z DGA
5 i# - DGA a“ﬁmp%wt e {wﬂx@“)ﬁ I (g
e T BE R PR I?WFJ ’ i&lf’ﬁ?ﬁfl 'I@ﬂ'?ﬁﬁfﬁ‘ﬁ “l“fm'?ijllﬁ} DGA-1 #l
DGA-2 -

ICMP FHELE R B! (fT3E]
E'F‘M@‘@ﬂkﬁiﬁjfﬁ' T T M TSRS B P02 G o
ERARACAE R~ MREAS - 2 SRS T R o IV A
w%ﬁu’mﬁﬁhﬁ%’?uiH%[Hﬁiﬁi&MP?ﬁkﬁ%%ﬁﬁ#W$ﬁ$ﬁﬁ°

?"T"?Eﬁkgﬁi [ WA A A sjfg’;fleﬁsrgﬂq E‘lﬁiﬁ'fﬂ gﬁ%ﬁﬁiﬁ?pw gl > N
lF““f’f |HE L] R R TR 2 y:ﬁf,f‘u(wctlm) o yfﬁf‘uﬁ%%\ﬁﬂ*?@% Z[|py
PR J[n E S I A Talkt H@;l S ERET ISR o 8| T

B (RER VST B YR T B R i&lFEJIEI H RIS i (MDS) S g

EEP AR RS ) P T e E*g*lé‘ﬁﬁﬁﬁv > A FURR PSRRI S0 [ EGS - &
O SRV (ICMP ) -

Type | Code | Checksum

Un-used

Stamper ID

Source IP

Destination IP

Timestamp (part of seconds)

Timestamp (part of microseconds)

MD5 Checksum (byte 1-4)

MD5 Checksum (byte 5-8)

MD5 Checksum (byte 8-12)

MD5 Checksum (byte 12-16)
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AR RS b Y e e FS PR Bloom Filter #2Iefiugs! 2 JRAT RS et
J‘Jéﬁ’&i%"[“é?ﬂﬁﬁw Hp o I A £ 28-bit iy Bloom Filter £4% 4 [l JTaﬁSZMB Fur—ﬁul
I‘%f'?“ o ’él y:‘F?{%j\ L3y ICMP SfIRESRf & i @3;( ¥ Rgﬁ%ﬁﬁgj( SRR R ﬁj

ﬁugl)ﬁ? IE\[ Pjg‘h%fﬁ&ﬁ E[JFI J_T'ngs (’Fj o

HESN #]F'Elﬂmﬁﬁﬁ L BT ’?‘/E VYA E I*—rIFL[ i T IRIFYE A
5 ICMP i%ﬁ—ﬁE[Ja:TrﬁJﬁfE{FIJFH@LFREI(%TU@ J 10M ¥R ERFED -
Z/D—k %Fﬁﬂ :
PRggE ) 1 L 1
ey AT 10 100 1000
1 1 1
64 1 (10M) 10 (am) 100 (102K) 1000 (10K)
15 1 1 1 KN
8 (1.25M) | 80 (125K) | 800 (12.5k) | 8000 (1.25K)
408 1 I 1 1
23 (427K) | 234 (42.7K) | 2340 (4.3K) | 23406 (0.4K)

TG P R ELERRE 0 TS L USSR LS (Edge routers) A ivE]
STTIRIR SERIEGOE 2 R | O SRR et
A 1 F"Tfﬁ”wﬁ@‘ff['WD%M"‘”MF‘EJH AR T &?EJ“‘S‘EI%E'?B@E"
AEE@%”* A o I B T A i E “L?‘;L@ﬁi&ﬁfu = RRT T S RS
E&j\ﬁﬂiﬂ"jﬁ IE['U o
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FreeBSD/Lmux
25 e i S e ’é SR T 2 @ﬁf .
PR ICMP EIEH ELAT SR daemon » 0 7450 y e F U R
FURL Th AL I SRRV o (1 ICMP ifw HLJ?HvI ’ vﬁ Tl %Z%LI'* %«

Fmel g 192.168.1.0

H# count | Stamper
1 62646 | 192.168.3.254
2 . 34222 192.168.2.254
3 \/ 1 fe6e 12 1168y

251
rIﬁ'J \wm;mqHJﬁI@ﬁW%ﬁmwﬁﬁaﬂﬂwmﬂ%ﬁw
ﬁ EaRES AWl g‘ Z[H5 ]’Hﬁhj‘ﬂ—% 124.6.0 fL1E-192. 1683254# IﬁE’éﬂEﬁln
St o Y e

B=E3

[ traceback]d Ilquery 94.124.6.0: 192,168, 1. 100 log-1.100 C:

R Hommmmo Fommmm -

| # | count I atanper

L DD R T +

I 1 62646 I 192.168.3.254 |

I 21 34222 1 192.168.2.254 |

I 3 669 I 192.168.4.254 |

SR Ty +

+ 9?53? entriea parzed. |

R LR E TP TR P PR +

query 94.124.6.0-=192. 168, 1. 100 from 192.168.3.254 ... [FOUND]

query 94, 124.6.0-=192. 168, 1. 100 from 192.168.2.254 ... [NOT FOUND]

query 94,124,6,0-=192, 168, 1. 100 frow 192,168.4,254 ., [NOT FOUND]

done.

[ traceback]¥d _ =
W

#Wiﬁﬁﬁ FUTIJ JBER  TFOE > iy 2 R ICMP SEISFEH KU A
g 0 28 P ) S (O i et 28 g s e et
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H1 R B ALY ¢

RS Sy

IR 5B

PRI R IET SRR S BT L RLF RO ransp o P 4
B o 27 LT R ERAORIEE T Sab PSR 3 T
G e TR R R

Usage : ./transp [--option1] [-option2]

optionl:

--sport arg : specify the source port

--dport arg : specify the destination port

--seq arg : specify the sequence field in TCP header

--ack arg : specify the acknowledge field in TCP header and enable the
ack flag

--urg : enable the urg flag in TCP header

--psh : enable the psh flag in TCP header

--rst : enable the rst flag in TCP header

--syn : enable the syn flag in TCP header

--fin : enable the fin flag in TCP header

--help : you will see this

option2:

-c arg : how many packet do you want to transit

-d arg : specify the destionation IP field in IP header

-i arg : specify the identificatioin field in IP header

-s arg : specify the source IP field in IP header

-p arg : specify the payload length after IP header

-g [T|R|C] : specify the tos field in IP header

T : stands for max throughput

R : stands for max relibility

C : stands for min cost

-t arg : specify the ttl field in IP header

-v arg : specify the interval of each packet

PR R AR R R R R R -
= SOl

Usage: ./ab [options] [http://]hostname]:port]/path

Options are:

-n requests Number of requests to perform
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#ifndef _ ICMPD_H__

#include <sys/types._h>
#include <sys/socket_h>
#include <netinet/in_h>
#include <arpaZinet.h>

#define MD5KEY "The NBEN Project"

struct stamprecord {
struct in_addr stamper;
struct in_addr ip_src;
struct in_addr ip_dst;
unsigned long tv_sec;
unsigned long tv_usec;

¥

#define  UDP_DEFAULT_QUERY_PORT 36100
#define  UDP_NULL 0

#define  UDP_QUERY 1

#define  UDP_RESPONSE 2

#define  UDP_RESPONSE_NULL 0

#define  UDP_RESPONSE_REC_FOUND 1
#define  UDP_RESPONSE_REC_NOTFOUND 2
#define  UDP_OP_SIGNATURE 0x2be2dd05

struct udpop {

unsigned int signature;
unsigned int magic;
unsigned short opcode;
unsigned short result;
struct in_addr ip_src;
struct in_addr ip_dst;
unsigned char md5sum[16];

};
#endif
® icmpd.c

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <errno.h>
#include <unistd.h>
#include <signal_h>
#include <time_h>

#include <fcntl_h>
#include <pcap.h>
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#include <sys/types._h>
/* md5 */

#ifdef LINUX

#include <openssl/md5.h>
#else

#include <md5.h>

#endif

/* ntohs */

#include <netinet/in_h>
/* inet_ntoa */

#include <sys/socket_h>
#include <netinet/in_h>
#include <arpaZinet.h>

/* ether_ntoa */
#include <sys/socket_h>
#include <net/ethernet.h>
/* ip header */

#include <netinet/in_systm.h>
#include <netinet/ip.h>
#include <netinet/udp.h>

#include "icmpd.h"

/* FreeBSD -> Linux */

#ifdef LINUX

#define MD5Init MD5_Init

#define MD5Update MD5_Update

#define MD5Final MD5_Final

#else

char*

MD5(unsigned char *input, int len, unsigned char *output) {
MD5_CTX  md5;
MD5Init(&md5);
MD5Update(&md5, (unsigned char *) input, len);
MD5Final (output, &md5);
return(output);

b

#endif

#define MAXPKTSIZE 1600

#define ICMP_PKTSTAMP 32

pcap_t *p = NULL;

struct in_addr myid = {0};

FILE *logfp = NULL;

/* passing from parameters */

int noconsole = 0;

char *dev = NULL;

char *logfile = NULL;

int logsize = 10000; /* in entries, default 10000 */
int logpos = 0;

int maxlog = 0;

int probability = 1000, magic = 7;
int gport = UDP_DEFAULT_QUERY_PORT;
int gsocket = -1;
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extern int errno;

void cbreak(int s) {
fprintf(stderr, "** break\n");
if(logfp) {

fclose(logfp);
3
if(p) {
pcap_close(p);
3
3
#if 1 // SEND ICMP
struct icmp {
u_char icmp_type;
u_char icmp_code;
u_short icmp_sum;
/* private message */
u_int unused;
u_int stamper;
u_int srcip;
u_int dstip;
long tv_sec;
long tv_usec;
u_char md5[16];
};
int

init_rawQ {
int fd, optval = 1;

if((fd = socket(AF_INET, SOCK_RAW, IPPROTO_RAW))==-1)
return(-1);

if(setsockopt(fd, IPPROTO_IP, IP_HDRINCL, &optval, sizeof(optval))==-1) {
close(fd);
return(-1);

}

return(fd);
3

void

send_raw(struct in_addr ip_dst, u_char *raw, int len) {
static int fd = -1;
struct sockaddr_in sin;

if(fd < 0) {
if((fd = init_raw())==-1) {
fprintf(stderr, "raw: cannot init raw socket.\n");
return;

}

bzero(&sin, sizeof(sin));
sin.sin_family = AF_INET;
sin.sin_addr.s_addr = ip_dst.s_addr;
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if(sendto(fd, raw, len, 0, (struct sockaddr*) &sin, sizeof(sin)) < 0) {
fprintf(stderr, "raw: sendto() failed(®%d): %s.\n", errno, strerror(errno));

return;
¥
#if O
fprintf(stderr, "raw: send icmp to %s\n", inet_ntoa(ip_dst));
#endif

}

unsigned short
in_cksum(unsigned short *addr, int len) {
register int sum = 0;
u_short answer = 0;
register u_short *w = addr;
register int nleft = len;

while (nleft > 1) {
sum += *w++;
nleft -= 2;

3

/* mop up an odd byte, if necessary */

if (nleft == 1) {
*(u_char *)(&answer) = *(u_char *)w ;
sum += answer;

3
/* add back carry outs from top 16 bits to low 16 bits */
sum = (sum >> 16) + (sum & OxFFff); /* add hi 16 to low 16 */
sum += (sum >> 16); /* add carry */
answer = ~sum; /* truncate to 16 bits */
return(answer);

b

void

send_icmp(long tv_sec, long tv_usec, struct in_addr ip_src, struct in_addr ip_dst) {
u_char buf[MAXPKTSIZE];
struct ip *ip;
struct icmp *icmp;
int pktsize;

pktsize = sizeof(struct ip) + sizeof(struct icmp);
bzero(buf, pktsize);

ip = (struct ip*) buf;

icmp = (struct icmp*) (buf + sizeof(struct ip));

5; /* 5%4 == 20 bytes */
4;

ip->ip_hl
ip—>ip_v
ip->ip_tos
#ifdef LINUX
ip->ip_len = htons(pktsize);
#else
ip->ip_len = pktsize; /* in FreeBSD: do NOT use htons() */
#endif
ip—>ip_id = rand() % OXOffff;

0;
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ip->ip_off = 0;

ip—>ip_ttl = Ox7f;

ip->ip_p = IPPROTO_ICMP; /* ICMP */

ip->ip_sum = 0;

ip—>ip_src = myid;

ip->ip_dst = ip_dst;

ip->ip_sum = in_cksum((unsigned short *) ip, sizeof(struct ip));

icmp->icmp_type I1CMP_PKTSTAMP;

icmp->icmp_code = 0;
icmp->icmp_sum = O;
icmp->unused = 0;
icmp->stamper = myid.s_addr;
icmp->srcip = ip_src.s_addr;
icmp->dstip = ip_dst.s_addr;
icmp->tv_sec = tv_sec;
icmp->tv_usec = tv_usec;
/* md5 */
do {
MD5_CTX  md5;
MD5Init(&md5);

MD5Update(&md5, (unsigned char *) icmp, sizeof(struct icmp) - 16);
MD5Update(&md5, (unsigned char*) MD5KEY, strlen(MD5KEY));
MD5Final (icmp->md5, &md5);

} while(0);

icmp->icmp_sum = in_cksum((unsigned short *) icmp, sizeof(struct icmp));

send_raw(ip_dst, buf, pktsize);

}
#endif  // SEND ICMP

unsigned char *vector = NULL;

void
bloom_filter(unsigned int ip_src, unsigned int ip_dst)
{

//printf(enter\n");

int i=0;

static int first = 0;

u_int src_dst_address[2];

u_int output[4];// sizeof(u_int) = 4

if (first == 0) {

first = 1;

// allocate 28 bit vector

vector = malloc(1024*1024*256);

if (vector == NULL) {
printf(*'no enough memory space, so no bloom filter\n");
first = 0;
return;

}

src_dst_address[0] = ip_src;
src_dst_address[1] = ip_dst;
MD5((unsigned char *)src_dst_address, 2*sizeof(u_int), (unsigned char *)output);

33




for (i=0; i<4; i++) {
unsigned char *position = vector;
unsigned char mask = 1;

output[i] &= OXOFFFffff;
position += ((output[i])>>3);
mask <<= (output[i] & 0x07);
(*position) |= mask;

3
¥
int
query_bloom(u_int src, u_int dst) {
int i;
u_int src_dst_address[2];
u_int output[4];// sizeof(u_int) = 4
if(vector) {
src_dst_address[0] = src;
src_dst_address[1] = dst;
MD5((unsigned char *)src_dst_address, 2*sizeof(u_int), (unsigned char *)output);
for (i=0; i<4; i++) {
unsigned char *position = vector;
unsigned char mask = 1;
output[i] &= OxXOFFFFfff;
position += ((output[i])>>3);
mask <<= (output[i] & 0x07);
if(((*position) & mask)==0)
break;
3
if(i >= 4)
return(l);
¥
return(0);
b

unsigned short
process_ethernet(u_char *user, const struct pcap_pkthdr *hdr, const u_char *payload) {
u_int caplen = hdr->caplen;
//u_int length = hdr->len;
struct ether_header *eptr; /* net/ethernet._h */
u_short ether_type;

if (caplen < ETHER_HDR_LEN) {
/* not a ethernet packet */
if(noconsole==0)
fprintf(stdout, "* not an etherned packet, too short\n");
return -1;

}

/* lets start with the ether header... */
eptr = (struct ether_header *) payload;
ether_type = ntohs(eptr->ether_type);
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return(ether_type);

}

int process_ip(u_char *user, const struct pcap_pkthdr *hdr, const u_char *payload) {
const struct ip *ip;

/* jump pass the ethernet header */
ip = (struct ip*) (payload + sizeof(struct ether_header));

if (hdr->len < sizeof(struct ip)) { /* bad length, packet too short */

//fprintf(stdout, "* not an ip packet, too short\n");
return(-1);

3

if(ip->ip_v 1= 4) { /* bad version */
//fprintf(stdout, "* bad ip version\n");
return(-1);

3

if(ip->ip_hl < 5) { /* bad header length */
//fprintf(stdout, "* not an ip packet, header too short\n');
return(-1);

3

if(ip->ip_p==1PPROTO_UDP) {

2));

struct udphdr *udp;
struct udpop *opdata, oprep;
struct sockaddr_in sin;

udp = (struct udphdr*) (payload + sizeof(struct ether_header) + ((ip->ip_hl) <<

opdata = (struct udpop*) (payload + sizeof(struct ether_header) + ((ip->ip_hl)

<< 2) + sizeof(*udp));

#if O

if(ntohs(udp->uh_dport) > 2000)
fprintf(stderr, '"'got UDP from %s: dport=%d len=%d signature=0x%08x!\n",

inet_ntoa(ip->ip_src),

ntohs(udp->uh_dport), ntohs(udp->uh_ulen),

ntohl (opdata->signature));

#endif

&slen);

if(ip->ip_dst.s_addr==myid.s_addr)
if(ntohs(udp->uh_dport) == gport) {
/ /
int slen = sizeof(sin);
recvfrom(gsocket, &oprep, sizeof(oprep), 0, (struct sockaddr*) &sin,

if(ntohs(udp->uh_ulen) == sizeof(struct udpop)+sizeof(struct udphdr))
if(ntohl (opdata->signature) == UDP_OP_SIGNATURE) {

unsigned char md5str[16];

MD5_CTX  md5;

MD5Init(&md5);
MD5Update(&md5, (unsigned char *) opdata, sizeof(struct udpop) - 16);
MD5Update(&md5, (unsigned char*) MD5KEY, strlen(MD5KEY));
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MD5Final (md5str, &md5);

if(memcmp(md5str, opdata->md5Ssum, 16)==0) {
if(ntohs(opdata->opcode)==UDP_QUERY) {
int ret;

bcopy(opdata, &oprep, sizeof(oprep)-16);

oprep.opcode = htons(UDP_RESPONSE);

if(query_bloom(opdata->ip_src.s_addr, opdata->ip_dst.s_addr) >
0 {

oprep.result = htons(UDP_RESPONSE_REC_FOUND) ;
} else {
oprep.result = htons(UDP_RESPONSE_REC_NOTFOUND) ;

¥

MD5Init(&md5);

MD5Update(&md5, (unsigned char *) &oprep, sizeof(oprep) - 16);
MD5Update(&md5, (unsigned char*) MD5KEY, strlen(MD5KEY));
MD5Final (md5str, &md5);

bcopy(md5str, oprep.md5sum, 16);

bzero(&sin, sizeof(sin));

sin.sin_family = AF_INET;

sin.sin_addr = ip->ip_src;

sin.sin_port = udp->uh_sport;
#ifndef LINUX

sin.sin_len = sizeof(sin);
#endif

sendto(gsocket, &oprep, sizeof(oprep), 0, (struct sockaddr*)
&sin, sizeof(sin));

ret = htons(oprep.result);
fprintf(stderr, "query 0x%08x->0x%08x from %s, ret=%d (%s)-\n",
ntohl (opdata->ip_src.s_addr),
ntohl (opdata->ip_dst.s_addr),
inet_ntoa(ip->ip_src), ret,
ret==1 ? "found" : (ret==2 ? "not found" : "unknown'));

b
/ /
b
} else if(ip->ip_p==I1PPROTO_ICMP) {
struct icmp *icmp;
icmp = (struct icmp*) (payload + sizeof(struct ether_header) + ((ip->ip_hl) <<

2)):
if(in_cksum((unsigned short *) icmp, sizeof(struct icmp))==0)
if(icmp->icmp_type==1CMP_PKTSTAMP) {
char i1d[24], srcip[24];
char md5str[16], md5strx[16];
MD5_CTX  md5;

bcopy(icmp->md5, md5str, 16);
bzero(icmp->md5, 16);
icmp->icmp_sum = O;

MD5Init(&md5);
MD5Update(&md5, (unsigned char *) icmp, sizeof(struct icmp) - 16);
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MD5Update(&md5, (unsigned char*) MD5KEY, strlen(MD5KEY));
MD5Final (md5strx, &md5);

if(memcmp(md5str, md5strx, 16)==0) {
struct stamprecord rec;

bzero(&rec, sizeof(rec));
rec.stamper.s_addr = icmp->stamper;

rec.ip_src.s_addr = icmp->srcip;
rec.ip_dst.s_addr = icmp->dstip;
rec.tv_sec = icmp->tv_sec;
rec.tv_usec = icmp->tv_usec;

if(icmp->stamper==myid.s_addr)
return(0);

if(logfp) {
fwrite(&rec, sizeof(rec), 1, logfp);
FFlush(logfp);
logpos = ftell(logfp);
if(logpos >= maxlog) {
fseek(logfp, 0, SEEK_SET);
3
3

snprintf(id, 23, inet_ntoa(rec.stamper));
snprintf(srcip, 23, inet_ntoa(rec.ip_src));

if(noconsole==0)
fprintf(stdout, "STAMP: id=%s, src=%s, dst=%s,
t=%100d.%-601d.\n",
id, srcip, inet_ntoa(rec.ip_dst), rec.tv_sec,
rec.tv_usec);

return(0);
¥

if(noconsole==0)
fprintf(stdout, "STAMP: bad md5sum!\n™);

b
¥
do { /* output */
#if O
char srcip[24];
snprintf(srcip, 23, inet_ntoa(ip->ip_src));
fprintf(stdout, "%1001d.%-61d %15s -> %-15s\n",
hdr->ts.tv_sec, hdr->ts.tv_usec,
srcip, inet_ntoa(ip->ip_dst));
#endif

/* add bloom Ffilter here*/
bloom_filter(ip->ip_src.s_addr, ip->ip_dst.s_addr);

if((randQ%probability)==magic)
send_icmp(hdr->ts.tv_sec, hdr->ts.tv_usec, ip->ip_src, ip->ip_dst);
} while(0);
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return(0);
¥

void
handler(u_char *user, const struct pcap_pkthdr *hdr, const u_char *payload) {
unsigned short type = process_ethernet(user, hdr, payload);

if(type == ETHERTYPE_IP) {
process_ip(user, hdr, payload);
3
¥

void usage(char *progname) {
fprintf(stderr, "usage: %s -i dev -m myid [-1 logfile] [-s logsize] [-p prob] [-q port]
[-xJ\n"
"\t-i: specify binding device\n"
"\t-m: specify router identifier\n"
"\t-1: specify log filename\n"
"\t-s: specify log filesize (in entries), default = 10000.\n"
"\t-p: specify generating probability, default = 1/1000.\n"
"\t-q: specify udp query port, default = 36100.\n"
"\t-x: no console output\n",
progname);

}

int

main(int argc, char *argv[]l) {
int ch;
char errbuf[PCAP_ERRBUF_SIZE];
char *progname = argv[0];

srand(time(0));

while((ch = getopt(argc, argv, "i:m:s:l:p:q:x"))I=-1) {

switch(ch) {

case "i":
dev = strdup(optarg);
break;

case "m":
myid.s_addr = inet_addr(optarg);
break;

case "I":
logfile = strdup(optarg);
break;

case "s":
logsize = atoi(optarg);
break;

case "pT:
probability = atoi(optarg);
magic = rand() % probability;
break;

case "q":
gport = atoi(optarg);
break;

case "Xx":
noconsole = 1;
break;
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b
argc
argv

case "?":

default:
usage(progname) ;
return(-1);

3

-= optind;
+= optind;

if(dev==NULL) {

}

fprintf(stderr, "error: no device specified.\n");
usage(progname);
return(-1);

if(myid.s_addr==0) {

}

fprintf(stderr, "error: no id specified.\n");
usage(progname);
return(-1);

iT((p = pcap_open_live(dev, MAXPKTSIZE, 1, 1000, errbuf))==NULL) {

}

fprintf(stderr, "pcap open failed: %s\n", errbuf);
return(-1);

if(gport > 0) {

}

int fl;
struct sockaddr_in sin;

if((gsocket = socket(AF_INET, SOCK_DGRAM, IPPROTO_UDP))==-1) {
fprintf(stderr, "socket() failed: %s\n", strerror(errno));
return(-1);

3

bzero(&sin, sizeof(sin));

sin.sin_family = AF_INET;

//sin.sin_addr = myid;

sin.sin_port = htons(gport);

if(bind(gsocket, (struct sockaddr*) &sin, sizeof(sin))==-1) {
fprintf(stderr, "bind() on port %d failed: %s\n", gport, strerror(errno));
return(-1);

3

if((f1 = fentl(gsocket, F_GETFL, NULL))==-1)
fl = 0;
fentl(gsocket, F_SETFL, F1]O_NONBLOCK);

if(logfile) {

struct stamprecord rec;
maxlog = logsize * sizeof(rec);
if((logfp = fopen(logfile, "r+"))==NULL) {

if((logfp = fopen(logfile, "w'™))==NULL) {
fprintf(stderr, "cannot open logfile\n™);
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goto exit_icmpd;

}

fprintf(stderr, "logmax: %d\n", maxlog);

fseek(logfp, 0, SEEK_END);
logpos = ftell(logfp);

if(logpos >= maxlog) {

int len;

long last = 0;

fseek(logfp, 0, SEEK_SET);

while((len = fread(&rec, sizeof(rec), 1, logfp)) > 0) {
if(rec.tv_sec <= last)

break;

last = rec.tv_sec;

¥

logpos = ftell(logfp);

if(logpos > 0 && logpos < maxlog)

logpos -= sizeof(rec);
else
logpos = 0;
fseek(logfp, 0, SEEK_SET);
3
fprintf(stderr, "log: starting from %d\n", logpos/sizeof(rec));
3
#if O

if(errbuf[0]!="\0")
fprintf(stderr, "warning: %s\n', errbuf);

#endif
fprintf(stderr, "dev=%s id[%s] p=1/%d", dev, inet_ntoa(myid), probability);
if(logfp)
fprintf(stderr, " logfile=%s (max=%d)'", logfile, logsize);
fprintf(stderr, "%s.\n", noconsole ? ", console disabled" : "");

if(gport > 0)
fprintf(stderr, "enable query on udp port %d\n", gport);

signal (SIGTERM, cbreak);

pcap_loop(p, -1, handler, NULL);

if(logfp)
fclose(logfp);

exit_icmpd:
pcap_close(p);

return(0);
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® iquery.c

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <errno.h>
#include <time.h>
#include <fcntl_h>
#include <sys/types._h>
/* md5 */

#ifdef LINUX

#include <openssl/md5.h>
#else

#include <md5.h>
#endif

/* ntohs */

#include <netinet/in_h>
/* inet_ntoa */
#include <sys/socket_h>
#include <netinet/in_h>
#include <arpaZinet.h>

#include "icmpd.h"

/* FreeBSD -> Linux */

#ifdef LINUX

#define MD5Init MD5_Init

#define MD5Update MD5_Update

#define MD5Final MD5_Final

#else

char*

MD5(unsigned char *input, int len, unsigned char *output) {
MD5_CTX  md5;
MD5Init(&md5);
MD5Update(&md5, (unsigned char *) input, len);
MD5Final (output, &md5);
return(output);

b

#endif

extern int errno;

#define MAX_STAMPER 32767
#define MAX_TRIES 3

struct stamper {
struct in_addr id;
int count;

¥

int totals = 0;
struct stamper all[MAX_STAMPER];

int
id_comp(const void *a, const void *b) {
struct stamper *sa, *sb;
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sa = (struct stamper¥*) a;
sb = (struct stamper*) b;
if(sa->id.s_addr == sb->id.s_addr)

return(0);
if(sa->id.s_addr > sb->id.s_addr)
return(l);
return(-1);
¥
int

c_comp(const void *a, const void *b) {
struct stamper *sa, *sb;
sa = (struct stamper¥*) a;
sb = (struct stamper*) b;
if(sa->count== sb->count)

return(0);
if(sa->count < sb->count)
return(l);
return(-1);
¥
void

add_stamper(unsigned int id) {
struct stamper *s, tmp;
tmp.id.s_addr = id;
tmp.count = -1;
if((s = bsearch(&tmp, all, totals, sizeof(struct stamper), id_comp))!=NULL)
s->count++;
} else {
if(totals < MAX_STAMPER) {
all[totals].id.s_addr = id;
all[totals].count = 1;

totals++;
gsort(all, totals, sizeof(struct stamper), id_comp);
} else {
fprintf(stderr, "too much stampers.\n");
3
3
3
void
dump_stamper(int count) {
int i;

gsort(all, totals, sizeof(struct stamper), c_comp);

fprintf(stdout, "+------- Fom Fom +\n"
"1 ## | count | stamper I\n"
e T, Ry +\n"");

for(i = 0; 1 < totals; i++)
fprintf(stdout, "| %5d | %8d | %-15s |\n", i+1, all[i].count,
inet_ntoa(all[i]-id));

fprintf(stdout, "+---——--- Fom——— - Fomm +\n'");
fprintf(stdout, "+ %8d entries parsed. |\n", count);
fprintf(stdout, "+---———--————— +\n");
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int gsocket = -1;

int

do_query(unsigned int ip_src, unsigned int ip_dst, unsigned int target) {
int i;
struct udpop query, response;
struct sockaddr_in sin, rsin;

if(gsocket==-1) {
struct timeval optval;

if((gsocket = socket(AF_INET, SOCK_DGRAM, IPPROTO_UDP))==-1) {
fprintf(stderr, "socket() failed: %s\n", strerror(errno));
exit(-1);

b

optval .tv_sec = 5;
optval .tv_usec = 0;
setsockopt(gsocket, SOL_SOCKET, SO_RCVTIMEO, &optval, sizeof(optval));

query.signature = htonl (UDP_OP_SIGNATURE);

query.magic = rand() & OxFFFFffff;

query.opcode htons(UDP_QUERY);

query.result = htons(UDP_RESPONSE_NULL);

query.ip_src.s_addr = ip_src;

query.ip_dst.s_addr = ip_dst;

do { /7* MD5 */
MD5_CTX md5;
MD5Init(&md5);
MD5Update(&md5, (unsigned char *) &query, sizeof(query)-16);
MD5Update(&md5, (unsigned char*) MD5KEY, strlen(MD5KEY));
MD5Final (query.md5sum, &md5);

} while(0);

bzero(&sin, sizeof(sin));
sin.sin_family = AF_INET;
sin.sin_addr.s_addr = target;
sin.sin_port = htons(UDP_DEFAULT_QUERY_PORT);
#ifndef LINUX
sin.sin_len = sizeof(sin);
#endif
for(i = 0; i < MAX_TRIES; i++) {
int slen = sizeof(rsin);
if(sendto(gsocket, &query, sizeof(query), 0, (struct sockaddr*) &sin,
sizeof(sin))==-1) {
fprintf(stdout, " txx");
continue;
3
bzero(&rsin, sizeof(rsin));
if(recvfrom(gsocket, &response, sizeof(response), 0, (struct sockaddr*) &rsin,
&slen)==-1) {
fprintf(stdout, " rxx");
continue;
3
if(response.signature==htonl (UDP_OP_SIGNATURE)
&& response.opcode==ntohs(UDP_RESPONSE)
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}

&& response.magic==query.magic) {
return(ntohs(response.result));
3

¥
return(0);

int main(int argc, char *argv[]) {

int i, ret, count = 0;
unsigned int ip_src, ip_dst;
char *p, *target = NULL;
struct stamprecord rec;

FILE *fp;

if(argc < 3) {
fprintf(stderr, "usage: %s query-pair logfile|target\n", argv[0]);
return(-1);

3

ip_src = ip_dst = 0;
if((p = strtok(argv[1], ":"))!=NULL) {
ip_src = inet_addr(p);
if((p = strtok(NULL, ":"))1=NULL) {
ip_dst = inet_addr(p);
} else {
fprintf(stderr, "cannot get g-dst.\n");
return(-1);
3
} else {
fprintf(stderr, 'cannot get g-src.\n");
return(-1);
3

if((fp = fopen(argv[2], "r'))==NULL) {
target = strdup(argv[2]);
if(inet_addr(target)==INADDR_NONE) {
fprintf(stderr, ""%s" is neigher a file nor an invalid address.\n", argv[2]);
return(-1);

}

if(target==NULL) {

/ /

// read log

while(fread(&rec, sizeof(rec), 1, fp) > 0) {
add_stamper(rec.stamper.s_addr);
count++;

3

fclose(fp);
dump_stamper(count);
srand(time(0));

for(i = 0; i < totals; i++) {

fprintf(stdout, "query %s', inet_ntoa(*((struct in_addr *) &ip_src)));
fprintf(stdout, "->%s from ", inet_ntoa(*((struct in_addr *) &ip_dst)));
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fprintf(stdout, "%s ...", inet_ntoa(all[i]-id));
if((ret = do_query(ip_src, ip_dst, all[i].id.s_addr)) > 0) {
if(ret==UDP_RESPONSE_REC_FOUND)
fprintf(stdout, " [FOUNDJ\n");
else if(ret==UDP_RESPONSE_REC_NOTFOUND)
fprintf(stdout, " [NOT FOUND]I\n™);

else
fprintf(stdout, " [UNKNOWNJ\n");
} else {
fprintf(stdout, " [FAILED]\n");
b
3
/ /
} else {
fprintf(stdout, "query Ox%08x->0x%08x from %s ...", ntohl(ip_src),

ntohl(ip_dst),
target);
if((ret = do_query(ip_src, ip_dst, inet_addr(target))) > 0) {
if(ret==UDP_RESPONSE_REC_FOUND)
fprintf(stdout, " [FOUNDJ\n");
else if(ret==UDP_RESPONSE_REC_NOTFOUND)
fprintf(stdout, " [NOT FOUND]I\n™);
else
fprintf(stdout, " [UNKNOWNJ\n");
} else {
fprintf(stdout, " [FAILED]\n");
3
3

fprintf(stdout, "done._\n");

return(0);
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Packet generator

#include <netinet/ip.h>
#include <unistd.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <netinet/tcp.h>
#include <getopt.h>
#include <sys/types.h>
#include <netdb.h>
#include <stdlib.h>
#include <arpa/Zinet.h>
#include <math.h>
#include <sys/types.h>
#include <sys/stat.h>

#include <fcntl.h>

inline long getrandom (int,

void random_init (void);

unsigned short ip_sum (unsigned short *,
unsigned short cksum (unsigned short *,

unsigned short checksum (unsigned short *,

int isip (char *);

unsigned long resolve (char *);

char rseed[65535];

int rcounter;

int main (int argc, char
{

unsigned short segrandom

unsigned short ackrandom

**argv)

1
[E

1
[E

unsigned short idrandom =1 ;

unsigned short sportrandom = 1;

unsigned short dportrandom = 1;

u_intl6_t urgflag=0x0;
u_intlé_t ackflag=0x0;

u_intlé_t pshflag=0x0;

int);

int);

int);

int);
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u_intlé_t rstflag=0x0;

u_intlé_t synflag=0x0;

u_intle_t finflag=0x0;

unsigned long count = 1;

unsigned long loop = 0;

unsigned long interval = 200; //200ns

u_int8_t ttl = 0x20;

u_intlé_t id 0x1;

u_intlé_t frag = 0x4000; // DF

u_int8_t tos = 0x0;

unsigned long ipsrc = -33511232; // 192.168.0.254
unsigned long ipdst = 184789184; // 192.168.3.11
u_intlé_t sport = 1234;

u_intl6_t dport = 80;

u_int32_t seq = 0x1;

u_int32_t ack = 0x1020;

int c;

int digit_optind = 0;

unsigned long chsum = 0;

struct sockaddr_in pothead;

struct iphdr *iph;

struct tcphdr *tcph;

int sockfd;

char *packet;

int pktsize = sizeof (struct iphdr) + sizeof (struct tcphdr);
while (1)

{

int this_option_optind = optind ? optind : 1;
int option_index = 0;

static struct option long_options[] = {

"help”, 0, 0, 0},

“dport™, 1, 0, O},

“sport", 1, 0, O},

'seq', 1, 0, O},

‘ack", 1, 0, 0},

'syn", 0, 0, 0},

‘urg”, 0, 0, 0},

‘rst”, 0, 0, O},

o e S i e B B B B

“psh”, 0, 0, 0},
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{"fin", 0, O, O},

{0, 0, 0, O}

}:

c = getopt_long (argc, argv, "c:d:f:i:s:p:q:t:v:", long_options, &option_index);

if (c == -1)

break;

switch (c)

{

case 0O:

iT (strcmp (long_options[option_index].name, "help'™) == 0)

{

fprintf(stderr,"./transp [--optionl] [-option2]\n");

fprintf(stderr,optionl:\n");

fprintf(stderr,"”--sport arg : specify the source port\n');

fprintf(stderr,"”--dport arg : specify the destination port\n");

fprintf(stderr,'--seq arg : specify the sequence field in TCP header\n);
fprintf(stderr,"--ack arg : specify the acknowledge field in TCP header and enable the ack
flag\n™);

fprintf(stderr,”--urg : enable the urg flag in TCP header\n'™)
fprintf(stderr,”--psh : enable the psh flag in TCP header\n'™)
fprintf(stderr,”--rst : enable the rst flag in TCP header\n™);
fprintf(stderr,”--syn : enable the syn flag in TCP header\n')
fprintf(stderr,”--fin : enable the fin flag in TCP header\n'™)
fprintf(stderr,”--help arg : you will see this\n");
fprintf(stderr, option2:\n"");

fprintf(stderr,”-c arg : how many packet do you want to transit\n');
fprintf(stderr,”-d arg : specify the destionation IP field in IP header\n™);
fprintf(stderr,”-i1 arg : specify the identificatioin field in IP header\n™);
fprintf(stderr,"”-s arg : specify the source IP field in IP header\n™);
fprintf(stderr,”-p arg : specify the payload length after IP header\n");
fprintf(stderr,”-q [T|R|C] : specify the tos field in IP header\n');
fprintf(stderr,”™ T : stands for max throughput\n');

fprintf(stderr,”™ R : stands for max relibility\n");

fprintf(stderr,” C : stands for min cost\n");

fprintf(stderr,”-t arg : specify the ttl field in IP headre\n™);
fprintf(stderr,"”-v arg : specify the interval of each packet\n");

3

if (strcmp (long_options[option_index].name, “sport™) == 0)

{ sport = atoi (optarg);
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sportrandom = 0;

3

if (strcmp (long_options[option_index].name, “dport™) == 0)
{ dport = atoi (optarg);

dportrandom =0;

3

if (strcmp (long_options[option_index].name, "seq™) == 0)
{

seqg=atoi (optarg);

seqrandom=0;

3

if (strcmp (long_options[option_index].name, "ack') == 0)
{

ack=atoi (optarg);

ackflag=0x1;

ackrandom=0;

3

if (strcmp (long_options[option_index].name, *syn'™) == 0)
{

synflag=1;

¥

if (strcmp (long_options[option_index].name, "rst') == 0)
{

rstflag=1;

3

if (strcmp (long_options[option_index].name, "psh'™) == 0)
{

pshflag=1;

3

if (strcmp (long_options[option_index].name, "urg™) == 0)
{

urgflag=1;

3

if (strcmp (long_options[option_index].name, "fin'") == 0)
{

finflag=1;

3

break;

case "c":
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count = atoi (optarg);

break;

case "d":

ipdst = resolve (optarg);

break;

case "f":

if (strncmp (optarg, "R, 1) == 0)

frag = 0x8000;

else if (strncmp (optarg, D", 1) == 0)
frag = 0x4000;

else if (strncmp (optarg, "M, 1) == 0)
frag = 0x2000;

break;

case "I
id = atoi (optarg);
idrandom = 0O;
break;

case "s":

ipsrc = resolve (optarg);

break;

case "p°:
pktsize+=atoi(optarg);

break;

case "q":

if (strncmp (optarg, D", 1) == 0)

tos = 0x10;

else if (strncmp (optarg, "T", 1) == 0)
tos = 0x08;

else if (strncmp (optarg, "R", 1) == 0)
tos = 0x04;

else if (strncmp (optarg, "C", 1) == 0)
tos = 0x02;

break;

case "t":

ttl = atoi (optarg);

break;

case "v":

interval = atoi (optarg);

break;

50



3

3

packet = (char *) malloc (sizeof (char) * pktsize);
sockfd = socket (AF_INET, SOCK_RAW, 255);

iph = (struct iphdr *) (packet);

tcph = (struct tcphdr *) (packet + sizeof (struct iphdr));
memset (packet, 0, pktsize);

iph->version = 4;

iph->ihl = 5;

iph->tos = tos;

iph->tot_len = htons (pktsize);

iph->id = htons (id);

iph->frag_off = htons (frag);

iph->ttl = ttl;

iph->protocol = 0x6;

// iph->saddr = inet_addr ("'192.168.0.254");
iph->saddr = ipsrc;

// iph->daddr = inet_addr (*'192.168.3.11");
iph->daddr = ipdst;

iph->check = ip_sum ((short int *) &iph, sizeof (iph));
tcph->source = htons (sport);

tcph->dest = htons (dport);

tcph->seq = htonl (seq);

tcph->ack_seq = htonl (ack);

tcph->doff = 5;

tcph->urg=urgflag;

tcph->ack=ackflag;

tcph->psh=pshflag;

tcph->rst=rstflag;

tcph->syn=synflag;

tcph->fin=finflag;

tcph->window = htons (1024);

chsum += htons (tcph->source);

chsum += htons (tcph->dest);

chsum += (short) (htonl (tcph->seq) >> 16);

chsum += (short) (htonl (tcph->seq) & Ox0000FfFff);
chsum += (short) (htonl (tcph->ack_seq) >> 16);
chsum += (short) (htonl (tcph->ack_seq) & Ox0000ffff);

chsum += 0x5002;
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chsum += htons (tcph->window);

chsum += (short) (htonl (iph->saddr) >> 16);

chsum += (short) (htonl (iph->saddr) & Ox0000ffff);
chsum += (short) (htonl (iph->daddr) >> 16);

chsum += (short) (htonl (iph->daddr) & Ox0000ffff);
chsum += iph->protocol;

chsum += 20;

chsum = (chsum >> 16) + (chsum & OxFfff);

(unsigned short) chsum += (chsum >> 16);
tcph->check = ~htons (chsum) - 512;
pothead.sin_family = AF_INET;
pothead.sin_addr.s_addr = iph->daddr;

setsockopt (sockfd, IPPROTO_IP, IP_HDRINCL, "1, sizeof (*'1'));
for (loop = 0; loop < count; loop++)

{

if (seqrandom == 1)

tcph->seq = htonl (getrandom(1,65535));

if (ackrandom == 1)

tcph->ack_seq = htonl (getrandom(1,65535));

if (idrandom == 1)

iph->id = htons (getrandom(1,65535));

if (sportrandom==1)

tcph->source = htons (getrandom(1024,65535));

if (dportrandom ==1)

{

dport = getrandom(1,65535);

tcph->dest = htons (dport);

pothead.sin_port = htons (dport);

3

chsum=0;

chsum += htons (tcph->source);

chsum += htons (tcph->dest);

chsum += (short) (htonl (tcph->seq) >> 16);

chsum += (short) (htonl (tcph->seq) & Ox0000FfFff);
chsum += (short) (htonl (tcph->ack_seq) >> 16);
chsum += (short) (htonl (tcph->ack_seq) & Ox0000ffff);
chsum += 0x5002;

chsum += htons (tcph->window);

chsum += (short) (htonl (iph->saddr) >> 16);
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chsum += (short) (htonl (iph->saddr) & Ox0000ffff);
chsum += (short) (htonl (iph->daddr) >> 16);

chsum += (short) (htonl (iph->daddr) & Ox0000ffff);
chsum += iph->protocol;

chsum += 20;

chsum = (chsum >> 16) + (chsum & OxFfff);

(unsigned short) chsum += (chsum >> 16);
tcph->check = ~htons (chsum) - 512;

usleep (interval);

sendto (sockfd, packet, pktsize, 0, (struct sockaddr_in *)
&pothead,

sizeof (struct sockaddr_in));

3

free (packet);

exit(0);

3

unsigned short

checksum (addr, len)

unsigned short *addr;

int len;

{

register int nleft = len;

register unsigned short *w = addr;

register int sum = 0;

unsigned short answer = 0;

while (nleft > 1)

{

sum += Fw++;

nleft -= 2;

3

if (nleft == 1)

{

*(unsigned char *) (&answer) = *(unsigned char *) w;
sum += answer;

3

return (sum);

3

unsigned short

ip_sum (addr, len)

53



unsigned short *addr;

int len;

{

register int nleft = len;

register unsigned short *w = addr;
register int sum = 0;

unsigned short answer = 0;

while (nleft > 1)

{

sum += *w++;

nleft -= 2;

3

if (nleft == 1)

{

*(unsigned char *) (&answer) = *(unsigned char *) w;
sum += answer;

3

sum = (sum >> 16) + (sum & OxFFff);
sum += (sum >> 16);

answer = ~sum;

return (answer);

3

unsigned short

cksum (unsigned short *buf, int nwords)
{

unsigned long sum;

for (sum = 0; nwords > 0; nwords--)
sum += *buf++;

sum = (sum >> 16) + (sum & OxFFff);
sum += (sum >> 16);

return ~sum;

3

int

isip (char *ip)

{

int a, b, c, d;

sscanf (ip, "%d.%d.%d.%d", &a, &b, &c, &d);
if (a<0)

return O;
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if (a > 255)

return O;

if (b <0)

return O;

if (b > 255)

return O;

if (c <0)

return O;

if (c > 255)

return O;

if (d <0)

return O;

if (d > 255)

return O;

return 1;

3

unsigned long

resolve (char *host)

{

struct hostent *he;

struct sockaddr_in tmp;

if (isip (host))

return (inet_addr (host));

he = (struct hostent *) gethostbyname (host);
it (he)

{

memcpy ((caddr_t) & tmp.sin_addr.s_addr, he->h_addr,
he->h_length);

3

else

return (0);

return (tmp.sin_addr.s_addr);
3

void

random_init (void)

{

int rfd = open ("'/dev/urandom™, O_RDONLY);
if (rfd < 0)

rfd = open (*'/dev/random’, O_RDONLY);

55



rcounter = read (rfd, rseed, 65535);
close (rfd);

3

inline

long

getrandom (int min, int max)

{

if (rcounter < 2)

random_init ;

srand (rseed[rcounter] + (rseed[rcounter - 1] << 8));

rcounter -= 2;

return ((random QO % (int) (((max) + 1) - (min))) + (min));
}

Monitor

/* monitor.php */

<?php

include("'snmpconf.php™);
require("xtpl.p™);

$xtpl=New XTemplate("monitor.xtpl");
if ('$_COOKIE[loginsession])

{

$xtpl->parse(""main.leftmain.login");
$xtpl->parse("'main.leftmain");

}

else

{

if ($_POST["submit"])

{

switch ($_POST["function"]) {

case "settime™:

$nodetime=exec("/usr/local/snort-2.0.0/bin/nodetime root@192.168.3.12");
$settime=exec("/usr/local/snort-2.0.0/bin/settime root@".$ _POST[ip]." ".$nodetime);
break;

case "editrule™:

$fd=fopen("/usr/local/snort-2.0.0/bin/editrule”,"w");
fputs($fd,"#!/usr/bin/expect -f\n");

fputs($fd,"spawn ssh [Irange \$argv 0 0] sed \\\\n");
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for($i=0;$name=checkrule.$i,!lempty($$name);$i++)

{

if (ereg("M#",$$name)==1)

fputs($fd," s/~ *\\\(include
".str_replace('/',\\V/',str_replace(‘'$','\\$',str_replace("#",""",$$name)))."\\\)/A\LA\n");
else

fputs($fd," s/~ *\\\(include
".str_replace('/',\\V',str_replace('$','\\$',$$name))."\\\)/A\W1/A\n");

}

fputs($fd,"\\' /usr/local/snort-2.0.0/bin/snort.conf >
/usr/local/snort-2.0.0/bin/snort.try\\;command cp /usr/local/snort-2.0.0/bin/snort.try
/usr/local/snort-2.0.0/bin/snort.conf\nexpect {\nAre {\nsend
\"yes\\r\"\nexp_continue\n P\nroot@\n{send \"east1121\\r\" }\n Hnexpect root\nexit\n");
fclose($fd);

chmod("/usr/local/snort-2.0.0/bin/editrule”,0770);
exec("/usr/local/snort-2.0.0/bin/editrule root@".$_GET[ip]);
exec("/usr/local/snort-2.0.0/bin/restartsnort root@".$_GETIip]);

break;

case "start":

$snortstate=exec("/usr/local/snort-2.0.0/bin/snortstate root@".$_GET[ip]);

if (ereg("'\V/snort",$snortstate)>0)

$xtpl->assign(SNORTSTATE,$snortstate."......");

else

exec("/usr/local/snort-2.0.0/bin/startsnort root@".$_GET]ip]);

break;

¥
¥

$xtpl->parse("'main.leftmain.logout™);
$menu[0][menuname]="test1";
$menu[1][menuname]="manage";
$menu[2][menuname]="time";
$menu[0][menudes]=""tI-t,i";
$menu[1][menudes]="°p2z20°A";
$menu[2][menudes]="®E®t!P"'B";
switch ($_GET[m]) {

case ($menu[0][menuname]):
$link=mysql_connect("localhost","root");
mysql_select_db("snort",$link);
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$result=mysql_query("select hostname from sensor order by hostname;",$link);
$numrows=mysql_num_rows($result);

for($i=0;$i<Snumrows;$i++)

{

$resultarr[$i]=mysql_fetch_array($result);
$resultarr[$i][hostname]="192.168.4" strrchr($resultarr[$i][hostname],".");
if ($fp=@fsockopen($resultarr[$i][hostname],"22",$errno,$errstr,0.1)))

{

fclose($fp);

$func[$i][funcname]="<a
href=\"monitor.php?f=load&ip=".$resultarr[$i][hostname]." &m=test1\">";
}

$func[$i][funcdes]=$resultarr[$i][hostname];

$func[$i][menu]="test1";

}

break;

case ($menu[1][menuname]):

$link=mysql_connect("localhost","root");

mysql_select_db("snort",$link);

$result=mysql_query("select hostname from sensor order by hostname;",$link);
$numrows=mysql_num_rows($result);

for($i=0;$i<Snumrows;$i++)

{

$resultarr[$i]=mysql_fetch_array($result);
$resultarr[$i][hostname]="192.168.4" strrchr($resultarr[$i][hostname],".");
if ($fp=@fsockopen($resultarr[$i][hostname],"22",$errno,$errstr,0.1)))

{

fclose($fp);

$func[$i][funcname]="<a
href=\"monitor.php?f=look&ip=".$resultarr[$i][hostname]."&m=manage\">";
}

$func[$i][funcdes]=$resultarr[$i][hostname];

$func[$i][menu]="manage";

}

break;

case ($menu[2][menuname]):

$link=mysql_connect("localhost","root");

mysql_select_db("snort",$link);
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$result=mysql_query("select hostname from sensor order by hostname;",$link);
$numrows=mysql_num_rows($result);

for($i=0;$i<Snumrows;$i++)

{

$resultarr[$i]=mysql_fetch_array($result);
$resultarr[$i][hostname]="192.168.4" strrchr($resultarr[$i][hostname],".");
if ($fp=@fsockopen($resultarr[$i][hostname],"22",$errno,$errstr,0.1)))

{

fclose($fp);

$func[$i][funcname]="<a
href=\"monitor.php?f=settime&ip=".$resultarr[$i][hostname]."&m=time\">";
}

$func[$i][funcdes]=$resultarr[$i][hostname];

$func[$i][menu]="time";

}

break;

}

for($i=0;$i<count($menu);$i++)

{

$xtpl->assign(MENU,$menu[$i]);

if ($_GET[m]==$menu[$i][menuname])

{

for($j=0;$j<count($func);$j++)

{

if ($func[$j][menu]==$_GET[m])
{

$xtpl->assign("“funcname”,$func[$j]["funcname"]);

$xtpl->assign("funcdes", $func[$j][funcdes"]);
$xtpl->parse(""'main.leftmain.menurow.function");

}

}

}

$xtpl->parse("'main.leftmain.menurow");

}

$ethOin=explode(" ", snmpget($slicaterIP,$community,”.1.3.6.1.2.1.2.2.1.11.2"));
$ethlout=explode(" ",snmpget($slicaterIP,$community,”.1.3.6.1.2.1.2.2.1.17.3"));
$eth2out=explode(" ",snmpget($slicaterIP,$community,”.1.3.6.1.2.1.2.2.1.17.4"));
$eth3out=explode(" ",snmpget($slicaterIlP,$community,”.1.3.6.1.2.1.2.2.1.17.5"));
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$swap=explode(" ",snmpget($slicater|P,$community,”.1.3.6.1.4.1.2021.4.3.0"));
$avalswap=explode(" ",snmpget($slicaterIP,$community,".1.3.6.1.4.1.2021.4.4.0"));
$usedswap=$swap[1]-$avalswap[1];

$realmem=explode(" ",snmpget($slicaterIP,$community,”.1.3.6.1.4.1.2021.4.5.0"));
$avalreal=explode(" ",snmpget($slicaterIP,$community,".1.3.6.1.4.1.2021.4.6.0"));
$xtpl->assign("ETHOIN",str_replace(" ","&nbsp&nbsp",str_pad($eth0in[1],10,"

" STR_PAD_LEFT)));

$xtpl->assign("ETH1OUT" str_replace(" ","&nbsp&nbsp"”,str_pad($ethlout[1],10,"
" STR_PAD_LEFT)));

$ethlpercent=(int)(($ethlout[1]/$eth0in[1])*100);
$xtpl->assign("ETHIPERCENT",$eth1percent."%");
$xtpl->assign("ETHIPERCENT1",100-$eth1percent."%");
$xtpl->assign("ETH20UT" str_replace(" ","&nbsp&nbsp"”,str_pad($eth2out[1],10,"
" STR_PAD_LEFT)));

$eth2percent=(int)(($eth2out[1]/$eth0in[1])*100);
$xtpl->assign("ETH2PERCENT",$eth2percent."%");
$xtpl->assign("ETH2PERCENT1",100-$eth2percent."%");
$xtpl->assign("ETH30OUT" str_replace(" ","&nbsp&nbsp"”,str_pad($eth3out[1],10,"
" STR_PAD_LEFT)));

$eth3percent=(int)(($eth3out[1]/$eth0in[1])*100);
$xtpl->assign("ETH3PERCENT",$eth3percent."%");
$xtpl->assign("ETH3PERCENT1",100-$eth3percent."%");

$xtpl->assign("REALMEM" str_replace("

" "&nbsp&nbsp”,str_pad($realmem[1],10," ",STR_PAD_LEFT)));
$xtpl->assign("SWAPUSED" str_replace(" ","&nbsp&nbsp",str_pad($usedswap,10,"
" STR_PAD_LEFT)));

$xtpl->assign("FREEREALMEM" str_replace("

" "&nbsp&nbsp"”,str_pad($avalreal[1],10," ",STR_PAD_LEFT)));
$mempercent=(int)(($avalreal[1]/$realmem[1])*100);
$xtpl->assign("MEMPERCENT",100-$mempercent."%");
$xtpl->assign("MEMPERCENT1",$mempercent."%");
$xtpl->parse(""'main.leftmain.slicater™);

$xtpl->parse("'main.leftmain");

switch ($_GETI[f]) {

case add:

$xtpl->parse("'main.newsensor");

break;

case "load":

60



passthru(*/usr/local/snort-2.0.0/bin/load root@".$_GET]ip]." | tail -4 > free.tmp");
$xtpl->assign("'IP",$_GET]Iip]);

$freearr=file("free.tmp");

if (count($freearr)!=2)

{

Suptime=exec("'/usr/local/snort-2.0.0/bin/uptime root@".$_GETIip]);
for($i=0;Si<count($freearr);$i++)

{

$xtpl->assign(VARFREE, $freearr[$i]);
$xtpl->parse(""main.freetable.row");

}

$snortstate=exec("/usr/local/snort-2.0.0/bin/snortstate root@".$_GET[ip]);
if (ereg("'\V/snort",$snortstate)>0)
$xtpl->assign(SNORTSTATE,$snortstate."......");

else

{

$xtpl->assign(SNORTSTATE,"©|¥Y4°djaesnort!");
$xtpl->assign(RUNSNORT,"<tr><td><form
action=\"monitor.php?f=load&ip=".$_GET[ip]."&m=test1\" method=\"post\"><input
type=\"hidden\" name=\"function\" value=\"start\"><input type=\"submit\"
name=submit value=\"°g;a&\"></form>");

}

$xtpl->assign(UPTIME,$uptime);

$xtpl->parse(""'main.freetable");

}

else

{

$xtpl->assign(RIGHT_ERROR,"pL?k3sY2u 1¥D¥%+".$_GET[ip]."<br>");
$xtpl->parse("'main.timeout");

}

break;

case "settime™:

$nodetime=exec("/usr/local/snort-2.0.0/bin/nodetime root@".$_GETI[ip]);
if (ereg("route”,$nodetime)!=1)

{

$ndmj=substr($nodetime,0,10);
list($nh,$nm,$ns)=explode(*:",substr($nodetime,11,8));
$nty=substr($nodetime,20,4);
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$xtpl->assign("'IP",$_GET]Iip]);
$xtpl->assign("NDMJ", $ndmj);
$xtpl->assign("NSEC",$ns);
$xtpl->assign("NMIN",$nm);
$xtpl->assign("NHOUR",$nh);
$xtpl->assign("NTY",$nty);
$xtpl->parse("'main.javascript.nodevar");
$xtpl->parse(""'main.javascript.node");
$xtpl->assign("SUBMIT","<tr><td><input type=\"submit\" value=\"ti®E\"
name=\"submit\">");

}

else

{
$xtpl->assign("NODE_ERROR","uL2k«@¥R3sYu™);
}

$time=time();

$s=date("'s",$time);

$m=date("i",$time);

$h=date("H",$time);

$DMij=date("D M d",$time);

$TY=date("Y",$time);

$xtpl->assign("SEC",$s);
$xtpl->assign("MIN",$m);
$xtpl->assign("HOUR",$h);
$xtpl->assign("DM;j",$DMj);
$xtpl->assign("TY",$TY);
$xtpl->assign(ONLOAD,"onload="show_secs();"");
$xtpl->parse(""'main.javascript");
$xtpl->parse("'main.settimetable");

break;

case "look":
passthru("/usr/local/snort-2.0.0/bin/expect root@".$_GET][ip]." include|sed -n's/
*$//;/M\(#*\)include/p' > include.tmp™);

if (filesize("include.tmp™)!=0)

{

passthru("/usr/local/snort-2.0.0/bin/expect root@".$_GET][ip]." var|sed -n 's/
*/[;/M\( *\)var/p' > var.tmp");
$arr=file("include.tmp");
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$arrvar=file("var.tmp");
for($i=0;$i<count($arrvar);$i++)
{
$varline[$i][name]=substr($arrvar[$i],strpos($arrvar[$i]," "),strrpos($arrvar[$i],"
")-strpos($arrvar[$i]," "));

$varline[$i][variable]=strrchr($arrvar[$i]," );
/I$varline[$i][variable]=ereg_replace(",",",<br>" $varline[$i][variable]);

}

for($i=0;$i<count($arr);$i++)

{

$line[$i][rule]=ereg_replace("\n","" substr($arr[$i],strpos(Sarr[$i]," ")+1));
$line[$i][check]=strchr($arr[$i],"#)?"":"checked";
$line[$i][uncheck]=strchr($arr[$i],'#")?"checked":"";

}

for($i=0;$i<count($arrvar);$i++)

{

$xtpl->assign(VARS, $varline[$i]);

$xtpl->parse(""'main.vartable.row");

}

$xtpl->parse(""main.vartable");

for($i=0;$i<count($arr);$i++)

{

$xtpl->assign(DATA, $line[$i]);

$xtpl->assign(NUM,$i);

$xtpl->parse(""main.includetable.row");

}

$xtpl->assign("IP",$_GET]Iip]);

$xtpl->parse(""main.includetable™);

}

else

{
$xtpl->assign(RIGHT_ERROR,"uL2k3s%2u"1¥D¥+".$_GET]Iip]);
$xtpl->parse("'main.timeout");

}

break;

default:

$xtpl->parse("'main.help™);

break;
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}

}

$xtpl->parse("main™);

$xtpl->out("main");

7>

/* login.php */

<?php

include_once("loginfunction.php™);
Psess_id=sessionlogin("localhost","root","snort","account","user","password",$ _POS
T[loginname],$_POST[passwd]);

if ($sess_id)

{

setcookie("loginsession”,$sess_id);

header("Location:
http://".$_SERVER['HTTP_HOST"].dirname($_SERVER['PHP_SELF)."/monitor.ph
p");

}

7>

/* loginfunction.php*/

<?php

function
sessionlogin($DATABASE_SERVER,$DATABASE_USER,$DATABASE_DB,$T
AB
LE_LOGIN,$FIELD_LOGINUSER,$FIELD_PASSWORD,$LOGIN_USER,$PASS
WORD)

{

$link=mysql_pconnect($SDATABASE_SERVER,$DATABASE_USER);
mysql_select_db("$DATABASE_DB");

$query="select SFIELD_LOGINUSER from $TABLE_LOGIN where
$FIELD_LOGINUSER='$LOGIN_USER' and
$FIELD_PASSWORD="$PASSWORD";";

$result=mysql_query($query,$link);

$login[0]=mysql_fetch_array($result);

if ($login[0][$FIELD_LOGINUSER])

{

session_start();

return session_id();

}
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}

7>

/* monitor.xtpl */

<!-- BEGIN: main -->
<html>

<head>

<LINK rel="stylesheet" type="text/css" href="monitor.css">
<!-- BEGIN: javascript -->
<script language="JAVASCRIPT">
var m={MIN};

var s={SEC},

var h={HOUR},

var DMj="{DM;j}";

var TY="{TY}";

<!-- BEGIN: nodevar -->
var ndmj="{NDMJ}";

var nm={NMIN};

var ns={NSEC};

var nh={NHOUR};

var nty="{NTY}";

<!-- END: nodevar -->
function show_secs ()

{
S++;
if (s>59)
{
s=0;
m++;
}

if (m>59)
{

m=0;
h++;
}

if (h>23)

{h=0;}

<l-- BEGIN: node -->
ns++;
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if (ns>59)

{

ns=0;

nm++;

}

if (nm>59)

{

nm=0;

nh++;

}

if (nh>23)

{nh=0:}
document.getElementByld("NClock™).innerHTML=ndmj + " " + nh + ™" + nm + ™"
+ns

+" "+ nty;

<!-- END: node -->
document.getElementByld("Clock™).innerHTML=DMj +""+h+""+m+"" +s+
+TY;

window.setTimeout('show_secs()',1000);

}

I -->

</script>

<!-- END: javascript -->

</head>

<body link="blue" vlink="blue" bgcolor="lightyellow" {ONLOAD}>
<table width="100%" height="6%">

<tr><td class="mainheadertitle">Centralized Snort Manager
</table>

<table height="86%">

<tr>

<td width="230" valign="top">

<!-- BEGIN: leftmain -->

<table width="100%" height="100%">

<!-- BEGIN: login -->

<tr>

<td valign="top" height="100%">

<table cellspacing="0" height="100%">
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<form action="login.php" method="post"><tr class="menu"><td class="menu">[<
<td
class="menu" valign="top"><input type="text" name="loginname">
<tr class="menu"><td class:"menu">§%,<ﬂ3:<td valign="top" class="menu"><input
type="password" name="passwd">
<tr class="menu"><td class="menu"><input type="submit" value:"ﬁ' o
name="submit"
style="width:40;height:20;font-size:12px;color:yellow;background-color:#4444aa;bor
der-st
yle: solid;border-color:#00bbff"><td class="menu"><input type="reset" value="y& [\
style="width:40;height:20;font-size:12px;color:yellow;background-color:#4444aa;bor
der-st
yle: solid;border-color:#00bbff"></td>
</form>
<tr><td>&nbsp</td><td><img src="poweredby.png"></td>
<tr><td>&nbsp</td><td><img src="apache.gif"></td>
<tr><td>&nbsp</td><td><img src="php-power.gif"></td>
<tr><td>&nbsp</td><td><img src="mysql.png"></td>
<tr><td>&nbsp</td><td><img src="snort_tm.gif"></td>
<tr><td>&nbsp</td><td></td>
<tr><td>&nbsp</td><td></td>
</table>
</td>
<td>
<pre style="font-size:48px;color:#00bbff;">
CRRE R G e
SRR

R ML
AER s
P
PRTAR
</pre>
</td>
<!-- END: login -->
<!-- BEGIN: logout -->
<tr class="menu"><td class="menu"><a href="|ogout.php">§LLI i</a>
<!-- END: logout -->
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<I-- BEGIN: menurow -->

<tr class="menu"><td class="menu" valign="top"><a
href="monitor.php?m={MENU.menuname}">{MENU.menudes}</a>

<!-- BEGIN: function -->

<tr class="menurow'"><td class="menurow"
valign="top">&nbsp&nbsp&nbsp&nbsp{funcname}{funcdes}</a>

<!-- END: function -->

<I-- END: menurow -->

<!-- BEGIN: slicater -->

<tr height="*"><td class="menu" valign="top">

<table>

<I-- <tr><td>c 155 i it eU R {ETHOIN} -->

<tr><td>Z[NIDS-1§} v - {ETH1OUT}

<tr><td>

<TABLE BORDER=0 width=100% CELLSPACING=0 CELLPADDING=0>
<TR><td>{ETHIPERCENT}</td><TD ALIGN=CENTER
BGCOLOR="#0000ff" WIDTH={ETH1PERCENT}>&nbsp;</TD>

<TD BGCOLOR="#CCCCCC" width={ETH1PERCENT1}>&nbsp;</TD></TR>
</table>

</td>

<tr><td>Z[NIDS-2§} v §-{ETH20UT}

<tr><td>

<TABLE BORDER=0 width=100% CELLSPACING=0 CELLPADDING=0>
<TR><td>{ETH2PERCENT}</td><TD ALIGN=CENTER
BGCOLOR="#0000ff" WIDTH={ETH2PERCENT}>&nbsp;</TD>

<TD BGCOLOR="#CCCCcCC"
width={ETH2PERCENT1}>&nbsp;</TD></TR>

</table>

</td>

<tr><td>Z[NIDS-3§ v §¢:{ETH30OUT}

<tr><td>

<TABLE BORDER=0 width=100% CELLSPACING=0 CELLPADDING=0>
<TR><td>{ETH3PERCENT}</td><TD ALIGN=CENTER
BGCOLOR="#0000ff" WIDTH={ETH3PERCENT}>&nbsp;</TD>

<TD BGCOLOR="#CCCCcCC"
width={ETH3PERCENT1}>&nbsp;</TD></TR>

</table>

</td>
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<l-- <tr><td>ﬂé4’ﬁ“:cl %‘I?E"“\F*fgié*{REALMEM} ->

<I-- <tr><td>r$%;?l %‘.%ﬂ@j H1:{SWAPUSED} -->

<tr><td>ﬁf.*gﬂrcl[ %]k {FREEREALMEM}

<tr><td>=cl[ ’gﬂ@“

<tr><td>

<TABLE BORDER=0 width=100% CELLSPACING=0 CELLPADDING=0>
<TR><td>{MEMPERCENT}</td><TD ALIGN=CENTER BGCOLOR="#0000ff"
WIDTH={MEMPERCENT}>&nbsp;</TD>

<TD BGCOLOR="#CCCCCC" width={MEMPERCENT1}>&nbsp;</TD></TR>
</table>

</table>

<!-- END: slicater -->

<tr height="*"><td>&nbsp

</table>

<!-- END: leftmain -->

<td>

<table width="100%" height="100%">
<tr>

<td valign="top">

{RIGHT_ERROR}

<!-- BEGIN: timeout -->

%ﬁﬁg\ 5 7\F F¥<br>

SSH Ej@a,jt% ?va*}<br>

B R %@Hfg

<!-- END: timeout -->

<!-- BEGIN: newsensor -->

<form action="newsensor.php™ method="post">
<table>

<tr>

<td>

IPfk Hi-<input type="text" name="ipaddress"><br>

A [ fi<input type="text" name="location"><br>
<input type="submit" value=""[1 * " name="submit">
</table>

</form>

<I-- END: newsensor -->

<!-- BEGIN: settimetable -->

<form action="monitor.php?f=settime&ip={IP}&m=time" method="post">
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<table>

<tr><td>§>Pﬁ‘EJ fﬁjﬁﬁ%&'ﬁﬁ flil:<FONT id="Clock" align="center" color="#000000"
face="Arial">

<tr><td><input type="hidden" name="ip" value="{IP}"><input type="hidden"
name="function" value="settime" > &} 4§ éﬁ%ﬁﬂﬁ&ﬂ:{NODE_ERRORkFONT
id="NClock" align="center" color="#000000" face="Arial">

{SUBMIT}

<tr height="*"><td>&nbsp

</table>

</form>

<!-- END: settimetable -->

<!-- BEGIN: help -->

<table valign="top">

<tr><td>

<pre style:"font-size:16px;font-face:$§1f, >

[ip0 ™ [2EHfEA]

A 1A Kﬁﬁﬁi%ﬁ [HRE BN g‘i{%&‘[ﬁil&d ’ %Dsnortﬂg\,"é |
PRS2 o B R D (PR e s EpTTE
R S 1 (R L I A -

ST it T R TS SRR % -

[ <1

IR A v »ﬁﬁ%‘éﬂﬁﬂﬁm B T PRI k2R
= A8 BAS 3]: ) IP/%EE ﬁgl‘ﬁ?@e& it S GIRFE

</pre>

</td>

</table>

<!-- END: help -->

<!-- BEGIN: freetable -->

<table valign="top">

<tr><td><pre>{UPTIME}</pre>

<I-- BEGIN: row -->

<tr><td valign="top"><pre>{VARFREE}</pre>

<I-- END: row -->

<tr><td><pre>CPU% MEM% COMMAND</pre>
<tr><td><pre>{SNORTSTATE}</pre>

{RUNSNORT}

</table>

<!-- END: freetable -->

70



<!-- BEGIN: vartable -->

<table>

<I-- BEGIN: row -->

<tr><td valign="top">{VARS.name}<td><input type="text"
value="{VARS.variable}">

<I-- END: row -->

</table>

<td>

<!-- END: vartable -->

<!-- BEGIN: includetable -->

<form action="monitor.php?f=look&ip={IP}&m=test1" method="post">
<table>

<tr><td>#\ * FE[E (G L)

<I-- BEGIN: row -->

<tr><td><input type="radio" {DATA.check} name="checkrule{NUM}"
value="{DATA. rule}">&nbsp&nbsp&nbsp<input type="radio” {DATA.uncheck}
name="checkrule{NUM}" value="#{DATA.rule}"><td>{DATA.rule}
<I-- END: row -->

<tr><td><input type="hidden" name="function" value="editrule">
<tr><td><input type="submit" value="{Zd>#\ * HIf[[" name="submit">
</table>

</form>

<!-- END: includetable -->

</table>

</table>

<table width="100%" height=*>

<tr><td class="mainfootertitle">Author:<a
href="mailto:u8921043@mail.ndhu.edu.tw">

i Zi</a>

</table>

</body></htm|>

<!-- END: main>
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