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ABSTRACT

Transmitting message in secret is getting more and
more important nowadays. In the classical world, the
message we sent run the risk of being intercepted by
an attacker. As a result, we have to encrypt the mes-
sage, or send it using a private channel. However, if
we transmit messages via such methods, there are still
some ways to decipher the information. For example, a
powerful computer can be used to decrypt the message
or try to steal the message from the private channel.

In quantum cryptography, entanglement can be used
as a secure channel to transmit information with abso-
lute secrecy. From this perspective, quantum entan-
glement pairs are equivalent to a quantum private key.
However, like the classical key distribution problem,
the entanglement has to be shared before it can be
used. In this paper, we propose a protocol that can
be used to distribute such entanglement pairs securely,
so they can be subsequently used to transmit messages
with perfect security. The security of this protocol is
based on the laws of nature, instead of unproven math-
ematical hard problems.

1. INTRODUCTION

In classical cryptography, there are some one-way func-
tions that are easy to calculate in one direction but dif-
ficult in the other direction. This property can be used
to derive many encryption protocols. Notice that the
security of these algorithms depends on the assumption
that there is no fast algorithm to find out the answer of
the one-way function. However, there are some efficient
quantum algorithms have been found to break these
classical encryption algorithms. For instance, Shor's
quantum algorithm [1] can be used to solve factoring
problem in polynomial time, and RSA will be no more

secure. Moreover, Grover's algorithm [2] can be used
to do an exhaustive key search for DES or AES.

Recent study shows that quantum cryptography pro-
vides an option to perform secret communication. The
most straightforward application of quantum cryptog-
raphy is quantum key distribution [3][4]. Even in the
presence of an eavesdropper with unlimited computing
power, the laws of physics (instead of mathematical
conjectures) guarantee that the secret key exchange
will be secure. For example, BBS4 [3] is one of the
protocols to perform key distribution. It is a simple
'prepare-and-measure' protocol, and can easily make
up a secret key securely using current technology. Once
this secret key is established, it can be used with clas-
sical cryptographic techniques (such as one-time-pad)
to allow two parties to exchange messages in absolute
secrecy. In this paper, we propose a protocol to dis-
tribute entanglement pairs that can be subsequently
used as private keys. Unlike classical key distribution
protocols, its security is based on the laws of nature,
instead of unproven mathematical hard problems [5] [6].

2. PRELIMINARIES ON ENTANGLEMENT

There are some tiny particles that have discrete energy
level. If they have quantum properties, we call them
quantum bits, or briefed the name as qubits. Each
qubit has its quantum state, we can measure 10) or
1) if the quantum state of qubit is two state particle.
Moreover, we can apply some operations onto the qubit
to change their quantum state. For example, ua rotate
quantum state up to 90 degrees along the x axis, so is
gy or cz.

In quantum mechanics, the state of a single two-
level quantum bit (qubit) can be written as a linear
combination in a two-dimensional complex vector space
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as

1X) = aO°) +Q1), (1)
where a and 13 are complex numbers and 1a 2 + ~1S3 2
1. The two orthonormal states 0) and 1) forms a
computational basis of the system and the contribution
of each basis state to the overall state (in this case lao
and /13) is called the probability amplitude.

According to quantum mechanics, when the sys-
tem is measured, the state collapses to one of the ba-
sis states (0O) or 11)). The probability of collapsing to
a particular basis state is directly proportional to the
square of the amplitude associated with it.

The state described above exhibits an unique phe-
nomenon called quantum superposition which means
the particle has a part corresponding to 10) and a part
corresponding to 1), at the same time. However, when
a measurement is performed, it collapses to one of the
states in the basis (eigenstates). An interesting phe-
nomenon in measurement of a multi-particle state is
called entanglement. Imagine that Alice and Bob share
a two-qubit system in the state

) = 10(0) + 11))ab, (2)v/2
where a and b denote Alice and Bob respectively. Ac-
cording to quantum mechanics, if Alice takes a mea-
surement on qubit a, the state of the qubit will collapse
to 10) with a probability of 1/2.

Moreover, in this case Alice immediately knows that
the state of the other qubit (qubit b) must be °0). In
other words, once the measurement result of one qubit
is decided, the state of the other one is perfectly cor-
related and can be instantaneously decided, no matter
how far away Alice and Bob are separated. A simi-
lar result happens if the result of Alice's measurement
is 11). This non-classical correlation among multiple
quantum systems is called quantum entanglement, be-
cause they can not be written as separable states and
are considered to be entangled.

Entanglement can be used to perform, for example,
secure communication (an example of doing this will
be given in section 4). However, like the classical key
distribution problem, the entanglement has to be se-
curely shared first. One possible way to do this is to
directly transmit one qubit in Eq.(2) to the receiver,
but this is vulnerable to the coherent attack.

In this chapter, we present a protocol to accomplish
this securely. The protocol is presented in the next
section.

When the quantum state represents two or more
qubits, there are some quantum states that can't be
further decomposed by tensor product, which is called

as entanglement. We take the advantage of entan-
gled state during information transmission, because the
qubits become relational, and they can affect the others
jump to the special quantum state after measurement.

Therefore, if the quantum state of one qubit of the
quantum EPR pair has been measured, then the other
qubit will also be determined according the result of
the former qubit. And no other people will be aware of
that variance, let alone to steal the changed quantum
information. This and so we can make up some commu-
nication protocol according to these special properties.

3. THE PROTOCOL

There are four steps in our entanglement sharing proto-
col. The resources and assumptions used in this proto-
col include a quantum channel between Alice and Bob
and a classical public channel that can be used by Al-
ice and Bob to exchange the transmission status. The
classical channel does not have to be private. The only
requirement of this channel is that all the messages
transferred can be received by the recipient without
being modified.

For example, a reliable radio broadcast in a non-
jamming environment serves as the channel we require.
The protocol is described as below.

In our protocol, if Alice and Bob want to share N
entanglement pairs, then Alice must prepare N + M
quantum EPR pairs (which equals a total number of
2 x (N + M) qubits). And the M entanglement pairs
are used for verification. Beneath are the four steps to
share N entanglement pairs securely. Notice that if M
increases, then the success probability to be attacked
will decrease exponentially. And it is a trade-off be-
tween security and the number of qubits we send.

STEP 1:
Alice prepares N+M entanglement pairs that are cho-
sen randomly from the following three types of entan-
glement states. Type I is the entanglement as described
above:

T, = 1(100) +-111)ab.l2- (3)

Type II is to rotate qubit b for r/4 along the y axis. It
can be written as

(4)

Type III is to rotate qubit b for r/4 along the x5 axis.
It can be written as

T3 1(0 ) + il) + 1)(0) - 1)))ab. (5)

1
T2 = -(.O)(.O) + .1)) + .1)(.O) .1.))ab-2



By defining Iz+) = U0) and Iz-) =1), we have Ix')
(0) + 1)) and y±) 1(0) +i^1)). Hence, these

entanglement pairs can be written as

T, = 0(1>Z+) + V1)lz )Dab (6)

1rz~ ~ ~ 1 Dl>x>1>x>ab (7)
1

T2 (O)yX+)- +1)y D)ab (7)v2-T3 = 0(1°VI) + ~11>1Y-)ab (,8)

STEP 2:
Alice sends Bob qubit b from each entanglement pair
via the quantum channel and Bob informs Alice via the
classical public channel after he receives these qubits.

STEP 3:
Alice announces the types of all the entanglement pairs
she had prepared via the classical public channel. Bob
chooses M entanglement pairs randomly for further
verification. Then Bob measures these qubits according
to the bases that Alice had announced (Z. e. along z for
T1, along x5 for T2, along y for T3). Then he announces
the results of his measurements via the classical public
channel.

STEP 4:
Alice measures the corresponding qubits to see if they
are correct. Because of the entanglement between qubit
a and b, when Alice measures her qubit of the same
entanglement pair, her result should be correlated with
Bob's measurement. More specifically, Alice's results of
Iz+) should appear with Bob's result of Ix+), Iy+), or
z+±), depending on the entanglement type prepared by
Alice.

If these results are correct, then the remaining en-
tanglement pairs are shared securely between Alice and
Bob. If Bob's results are different from Alice's re-
sults, then they can either abort the protocol or redo
these steps, because there might be eavesdroppers in
the channel.

4. APPLICATIONS

After the establishment of these entanglement pairs,
they can be used to transmit classical or quantum infor-
mation secretly. Here we give an example of transmit-
ting classical messages using these entanglement pairs.
It takes one entanglement pair and one classical bit to
transmit a classical bit secretly, and one entanglement
pair and two classical bits to transmit a quantum state
secretly. Now we show these two applications using the
following examples.

4.1. TrYansmit classical information using entan-
glement pairs

Assuming Bob is to transmit a classical bit p (p E
{0, 1}) to Alice and the entanglement they have shared
is T2.

First, Bob takes a measurement on qubit b along
the basis Alice had announced (i.e. the x5 axis), and
Alice takes a measurement on the other qubit along
the z axis. The result is that Alice and Bob should
share either 10)x+) or 1) x-) and no one else knows
about it. In other words, if Bob interprets Ix+) as 0
and Ix- ) as 1, actually they share a classical secret bit r
(r E {0, 1}). To send the classical bit p to Alice secretly,
Bob can simply send m = r ®D p to Alice in public,
Alice can then perform an exclusive-or to recover the
message bit p. They can change the presentation of
basis whenever they want, and the frequently change
of protocol also makes it hard to attack.

For example, assuming the quantum state after their
measurement is 0)A X+±)B, if Bob wants to send classi-
cal bit 0, then he should encrypt this bit as 0®l0 = 0 on
the public classical channel. On the other hand, if Bob
wants to send classical bit 1, then he should encrypt
this bit as 1 eD 0 = 1. After Alice receives this bit, she
can decrypt the classical bit Bob sent using the quan-
tum state of her qubit. This encryption/decryption
process applies identically if Alice is the sender.

4.2. Transmit quantum information using en-
tanglement pairs

If the information Alice wants to transmit to Bob is
the state of a qubit, then they have to set up their
entanglement pair to type Tl. This can be done by Bob
via a local operation. If the entanglement they shared
is type TI, then Bob does not have to do anything.

On the other hand, if their entanglement pair is
type T2 or T3, Bob has to do a uy rotation operation
or a ua rotation operation on his qubit to make their
quantum state become type Tl, and make the quantum
state of their qubits to 0)A |)B + 1)A 1)B

Assume Alice wants to transmit a quantum state of
q5) to Bob. Then Alice should prepare a qubit which
its quantum state is q5). Firstly Alice measures both
the qubit she has and qubit C along the Bell basis.
After the measurement, Alice transfers the two states
into two classical bits (00, 01, 10, 1 ) and sends these
two classical bits to Bob via public classical channel.
Then Bob can do Bell operation on his qubit according
to the two classical bits Alice sent. Bob's qubit will
change to the same quantum state with the original
quantum state of qubit C. The quantum information
transmission protocol is called teleportation, and it is



a well-done protocol.

5. ANALYSIS

An important issue to protect our entanglement against
Eve is that we do not want these quantum EPR pairs
to be intercepted or copied or even destroyed during
the transmission. In the transmission phase, we take
advantages of the uncertainty principle that allows Al-
ice and Bob to perform security checking. Because the
qubits that sent to Bob are based on three orthogonal
bases.

If Eve measures the quantum state of the qubit us-
ing a wrong basis, the original state mapping (caused
by the entanglement) between Alice and Bob will be de-
stroyed, Alice and Bob can check this relation of some
randomly chosen entanglement pairs to prevent the at-
tack. Because Alice is using different orthogonal bases
in the second qubit, if Eve measures or copies this qubit
along a wrong basis, then she will be wrong with the
probability of 1/2. Because of the basis is orthogonal,
so that the value will be projected to the right or wrong
state along the measured basis randomly. If Alice and
Bob use more entanglement pairs for verification, then
Eve has an exponentially small probability to steal or
copy the qubit without being detected.

Some possible attacks for Eve are discussed as fol-
lows.

1. If Eve measures the qubit, then she may be de-
tected. Because there are three orthogonal basis,
if she measures along the wrong basis, she has the
probability of 1/2 to make the quantum state of
Alice and Bob different.

2. If Eve only copies some of the qubits Alice sent
using control-not gate. If Eve copies n qubits, the
number of the expected value of qubits used for
verification is n* [M/(N+M)1, then She have the
probability of (2/3)n*[M/(N+M)] to attack success
and get the quantum state of the rest n* [N/(N+
M)1 qubits. But if M is big enough, then the
probability trends to be very small. Moreover,
when n is very big, the probability trends to be
zero, too. For example, if n is 20 and we take
10 entanglement pairs for verification, then the
probability is (2/3)10 = 0.01734. That is, if Eve
copies 20 qubits, then she has the probability of
0.01734 to get the quantum state of the rest 10
qubits.

3. If there is a man in the middle, Alice and Bob
can do verification using half of the entanglement
pairs via the public authenticated classical chan-
nel, and they can always get the status of each

other. Because in an authenticated channel no
one can modify the message between Alice and
Bob, if they detect anything wrong, they can ask
for retransmission via the classical channel to pre-
vent the man-in-the-middle attack. And there
is no way for Eve to use try and error attack
method, because Alice and Bob are communi-
cated by entanglement. She has no way to know
the quantum state of the qubits they shared.

6. CONCLUSION

In this paper, quantum entanglement pairs are used as
private keys. We present a quantum key distribution
protocol which allows two parties to securely share en-
tanglement pairs that can be subsequently used to per-
form private communication. Eavesdroppers are not
able to deduce the message and will be detected if they
do exist. The security of this protocol is based on the
laws of physics, instead of unproven mathematical con-
jectures.
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