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Abstract—In this paper, we present two novel robust methods
for embedding watermarks into dithered halftone images. The first
method is named Paired Subimage Matching Ordered Dithering
(PSMOD), of which the decoder is provided with a priori informa-
tion of the original watermark, and the corresponding application
is copyright protection. The other method, Blind Paired Subimage
Matching Ordered Dithering (BPSMOD), does not require the
knowledge of the original watermark, and the main applica-
tion is secret communication. Both methods utilize the bit and
sub-subimage interleaving preprocesses. The experiments show
that both techniques are sufficiently robust to guard against the
cropping, tampering, and print-and-scan degradation processes,
in either B/W or color dithered images. Both techniques are also
sufficiently flexible for various levels of embedded capacities.
Furthermore, a novel progressive coding scheme is also presented
in this paper for the efficient display of dithered images. After
the preprocessing of bit-interleaving, this algorithm utilizes the
characteristic of reordered image to determine the transmitting
order and then progressively reconstructs the dithered image.
Moreover, the dithered images are further compressed by lossy
and lossless procedures. The experimental results demonstrate
high-quality reconstructions while maintaining low transmitted
bit rates.

Index Terms—Bit-interleaving, error diffusion, halftone, or-
dered dither, watermarking.

I. INTRODUCTION

IGITAL halftoning is to convert multitone images into
tho-tone format, which is commonly used in computer
printouts, books, newspapers, and magazines [1], [2]. When
viewed at a proper distance, halftone images resemble the
original due to the lowpass nature of the human visual systems.
In practice, two most common types of halftoning techniques
are ordered dithering and error diffusion [3]-[5]. Between these
two, ordered dithering is the most efficient and offers good
visual quality.
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Several methods for watermarking in halftone images have
also been developed. These techniques are regularly applied to
the printing of security documents such as ID card, currencies,
and confidential documents, to prevent illegal duplication and
forgery. These methods can be divided into three categories.

The first category involves low computational complexity
using ordered dithering, but non-flexible embedded capacity
watermarking. The method uses different dither cells to create
a threshold pattern in the halftoning process with each dither
cell representing the corresponding information bit in the
watermark [6], [7]. One another approach employs pixel-wised
data hiding by smart pair toggling (DHSPT), achieves excellent
quality by choosing the minimum connection toggled pixels
after data embedding [8].

The second category has higher computational complexity
for direct binary search and error diffusion. These methods are
capable of obtaining higher quality embedded image water-
marking, which includes obtaining good visual quality as well
as good watermark detection with joined direct binary search
(DBS) halftoning and spread spectrum watermarking algo-
rithms [9]. There are some applications of vector quantization
(VQ) to embed watermarks into the most or least significant
bit (MSB/LSB) of error diffusion images. The benefits of this
approach are that a low bit-depth halftone for printing or pro-
gressive transmission can be achieved by masking one or more
bits off from the higher bit-depth image [10], [11]. Adopting
modified data hiding error diffusion (MDHED) to embed data
into error diffusion images, where the method is effectively
to hide a relative amount of data with good quality halftone
images, and the amount of hidden data is easy to control [12].
Using constructed LUT pairs to generate the state sequence, and
then embeds the corresponding compressed version along with
watermark and LUT into blocks that meets some predefined
constraints. In decoder, the original image can be recovered
using the reverse process of watermark embedding [13].

The third category has low computational complexity. How-
ever, the decoded result is an approximation of the original wa-
termark. This is to embed a watermark into the dithered images
by using a pair of conjugate halftone screens. Fourier analysis
can be utilized to determine the periodicity of the embedded
print-and-scan image, and then the embedded watermark can
be obtained by the superposition of correlated portions of the
image [14]. Embedding hidden visual patterns into two or more
halftone images, the hidden visual patterns can be perceived di-
rectly when the halftone images are overlaid each other. These
techniques include using stochastic screen patterns [15], sto-
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Fig. 1. (a) 4 x 4 dispersed halftone screen; (b) 8 x 8 dispersed halftone screen; (c) Original 512 x 512 grayscale Lena image. (d) Dithered image obtained by
4 X 4 halftone screen (PSNR = 32.29 dB). (e) Dithered image obtained by 8 x 8 halftone screen (PSNR = 32.52 dB). (f) Bit-interleaving result from 1(c). (g)
Bit-interleaving result from 1(e). (h) After image dividing and SSI-interleaving processes from 1(f) (all printed at 300 dpi).

chastic error diffusion [16], conjugate error diffusion [17], con-
jugate error diffusion in color halftone images [18], noise-bal-
anced error diffusion [19], and hybrid pixel-based data hiding
and block-based watermarking [20].

As for image compression, consider the case that a user is to
select one from a number of images in a remote database. As-
sume the images are sequentially compressed prior to transmis-
sion. The lossless compression required gives an average com-
pression ratio ranging from 1 to 2. In narrow bandwidth wire-
less environment, the compression ratio will not be practical.
So, a more effective approach is to use progressive coding to
transmit an approximation of the images first at low bit rates. If
the user identifies the image of interest, further refinement can
be requested. For this, Kollias and Anastassiou proposed a pro-
gressive coding scheme for error-diffused halftone images using
a distortion criterion [21].

In this paper, the ordered dither halftone image is the main
image format. One interesting “ramp structure” after bit-inter-
leaving [22] or sub-subimage-interleaving is observed in Fig. 1.
This phenomenon is quite straight forward to be used in water-
marking and progressive coding applications according to the
proposed coding approaches. In watermarking, we elaborate the
three different categories. Among these, the proposed approach
belongs to the first one. However, in this category, the methods
in [6] and [7] do not have the flexibility for various embedded
capacities. Moreover, according to the experiments introduced
later, those image qualities are inferior to the proposed method
as well as the one obtained by Fu and Au’s method [8]. In
general, Fu and Au’s method achieves the best image quality.
However, in terms of robustness, it is not able to withstand the

harm from distortions. For these, we propose two robust wa-
termarking techniques by embedding watermark into a dithered
image after the pre-process of bit-interleaving and subimage-in-
terleaving. These methods are capable of achieving good visual
quality and flexibility for various embedded capacities, while
maintaining low computational complexity of ordered dithering
using threshold process. In progressive coding, the algorithm
proposed by Kollias and Anastassiou [20] can only be used
in error-diffused halftone images. However, the subject of this
work is on ordered dither halftone image. Hence, we develop a
novel progressive coding scheme for dithered images. The per-
formance of the algorithm is measured by the PSNR that cooper-
ates with the human visual system between the original dithered
image and the reconstructed dithered image at every step. Ex-
perimental results show quality halftone reconstruction and high
compression ratios can be achieved.

The rest of the article is organized as follows. Bit-inter-
leaving, which is to bridge the components of watermarking
and progressive coding, is introduced in Section II. Section III
describes the error criterion. Section IV outlines the proposed
watermarking in dithered images and Section V is the proposed
progressive coding approach. The experimental results are
documented in Section VI, and Section VII draws conclusions.

II. BIT-INTERLEAVING

Halftoning screens are designed for various specific pur-
poses. As an example, Fig. 1(a) and (b) show two dispersed-dot
dithering screen [1]. Generally speaking, the choice of dis-
persed-dot screen and clustered dot screen is mainly based
on printing process problems. Clustered dot screens can hide
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Fig. 2. Thumbnail of 8 tested images. Left to right: Lena, Mandrill, Earth, Tiffany, Shuttle, Peppers, Milk, and Lake.

artifacts commonly seen in laser printing, such as dot gain
effect. But the image quality is lower because of the lack of
spatial resolution. On the other hand, dispersed dot screens
provide higher image quality. However, they exacerbate process
artifacts of laser printing and are therefore mainly used in inkjet
printers. More threshold elements in a dithered screen render
more color, but they also decrease the spatial resolution as well.
To illustrate the algorithm of ordered dithering, we define the
halftone screen as M x N matrix array. Each pixel z; ; in the
original gray level image is mapped to a halftone screen value
H S; mod M.j mod N. The dithered output b; ; is determined as

{ 255 (white),
bi,j =

if ;7 > HSi mod M, j mod N )
0 (black), )

if T j < HSZ mod M, j mod N

Fig. 1(d) and (e) are the dithered Lena images of the original
grayscale image, shown as Fig. 1(c), processed with halftone
screen given as Fig. 1(a) and (b). The bit-interleaving procedure
extracts and gathers all the pixels corresponding to the same
threshold value in Fig. 1(a) and (b) to form the final image,
shown as Fig. 1(f) and (g). In this case, the final images are com-
posed of 16 and 64 subimages, respectively.

III. ERROR CRITERION

Let the size of the original image be P x (). The error criterion
is defined as

P 2552
PSNR=10logy, xQ x

2)
where the variables g; ; and b; ; represent the original gray
level image and the corresponding halftone images in position
(i,j), respectively; R is the support region of the human visual
coefficients and w,, ,, is the human visual coefficient at (u,v),
which can be obtained by psychophysical experiments [23],
[24]. The other method to obtain w is to use a training set
of both pairs of gray level images and good halftone results
of them, such as using error diffusion or ordered dithering to
produce the set. Here we use Least-Mean-Square (LMS) to
derive w as described as follows:

gz,] = Z Zwu,vbi—l—u,j—‘rwa 3
u,vER
e ;= (95— 9i3)° “4)
2
Oeny _ —2€; jbitu,jtvs ®)
8wu,'v , ,

if Wy > Wy v,0pt, slope > 0, 1w, , should be decreased
if wy v < Wy popt, slope < 0,w, , should be increased

(6)

wD = wh |+ pe; biu,jto %

P
DD DEat] (TR DR SENIPN T

where
Jij reconstructed gray level pixel at position (i,j);
R support region of the LMS filter (e.g., 5 X 5 or
7x7);
W;, LMS coefficient at position (i,j);
Wi jopt Optimum LMS coefficient;
e MSE between g; ; and §; ;;
I adjusting parameter used to control the convergent

speed of the LMS optimum procedure, with the
value set to 10~° in this paper. Next paragraph we
give a series of experiments to demonstrate the
selection of this value.

Following we conducted extensive experiments to obtain the
optimum size of LMS filter and the value of parameter . There
are 8 training images as shown in Fig. 2 involved in our training
process: Lena, Mandrill, Peppers, Milk, Shuttle, Earth, Lake,
and Tiffany images. Three types of different original halftone
techniques, including error diffusion, dispersed-dot dithering,
and clustered-dot dithering, are employed here. Four different
LMS filter sizes, 3 x 3,5x 5,7 x 7,9 x 9, and three different
value of parameter ;1 of 10™%, 1075, 107° are also tested in this
study. The convergent speed is depicted in Fig. 3. The vertical
axis stands for the absolute overall changes of the LMS filter in
each training iteration and is defined as following:

> D w@ el ®

u,vER

change(k) = abs

where k represents the number of iteration. The smaller the
value of change (k) is, the closer it approximates the conver-
gence. In Fig. 3, it is clear that the parameter ; with value 10~6
takes copious time to converge, which also gets longer as the
filter size grows up. On the other hand, the parameter 1 with
value 10~ gives reasonable convergent speed, usually within
5 iterations, and the parameter u with value 10~% achieves
highest convergent speed. However, it cannot give superior
reconstructed halftone quality to the filter obtained from pa-
rameter 1 with value 107> and 106, which will be discussed
in the following experiment. In Fig. 4, we give reconstructed
mandrill halftone results with different combination of LMS
filter size and parameter . Note that the average PSNR under
each reconstructed halftone images stands for the average
PSNR value of 8 test images described above. In Fig. 4, it
is clear that the LMS filter size with 3 x 3 leads to artifacts
similar to false contour in the reconstructed halftone images.
On the other hand, filter sizes of 9 X 9 or larger only offer little
benefit in quality, but substantially increase the computational
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Fig. 3. Convergent speed under different size of LMS adaptive filter and parameter u. (a) 3 X 3. (b) 5x 5.(c) 7x 7. (d) 9 x 9.

complexity. Therefore, the filter sizes of 5 x 5 or 7 X 7 are more
suitable for reconstructing the halftone images. Among them,
the filter of the size 7 x 7 generally gives higher halftone quality
than 5 x 5, although it has higher computational complexity.
So, in this paper, we select filter size 7 x 7, as shown in Fig. 5,
for objective quality evaluation. In Fig. 4, we also find that in
different value of parameter p, the LMS filter of value 103
achieves comparable reconstructed halftone quality at the value
of 1076, In Summary, the parameter y with value 10~° gives
reasonable convergent speed and good reconstructed halftone
quality, so in this paper we employ this value for the LMS filter
coefficients evaluation.

In this paper we adopt the LMS filter of the size 7 x 7 as the
quality criterion. Notice that the filter has the basic characteristic
of human visual system:

1) The diagonal (45°) has less sensitivity (lower values) than

vertical and horizontal directions.
2) The center has the highest sensitivity and decay with the
increasing distance to center.

With this criterion, the quality of the original dithered images
shown in Fig. 1(d) and (e) are measured at 32.29 and 32.52 dB,
respectively.

IV. WATERMARKING IN DITHERED IMAGES

Two cases often occur in practical applications. One is that
the receiver is provided with a priori information of the wa-
termark. For this case, the Paired Subimage Matching Ordered
Dithering (PSMOD) method is suitable for encoding. One

direct application of PSMOD is copyright protection. The
other is when the knowledge of the watermark is not available,
and the Blind Paired Subimage Matching Ordered Dithering
(BPSMOD) method can be applied. The main application of
BPSMOD is secret communication. Fig. 6 is the flow chart
of the proposed watermarking techniques. The details of the
techniques are described as follows.

A. Paired Subimage Matching Ordered Dithering (PSMOD)

Let @ j1,%i 2, ---- ,Z; j,m be the subimage sequence
after bit-interleaving. The three scripts, i, j, and m specify
pixel (i,j) from subimage m. Suppose the image is of size
P x @Q, and is divided into M and N subimages along ver-
tical and horizontal orientations, respectively. The range of
i=0,1,...P/M, and the range of j = 0,1,...Q/N. Sup-
pose m = n?, we pick m = 64 for n = 8 for this example.
From the left to right, bottom to top, we pair the subimages as
(Zij ks Tije+1), kb =2t +1,fort = 0,1,...,31, to produce
32 pairs of subimages. For each pair, we assume z; ; y4+1 has
more black pixels than z; ; 5, which is a reasonable assump-
tion. This is because the left subimage corresponds to smaller
value of threshold in halftone screen than the right subimage.
So the left subimage is more likely to produce more white
pixels than the right subimage. We then define x; ; 141 as the
black subimage and z; ; », as the white subimage. The original
order (z; jk, i jk+1) represents a white pixel in watermark
and (z; j k+1,%i k) represents a black pixel. In the decoder,
the watermark is extracted by an AND operation between
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u=10" u=10" =10
LMS filter size of
3x3
Average PSNR=19.98d Average PSNR=21.67dB | Average PSNR=22.83dB
LMS filter size of
5x5
Average PSNR=29.34dB | Average PSNR=30.1dB Average PSNR=30.12B
LMS filter size of
7x7
Average PSNR=30.45dB | Average PSNR=30.64dB | Average PSNR=30.65dB
LMS filter size of
9x9
Average PSNR=30.46dB | Average PSNR=30.65dB | Average PSNR=30.67dB
Fig. 4. Reconstructed halftone image quality under different LMS adaptive filter and parameter /.
Non-Increased black pixel Pairs (NIP) in the relative position
only where the watermark has a black pixel.
Subsequently, we focus on the improvement of the embedded
04~ capacity by the PSMOD method. First, we enlarge the halftone
0.08 4 % screen from 8 x 8 to 16 x 16, so that, after bit-interleaving, 128
006 4':',‘,“:‘3':‘ bits can be used for embedding. In the watermarking scheme,
- e the accurate decoding result is based on the assumption that, in
0044 i i the pair of subimages (z; j k, %i j k+1); Ti,j,k+1 CONtains more
002 N black pixels than z; ; . If the likelihood of z; ; ,, has more black
ey, V) . . .
0 »%3:;:5;::.\:.:::,:,::25;::‘;.‘ pixels than z; ; x4+1, the erroneous decoding rate increases as
o Zf:;:“f:.if.?s:-':'ﬁ""" well. The decoding error rate (erroneous error rate) is obtained

Fig. 5. LMS-trained human visual filter (7 X 7).

the watermarked image and the original watermark. Here,
the white pixel is taken as logic-0, and black pixel as logic-1
during the AND decoding procedure. Since the watermark is
extracted by the AND operation, it is necessary to eliminate the

by pseudo random generating 100 different watermarks and then
embedded into image without pseudo pixels using PSMOD.
Since there is no pseudo pixel used to eliminate the NIPs, the
decoded watermarks may not be the same as the original ones.
The decoding error rate is defined as the average hamming dis-
tance between the decoded watermarks and the original water-
marks divided by the size of one watermark. The statistics of
NIP is shown in Table I. For the experiments, eight images, as
described in Section III, are utilized for testing. Table I indi-
cates that the erroneous decoding rate of every embedded bit
increases rapidly from 9.1% to 21.7% as the size of halftone
screen increases from 8 x 8 to 16 x 16.
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Fig. 6. Flow chart of the proposed watermarking scheme (upper: encoder, bottom: decoder).

STATISTICAL NUMBER OF NON-INCREASED BLACK PIXEL PAE:‘SB (II‘\IFil}) ADDITIVE PSEUDO PIXELS, AND DECODING ERROR RATES
Size of halftone screen 4x4 | 4x4 | 4x4 | 4x4 | 8x8 | 8x8 | 8x8 | 16X16
Dividing number of every sub-image 1 4 16 | 64 1 4 16 1
embedded watermark bits 8 32 | 128 | 512 | 32 | 128 | 512 | 128
Average number of NIP 1 5 35 1230 | 6 | 38 |254| 56
Number of additive pseudo pixels 1 18 | 68 | 327 | 21 | 130 | 575 | 320
Decoding error rate (%)(without pseudo pixels) 53178 [13.7]225] 9.1 15 | 248 21.7
PSNR (dB) 31.35|31.33|31.24|30.79(30.59{30.41|29.58| 30.2

The second method utilizes the strategy of further dividing
each bit-interleaved subimage into “sub-subimage (SSI)” and
then executes the “SSI-interleaving” over again. An example
of the image dividing and SSI-interleaving process is shown in
Fig. 1. In Fig. 1(f), each subimage is further divided into 4 SSI’s,
and then reorder the 16 SSI's marked with the red squares in
Fig. 1(f) into the large red square in Fig. 1(h). If we pair the SST’s
in Fig. 1(h) into (z7 ; 4, @ ; x41), Where k = 2t + 1 and t =
0,1,...,31 as before, z; ; ;. still normally has more black
pixels than z; ; ;.. In this way, we still can embed a watermark
of 32 bits although the size of halftone screen is fixed at 4 x 4.

Some observations are noteworthy.

1) For fixed halftone screen size, the size of embedded wa-

termark can be increased by image dividing and SSI-inter-

leaving. The erroneous decoding rate increases slower than
the direct use of larger halftone screen size.

2) Smaller of halftone screen size and more divided SSI’s
result in lower decoding error rate. However, a smaller
halftone screen renders fewer gray levels of dithered image
at a viewing distance.

Finally, we examine the solution to the NIP problem. The NIP
problem can be solved if we adequately increase the number
of black pixels in #; j k41 (] ; ;) subimage or increase the
number of the white pixels in z; j (2 ; ;). We name the ad-
ditive black and white pixels as pseudo-pixels. Because of the
low-pass characteristics of the human visual system (HVS), the
best additive pseudo-pixels position is in the high-frequency re-
gion of an SSI. When an NIP occurs, we use the concept of
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sliding window, which only covers two pixels in an SSI. If the
values of the two pixels covered by the sliding window are dif-
ferent, it implies a high frequency region in this window. Sup-
pose the black pixel number should be decreased in this SSI, the
black pixel in the window is flipped to white, and vice versa. If
the pair of SSI’s are both in whole black or whole white, that
means wherever we move the sliding window inside either of
the two SSI, the pixel values are always the same (always low
frequency region). In this case, we can place the pseudo-pixel
in any position of either of the two SSI to eliminate the NIP.
The average additive pseudo-pixels number used to solve NIP
problem in eight tested images is shown in Table I. For the same
size of embedded watermark, the dithered image with more di-
viding requires fewer pseudo-pixels.

B. Blind Paired Subimage Matching Ordered Dithering
(BPSMOD)

In secret communication application, the receiver is not
given the information of the original watermark. For these
cases, the PSMOD method will fail. The basic difference
between PSMOD and BPSMOD is that, in PSMOD, the NIP is
necessary to be eliminated only in the relative position where
the watermark has a black pixel. However, in BPSMOD, all of
the NIP should be eliminated. So in the decoder the original
order (] ; ,, %} ;1. 1) represents a white pixel in watermark
and (7] ; ;. 41, 7; ;) represents a black pixel. The procedures
within the receiver, which includes bit-interleaving, subimage
dividing, and SSI-interleaving are practically the same as the
PSMOD.

C. Watermark Extraction After Print-and-Scan Process

In the most common applications of halftoning in printing
books, newspapers, and magazines, the original embedded

(k)

Fig. 7. Proposed recovery procedure for print-and-scan attack. (a) Lowpass filtered result. (b) Binarized result. (c) Morphological expansion and erosion processed
result. (d) Edge detected result. (e) Hough transform in a-b domain. (f) Coordinates of the projected boundaries. (g) Rotation corrected result. (h) Corrected result
of the mask image. (i) Halftone image localization mask. (j) Image size normalized result. (k) Normalized image binarization. (a) f)(, ), (b) f®)(3,7), (c)

T @ FD ), @) B (@) £ 4), () £, 1), @) FTO (), ) FO 3 5), and (k) FO(, j).

watermarked image is often destroyed by the print-and-scan
process, e.g., zooming, rotation, and dot gain. Extracting the
original watermarks perfectly is a difficult task. For this, we
propose an automatic procedure for resynchronization after
print-and-scan attack as introduced below.

Step 1) Lowpass filtering: From this stage to step 5, we try to
locate the halftone image from the printed document
and solve the rotation issue inherent in print-and-
scan attacked image. Since black and white pixels
generally appear alternately in halftone image, the
lowpass filtering is to make the region inside the
halftone image as a cluster of dark area. Suppose
the image is of size P x @, the lowpass filtering
is defined as below. A filtered example is shown in
Fig. 7(a).

f(l)(’i,j): Z Z f(i—i—n;’j—i_n)?

m=—1n=—1

wherei € 0~ P —1,7€0~Q—1 (9)

Step 2) Binarization: After step 1, a threshold of 90% corre-
sponds to the maximum pixel value of the scanned
document is applied to separate the bright back-
ground and the dark halftone image. The binarized
result £(?)(4, 5) is shown in Fig. 7(b).

Step 3) Expansion and erosion: Since some background re-
gions beyond the halftone image may be thresh-
olded as black, we further apply morphological ex-
pansion and erosion operations to remove those un-
wanted areas. In general, the erosion number could
be greater than the expansion number without af-
fect the rotational angle. In detail, the reason of ap-
plying expansion is to remove some white dots in-
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side the halftone image, and the erosion is to re-
move the peripheral black regions. In order to make
the overall procedure automatic, the expansion and
erosion numbers are determined proportional to the
overall black pixel of f(?)(4, 7). According to nu-
merous experiments, those parameters are fixed as

Expansion number = 0.045 x \/ black pixel number,

(10)

Erosion number = 0.295 x y/black pixel number.

(1)

Herein, the processed result is denoted as f(*) (i, j).

Step 4) Edge detection: The following equation is applied

to obtain the edge of the reserved area. The corre-
sponding edge detected result is shown in Fig. 7(d).
See (12), shown at the bottom of the page.

Step 5) Hough transform: Those pixels with value 255 in

f@®(i, ) are further transformed using Hough

transform as below
y = ax+b. (13)

Each pixel in x-y domain corresponds to a line in
a-b domain as shown in Fig. 7(e). All the lines in
a-b domain mostly intersect to four points, which
correspond to two different slopes. The two points
marked with red circles in the second quadrant cor-
respond to the negative slope as indicated on the
a-axis, where the value —15 is the pixel number
apart from the origin in a-b domain, and the value
2.15 in the parentheses is the detected rotational
angle. The intersected point 1 and point 1 corre-
spond to the top and bottom edge of () (i, ), re-
spectively. Two other intersection points are located
in the distance of the fourth quadrant and are not
necessary to be included in the rotational angle de-
tection. The gray area between point 1 and point 2
associates to the extended lines of the two intersec-
tion points in the fourth quadrant. In fact, the coor-
dinates of point 1 and point 2 on the a axis are some-
what different. Hence, the rotational angle is defined
as the average of the two values.

Step 6) Rotation correction: According to hundreds of

testing with different print and scan resolution
configurations, the proposed approach can detect
the rotational angle correctly (comparing to the
previous manual approach). Using the detected
angle in step 5, the corresponding re-rotated results
associate with £(1)(4, j) and f(?)(i, j) are shown in
Fig. 7(f) and (g), which are denoted as f(*) (i, j) and
f© (4, 7). Note that, the origin of the re-rotation is
not at the center of the whole scanned document, but
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in the center of the halftone image. According to the
projected boundaries depicted in Fig. 7(f), where
Fig. 7(f) and (c) are identical, the center coordinate
is defined as ((xtop +xb0tt0m)/27 (yleft +yright ) /2) .

Step 7) Second round expansion and erosion: In this stage,

it is to locate the whole area of the halftone image
from the scanned document using the mask image as
shown in Fig. 7(h). In addition to the original black
noises beyond the halftone image in Fig. 7(b), some
new black parts in the peripheries of the scanned
document are involved after the re-rotation process
in Fig. 7(h). As a result, the erosion number should
be greater than in Step 4, and the expansion number
can be kept equal as in Step 4. Based on numerous
experiments, the second round expansion and ero-
sion numbers defined below are selected.
2nd Expansion number

= 0.045 x \/black pixel number (14)
2nd Erosion number
= 0.52 x y/black pixel number (15)

Apparently, as long as the erosion number is greater
than expansion number, the reserved black region is
shrunken. Hence, the second-time expansion should
be conducted to recover the original area of the
halftone image. The second-time expansion number
is defined as

Second — time Erosion number

= 2ndErosion number — 2nd Expansion number. (16)

The corresponding halftone region mask is denoted
as f(7)(i, 5) and is shown in Fig. 7(i).

Step 8) Image size normalization and binarization: The

halftone image in f(°)(i,j) is extracted using the
mask image f(7)(i, 7). In general, the size of the
print-and-scan halftone image is larger than the
original size (according to hundreds of experi-
ments), the preserved result is divided into P x @
square blocks (assume the original image is of size
P X @), and the average pixel value inside each
block is calculated to achieve image f®)(i,7) as
shown in Fig. 7(j), which is the size-normalized
result.

Step 9) Normalized image Binarization: The image

f®)(i, ) is thresholded to recover the original
halftone image (0-black and 255-white). Since the
laser printer has the inherent problem of dot-gain
effect, herein the threshold was set to be lower than
128 to overcome the darkening effect. According to
the equipments, Epson AcuLaser C2000 printer and
Epson Photo 700 scanner, the value 100 is a good

O, ) = {2557 i1 fOG+1,5) + 6,5 +1) = fO6—1,5) = FO (i, —1)] > 255 (12)

0, otherwise

Authorized licensed use limited to: National Taiwan University. Downloaded on January 22, 2009 at 04:02 from |IEEE Xplore. Restrictions apply.



24

IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 10, NO. 1, JANUARY 2008

32 57158

...... 6364

< All White >

<Similarto Xg > ’6 Similarto X, —)‘ <Similarto Xg; > <«

All Black >

(@

< RSD >

X

X, X,

€ Similarto X, >

€ Similarto X, >

€ Similarto X, >

(b)

Fig. 8. One-dimensional representation of subimages. (a) Order of 64 subimages. (b) LSD and RSD of z..

choice. However, the value may slightly vary cor-
responding to different equipments. The threshold
result is shown in Fig. 7(k).
Since the watermark and the embedded image are of the same
pixel depth. The capacity in this work is defined as

size of watemark

capacity = (17

size of embedded image’
The retrieved watermark may suffer from some error, yet the
size remains unchanged. Hence, the capacity will not vary in
practice according to the proposed algorithm.

In most applications, color halftone images are obtained by
processing the three-color spaces (Red, Green, and Blue) sep-
arately. Based on this concept, we can embed the same water-
mark in these color spaces and retrieve it by majority voting.
Documented in Section VI, the experiments demonstrate a high
correct decoding rate.

One interesting question is whether it is possible to use a wa-
termark based on the host image, so that the preprocessing to
eliminate NIP can be avoid. In other words, the image quality
can be maintained without degradation. Indeed, the scenario of
using a dependent watermark may be utilized in authentication
application. Where a dependent watermark is extracted from
the host image via a corresponding hash function and then em-
bedded. The decoded watermark can be used for verification. In
this approach, the hash function key has to be taken as side infor-
mation and sent to the decoder. Conversely, in many occasions,
the watermarking is applied as ownership copyright protection.
Hence, a totally image-independent watermark, such as the logo
of a company or owner’ digital signature, may be employed in
this application. In these circumstances, it is not possible to al-
ways use a host image dependent watermark for embedding, and
the proposed methods should be considered.

V. L0OSSY PROCESSING AND PROGRESSIVE CODING

A. Progressive Coding

A two-dimensional image such as Fig. 1(g) can be rearranged
into the form of a one-dimension data sequence, as in Fig. 8(a).
Subimages 1 to 8 are all white while subimages 57 to 64 are
all black. Thus, the pixel values of these subimages need not be
transmitted, because the receiver recognizes it when it receives
an overhead bit stream of 64 bits. In this bit stream, the bit “1”
appears in the interval (1, 32), which represents an all-white

subimage. On the other hand, the bit “1” appears in the interval
(33, 64), representing an all-black subimage. By doing so, we
can reduce a quarter of data set in this example and the receiver
can reconstruct it by filling all white (or black) in the relative
positions of image after receiving this bit stream.

Fig. 1(g) shows that the subimages in position “32” or “33”
preserve a significant portion of the original features. In other
words, the subimages in position ”32” or “33” should be trans-
mitted and reconstructed first (in this paper we use 32). The re-
ceiver reconstructs the image by duplicating it and filling in po-
sitions 9 to 56, and then conduct inverse bit-interleaving.

The algorithm for the determination of the subsequent subim-
ages to be transmitted is described as follows.

1) Let ©1,x9,......,z,, represent the subimages shown in
Fig. 8(a). (m = n?, here n = 8, m = 64)
2) Initialize flag(z1) = flag(zs) = - - - = flag(z,) = 0.

3) Set flag(zupper) = Hag(Ziower) = 1. (Tiower represents
the subimage before the subimage that a black pixel first
appears if counting from x;, where Zypper represents the
subimage before the subimage that the white pixel first
appears if counting down from z,,. In the example, the
256 x 256 Lena image, Tiower = 28, Tupper = T57. When
flag (¢) = 1, means the subimage inside the parentheses
should be transmitted or already sent)

4) Set flag(zmiadie) = 1, here & miqdie represents zso in this
paper.

5) Calculate the difference D}, of every two adjacent subim-
ages x,,p (xz, and z; are already transmitted) such that
flag(xz,) = flag(zy) = 1, define Dy, = Dit) + Dg)),
where

Dz(i)) = H(d}‘a7$a+1) + H($a7xa+2) + -

+ H(zq, z.)
Dg)) =H(zet1,2p) + H(weqo,2p) + -0
+ H(zp_1,2), a<c<b

ab ab ab Dif)) (%J means as
closer as possible, and the equation shown at the bottom of
the page represents the weighted square distance between
Zq and z,41, where P’ x Q' stands for the dimension
of a subimage, and w,, ., is the LMS filter described in
Section III). Suppose D7;** is the maximum difference of

all the adjacent subimage pairs that flag(x,) = flag(z;) =

D, D) satisfy the condition D}) =
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(2) (b)

25

(©) (d)

Fig. 9. Quality comparison. (a) Watermark of size 64 x 64 (b) Embedded dithered image with Hagit’s [6] method, PSNR = 30.59 dB. (c) Embedded dithered
image with Fu and Au’s [8] method, PSNR = 32.2 dB. (d) Embedded dithered image with PSMOD, PSNR = 31.84 dB. (d).

1, then x. is the next subimage to be transmitted, and set
flag(z.) = 1.

6) Fig. 8(b) shows the reconstructed left-side distance (LSD)
and right-side distance (RSD) in the receiver, which satisfy
the following conditions:

H(zq,Zat1) + H(2a, Tag2) + - - + H(za, Ze—1sD-1)
~ H(zc—LsD, ®c) + H(ze—LsD41, Te) + - -
+H(ze 1, 2.)
H(2e, Teq1) + H(we, Teqo) + -+ + H(Te, TeyRSD)
= H(zc+rsD+1, %) + H(ZcyrSD42, T8) + -+ -
+ H(zp—1,23)

LSD and RSD are then represented by five bits and transmitted
to the receiver as side information for reconstruction. In the
receiver, the subimages covered by LSD and RSD should be
placed the same values as subimage ..

B. Lossy Processing and Entropy Coding

In the previous section, we illustrate the procedure of pro-
gressive transmission for lossless reconstruction of the original
dithered images. In some practical applications, perfect recon-
struction may not be as important as the processing speed. Thus,
it is of importance to analyze the trade-off between reconstruc-
tion errors and processing speed. Here in this section, we pro-
vide the overview of the algorithm for the improvement of pro-
cessing speed with a lossy process, as follows.

1) Define a threshold V;y, as the total number of pixels of
which the values can be changed in a reconstructed pro-
gressive dithered image.

2) Find the minimum minor pixel (minor pixel means black
piXCl N 1 ~ Zmiddle OF White piXCl in Tmiddle+1 ~ Tm)
number of the subimage simultaneously searching up from
1 and down from zg4.

3) Reverse a minor pixel value (white to black, or black to
white) of the subimage with minimum minor pixel as given
in Step 2 and then subtract 1 from Nyy,.

&Y}
—=—PSMOD

315 = —+—BPSMOD
—= Hagit [6]

31
305 \\\L
30 %
25

29 \'\

3 10% 20% 30% 40%

Percentage of black pixels in watermark

PSNR

50%

Fig. 10. PSNR versus percentage of black pixels in watermark.

4) Repeat Steps 2 and 3 until Ny, = 0 (when Ny, = 0 means
there are already Ny, pixels changed in a dithered image).
Thus we can produce a bit-interleaved image with more all
black (white) subimages, or generally speaking, an image with
lower entropy.

Finally, we employ a lossless Huffman coder to perform fur-
ther entropy coding of subimages to be transmitted. Because the
pixels are average white in the lower half plane and black in
the upper half plane of the bit-interleaved image, as shown in
Fig. 1(g), the coding gain can be improved if we separate the
Huffman coding process into the lower plane and upper plane.

VI. EXPERIMENTAL RESULTS

To verify and document the performance of the proposed
watermarking techniques, we conducted a sequence of exper-
iments. In Fig. 9(a), we try to use three evident strips to demon-
strate the quality degradation from the subjective evaluation.
It is clear that, with Hagit’s method [6], the embedded image
shown in Fig. 9(b) has three traceable false contours in relative
positions of watermark. However, it does not exist in Fig. 9(c)
(Fu and Au’s method [8]) and (d) (PSMOD). The error crite-
rion, derived in Section III, is used for objective comparison.

P Q'
H(za,ma-l—l) = ZZ{ Z Zwm,n[xa(i+m>j +n) - xa-l—l(i"'m)j +n)]}2

=1 j=1 mmER
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(© )
(a) Watermark of size 64 X 64 is embedding into 11(c). (b) Watermark of size 32 X 32 is embedding into 11(e). (c) PSMOD embedded dithering image,
PSNR = 31.11 dB. (d) Bit and SSI-interleaved version of 11(c). (¢) BPSMOD embedded dithering image, PSNR = 30.62 dB. (f) Bit and SSl-interleaved

Fig. 11.

version of 11(e).

The PSNR are 30.59, 32.2 dB, and 31.84 dB in Fig. 9(b), (c),
and (d), respectively. According to the experiment results, the
quality performance order, from the worst to the best, is Hagit’s
method, proposed method, and then Fu and Au’s method. How-
ever, robustness was not taken into consideration in Fu and Au’s
method. Hence, the proposed method has the potential advan-
tage in this regard.

The black pixels in watermark can cause the insertion of
additional pseudo-pixels or SSI swapping, and consequently
degradation to the quality of the embedded image. Fig. 10
illustrates the PSNR as functions of black-pixel percentage
in watermark with pseudo-random generated black pixels.
When the percentage exceeds 50%, we can modify the algo-
rithms by adding pseudo pixels or SSI swapping once if white
pixels appear in watermark. The proposed PSMOD technique,
even in the critical situation of 50% black pixels, can still
achieve higher PSNR than Hagit’s method. However, because
the BPSMOD method needs to add pseudo pixels each time
when NIP occurs, even though the watermark with all white
pixels, the BPSMOD has the worst performance in PSNR. As
discussed in Section IV-A, with the same halftone screen, the
amount of NIP decreases with less further dividing in subimage.
So in the following experiments we embed watermark of size
64 x 64 with PSMOD, and 32 x 32 with BPSMOD.

Fig. 11(a) and (b) show the original embedded watermarks of
sizes 64 x 64 and 32 x 32, respectively. Fig. 11(a) is embedded
into Fig. 11(c), and Fig. 11(b) is embedded into Fig. 11(e).
Fig. 11(c) and (d) are the embedded dithering image and its
SSl-interleaved result with the PSMOD technique. In Fig. 11(c)
each subimage is divided into 512 SSI’s (to 16 portions hori-
zontally and to 32 portions vertically). Fig. 11(e) and (f) are the
embedded dithered image and its SSI-interleaved result with the
BPSMOD technique. The objective qualities of Fig. 11(c) and
(e) are 31.11 and 30.62 dB, respectively.

The BPSMOD can extract something even though the re-
ceived halftone image in fact does not contain any embedded
information. Hence, the BPSMOD is not applicable in copyright
protection, since anyone can claim the extracted “thing” as their
digital code. For this, the main application of BPSMOD is in se-
cret communication. Suppose a decoded watermark is extracted

©

e "
. .
. N
n '-.' .
.. .
l.. LI

Fig. 12. Decoded meaningless result from Fig. 1(d).

from a non-embedded image, the extraction cannot deliver any
information. Hence, the BPSMOD is feasible in this case. To
prove this explanation, the watermark extracted from Fig. 1(d),
which is not embedded any watermark beforehand, is shown in
Fig. 12. As indicated above, the decoded result does not show
any information of significance.

Subsequently, we conducted a series of experiments to
demonstrate the robustness of these techniques. In Fig. 13, we
analyzed the degradation of the embedded dithered as shown
in Fig. 11(c) and (e) due to the cropping and tampering attacks.
The correct decoding rates of 95.01% and 91.11% are obtained
with cropping attack, and 94.62% and 90.32% are obtained
with tampering attack. These decoded results are shown in
Fig. 13(b), (d), (f), and (h), respectively.

Table II shows the average correct decoding rates of the em-
bedded dithered images with 8 tested images as shown in Fig. 2,
in various configurations, including B&W and color images, as
well as bitmap and scanned-and-printed images in different res-
olutions. Table II shows the color images, using majority voting
as described in Section IV-C, result in greater accuracy than the
B&W images. The print-and-scan process reproduces the em-
bedded image at 150 dpi and scans at 150, 450, and 750, re-
spectively. The results also show that higher scan resolution im-
proves the accuracy of the decoding rates.

The robustness of the proposed techniques is supported by
two key features. First, based on experiments, after the pseudo-
pixel insertion, @} ; ; ,; always has one or more black pixels
than ;.- Statistically the pair of SSI is unlikely to change to
an N IP after distortions. In addition, the most common distor-
tions are “clustered,” such as cropping, tampering, as well as
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TABLE II
AVERAGE CORRECT DECODED RATES
. Print-and-scan
Bitmap " N -
150dpi 450dpi 750dpi
B&W 100 89.23 91.74 92.06
PSMOD
Color 100 91.45 93.87 94.19
B&W 100 68.12 74.17 80.34
BPSMOD
Color 100 75.31 84.35 93.01
0.57 -
0.55 ——CDR max CDR (=0.53) min CDR (=0.474)
0.53
2 051
0.49 1§ \
0.47
0.45
1 101 201 301 401 501 601 701 801 901

Decoded watermarks

Fig. 14. False positive testing for the proposed PSMOD.

print-and-scan. This suggests that, after this kind of distortions,
the two pixels within the same halftone screen region, corre-
sponding to a pair of SSI, will change to black or white simulta-
neously. In most situations, the two pixels are of the same value
(black or white) before distortion as shown in Fig. 1(f) and (h).

Some issues of the secure communication application in
BPSMOD include capacity, imperceptible transparency, and
statistical security. In capacity, the flexibility feature and the
corresponding erroneous rate versus embedded amount are
extensively discussed in Table I which associates to the discus-
sions in Section IV-A and IV-B. The imperceptible transparency
is also demonstrated in the bottom of Table I. The reason that
the Table I is related to BPSMOD is because that all the NIPs
in divided block or subblocks pairs are compensated by pseudo
pixels, which is the important preprocessing of the BPSMOD.
According to experiment results, a PSNR higher than 30 dB
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(8 (h)
Fig. 13. Robust watermarking testing. (b), (d), (f), and (h) are decoded watermarks from (a), (c), (e), and (g) with correct decoding rates of 95.01, 94.62, 91.11,
and 90.32%, respectively. (a) and (e) are cropped by 1/4. (c) and (g) are tampered.

meets the imperceptible transparency requirement. Finally, the
security of the BPSMOD relies on two stages, the first one is
the algorithm itself, and the other one is the pseudo-random
permutation key as indicated in Fig. 6. Summarizing the dis-
cussions given above, the proposed BPSMOD is qualified as a
secure communication application.

Another issue is the false positive detection. In this work, the
PSMOD require the original watermark to prove the ownership
of the embedded image. On the other hand, the decoded result of
BPSMOD should be meaningful to convey information to des-
tination. In general, an unwatermarked image is difficult to ex-
tract a registered watermark or meaningful pattern. For this, we
have tested 250 unwatermarked images, after printing at 150 dpi
and scanned at 150, 300, 450, and 750 different resolutions,
respectively. Herein, the proposed resynchronization approach
is applied. According to the experiment results, the correct de-
coding rates (CDR) of those decoded watermarks with the regis-
tered watermark are totally irrelevant as shown in Fig. 14, where
1-250, 250-500, 501-750, and 751-100 associate to the CDR
of watermarks decoded from scanned resolution 150, 300, 450,
and 750, respectively. The maximum and minimum CDR are
0.53 and 0.474, respectively. In addition, none of the decoded
results are meaningful. Hence, it proves that the false positive
result is nearly impossible happened in practical applications.

In progressive dithered halftone image coding, a standard
256 x 256 pixel 8-bits gray-tone image of Lena, as shown in
Fig. 15(a), is used as the test image of the experiments. The re-
sults of progressive reconstruction are shown in Fig. 15(b)—(h),
corresponding to step 1 to step 7, which are the reconstructions
from 1, 2, 4, 8, 16, 32, and 48 subimages. Fig. 15(h) is the final
reconstruction from all 48 subimages. This is because there are
16 all black and all white subimages and only a bit stream will
be required to transmit to represent the images.

The images of Peppers, Mandrill, Milk, and Airplane were
also used for the experiments for comparison purposes, and the
experimental PSNR corresponding to the number of steps is
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(d

(2
Fig. 15. (a) Original 256 X 256 gray-scaled Lena image. (b)-(h) Reconstructed dithering 256 X 256 Lena images in 7 steps (printed at 150 dpi).

(b

y

Step

Fig. 16. PSNR versus reconstructed steps of five tested images.
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TABLE III
BIT RATE WITH LOSSLESS HUFFMAN CODING
Step1|Step2|Step3|Step4|StepS|Step6|Step7
Transmitted Subimages
0 0 1 2 4 6 11
Upper Number
Compression Ratio 1.74 | 1.8 |2.11(1.92|2.43
Transmitted Subimages
1 1 1 2 4 10 5
Lower Number
Compression Ratio 1.54|1.85|1.56(2.12|1.82|1.79|2.59
Average Rate 0.37 Dbits/pixel

shown in Fig. 16. Since the image is completely reconstructed
step 7, here we evaluate the reconstructed quality in each step
by comparing with step 7. Both images are halftone images, so

TABLE IV

BIT RATE OF FOUR DITHERED IMAGES AFTER ENTROPY CODING

Testing Images Bit Rate (bits/pixel)
Mandrill (Xiower=X6, Xupper=Xs3) 0.31
Peppers  (Xiower=X1, Xupper=Xs7) 0.39
Airplane (Xiower=Xs, Xupper=Xs8) 0.37
Milk (Xlower=X2, Xupper=X62) 0.3

they are processed with the LMS filter described in Section II
and as noted in denominator of modified PSNR as shown in (18)

at the bottom of the page.
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TABLE V
BIT RATE AND PSNR AFTER LOSSY PROCESS AND ENTROPY CODING

Pixel Loss Number

PSNR / Bit Rate

0 400 800 1200

(Xlower:XSsxupper:X57) (Xlo\ver:XIZ,Xupper:XSO) (Xlower:xl3, anper:X47) (Xlower:XM, xupper:X45)
PSNR (dB) 22.14 19.13 17.37
Bit Rate 0.37 0.3 0.29 0.26

(a)

(b)

()

Fig. 17. Lossy progressive coding results with (a) 400 pixels’ loss (PSNR = 30.93 dB). (b) 800 pixels’ loss (PSNR = 29.11 dB). (c) 1200 pixels’ loss

(PSNR = 28.21 dB).

The variable by ®” stands for the reconstructed dithering
image in step x. The quality of the reconstructions showed no-
ticeable improvement over the resultant images by the technique
proposed by Kollias [21].

Table III shows the Huffman lossless compression ratio, and
the occurrence number of the upper or lower subimages in each
coding step with a 256 x 256 Lena test image. After completing
the reconstruction, the average bit rate of the experiment is 0.37
bits/pixel.

Another set of four images was also applied for testing. Ex-
perimental results, documented in Table IV, show an average bit
rate of 0.34, compared to the resultant bit rate of 0.75 by Kollias
[21]. Generally speaking, due to the high frequency components
inherent in Mandrill, the compression ratio is more difficult to
improve with traditional compression methods. Yet, this tech-
nique also achieved a low bit rate for the Mandrill image. This
is because there are many all-black and all-white bit-interleaved
subimages in the Mandrill image, which results in bit-rate re-
duction. This indicates that the bit rate of the proposed coding
scheme is related to not only the complexity, but also the dy-
namic range concentration of the images.

Table V illustrates the experimental bit rates and rel-
ative PSNR of the progressive lossy coding of the Lena
image described in Section V-B. The experimental results
are documented in Fig. 17 for comparison. Fig. 17(a)—(c) are
corresponding to 400, 800, 1200 pixels’ loss, respectively, at
150 dpi.

VII. CONCLUSION

In this paper, two novel watermarking schemes, namely
PSMOD and BPSMOD, for dithered images were presented.
Both techniques demonstrated good recovery abilities in crop-
ping, tampering, and print-and-scan distortions. In addition,

it has been extended to color images and decoded, based on
the concept of majority voting, and retained a high decoding
rate. The watermarking schemes also provided satisfactory
embedded quality and flexibility to situations of various em-
bedded capacities. Although the technical discussions in this
paper were limited to dispersed-dot dithering images, with
slight modifications, it can also be generalized to clustered-dot
dithering images in a similar manner.

Although the proposed technique PSMOD produce higher
embedded quality and flexibility in handling different embedded
capacities, the correct-decode rate is not as high as that achieved
by the Hagit’s method [6].

A new progressive coding algorithm for dithered images was
also presented. The experimental results showed high-quality
reconstruction of dithered images. In addition, the lossy and
entropy coding procedure preserved the image quality at low
coding rates. In this paper, the algorithm was applied to dis-
persed-dot dithering images. Nonetheless, it can be modified
and generalized to include clustered-dot dithering images as
well.
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