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Abstract tities of the signers should be revealed except for some
special cases. For most public affairs, the signer's privacy
The result of a joint signature is frequently used to desires to'be .prote(':ted o] thgt the signer may feel free to
evaluate whether the issuing matter should be decided®XPress his view without hesitating he will be oppressed
further by a more formal decisive method like voting. later. Consgquently, it is hard to efficiently monitor the '
Compared with the voting, the joint signature can be répresentatives we chos'e before. On the. other hanq, veri-
regarded as a less formal but simpler method to reflectying all the signatures in a large joint signatbook is
the intention of people. In this paper, we propose a net-tedious anq dlﬁlpult. Forggd ;lgnatures cannot be easily
work-based pseudonymous joint signature scheme thafound by using simple verification methods.
can be practically operated over information networks. ~ Seeing that information networks have facilitated
The scheme ensures the signer privacy which is critical inmany cumbersome works into simple ones in these dec-
most political affairs. ades, many network-based secret voting schemes have
been proposed by researchers from both theoretical and
practical points of view [1]-[10]. Since the result of an
1. Introduction election is crucial and decisive, it would be inappropriate
to directly apply these network-based secret ballot voting
Opinions expression through voting is one of the mostschemes in current political elections. In contrast, the
common methods to fulfill democracy. In addition to the result of a joint signature is used to evaluate whether the
voting in periodical elections, extraordinary voting for the issuing matter should be decided further by using a more
exceptional matters is often called. Since it takes muchformal decisive method like conventional paper-based
time and money to hold a voting, careful evaluation for voting. In existing network-based secret voting schemes,
the necessity of the extraordinary voting is preferred.the voter should register for each individual election. If
should be made in advance. In many democratic countriegne who wants to participate in a pseudonymous joint
and societies, joint signature activity is one of the major signature activity has to register first, the singer privacy is
methods to achieve this goal. The result of a joint signa-thus violated. However, the way of registration in existing
ture can be used to estimate the rough intention of thenetwork-based secret voting schemes is unstuitable for the
people. In contrast to the voting, the joint signature con-pseudonymous joint signature schemes. In this paper, we
centrates on a single matter, which may be the request gbropose a network-based pseudonymous joint signature
recalling an elected people’s representative, an approvascheme to estimate the approximate intend of people so
of some one’s candidate qualification for a large scalethat unnecessary voting can be avoided in an efficient and
election, a proposal for public affairs and so on. For ex-economical way.
ample, only when the number of signatures in the joint

signature book excesses the quorum, the voting for reo Pseudonymous joint signature scheme
calling an elected representative should be hold. To par-

ticipate in a conventional paper-based joint signature ac-  The model of the proposed scheme consists of mem-
tivity, one has to go to the particular place possibly far pers, a signature authority, a scrutiny committee contain-
from his regular dally life region. In addition, the identiti- |ng several Superviso&l S2 ..., ande, and the Signa-

es of the signers are revealed by the joint signature bookiyre collector. The proposed scheme assumes that-an
Both concerns make us more likely to abandon our rightstraceable email systene.g. [1] [12], is available. By
Clearly, it is unnecessary and unanticipated that the idenmeans of an untraceable email system, the sender's iden-



tity of an email can be kept secret from others. Addition-

ally, the blind signature techniqugl3][14] is also em-

ployed in the scheme. The major feature of blind signa-

tures is called “unlinkability”, i.e., the signature owner

can prevent the signer from acquiring the exact corre-

2.2. Registration

The membem produces random string&R,", R,®,
..., R¥ and computes a set obne-time pseudonyms
Pl =f(IDm, R\),i =1, 2, ... k.

spondence between the actual signing process performeBachPy" can be regarded as an alternatébgf that will
by the signer and the signature which later is made publicdistinguishm from others without revealing his actual
For instance, RSA can be modified to achieve the blindidentity. Since the entropy of user identifications is small,

signature function as in the following:

Assume that the RSA parameters of the readily signe

is (o, g, n, & d). One who wishes to obtain the signature

R.") is used to avoid the attack of an exhaustive try and
then increase the security fofR.\" is a long random bits
string so that it is computationally infeasible to infef’

of the messagmesgsigned by the signer can generate a from 1D, and vice versa without knowing the corre-

secret random numberand then compute
E(r) x mesg= r®x mesgmodn.
This encrypted message, swaddledmesg is sent to the
signer. Since the signer doesn’t hayde cannot obtain
mesgfrom the received messageen if he has the factors
of n. The signer directly signs this swaddheésgusingd
to form the corresponding blind signatios where
bs = D(E(r) x mesg = (r®x mesg® modn
=r x mesd modn.
Upon receivingbs the requester can use*(mod n) to
retrieve the signaturgfrom BSby computing
s=rtxbsmodn=r'xr x mesd) modn
= mes§ modn.
Then, it can be verified byoexamining
E(s) (= modn) = mesg
Hence, the requester obtains the sighatureesfgwithout
revealing its content to the signer.

2.1. Preliminary

The proposed scheme is RSA-based sBthS2 ...,
and Sj select their individual RSA parameterss( gsa,
Ns1, €s1, Os1), (Ps2 Osz Nsa €sp dsy), ..., and fs; ds; Ng;,

s, ds). And, each membem determines his RSA pa-
rameters §m, gm Nm €m dm). In particular, the authority
selects a set dfdistinct key pairs€®, dV), @, d?), ...,
and €%, d¥) under the same RSA modulog= p x q),
wherek is the maximal number of permitted joint signa-
ture activities after a registration. During the set-up time
all participantspublish their public keys and modulus.
The authority publishes ane-way permutation function

[8][16][15], f. It is convinced by some researchers that a
one-way permutation function can be constructed. For
example, a discrete logarithm function can be expresse

as
f(x) = g*modQ,

whereQ is a primex is an integer and is a generator of

Zg* (a cyclic group under the generat)r WhenQ and

the entropy ok O (0, Q) is large enouglf,can be used as

a one-way permutation function.

spondingR.". Theoretically, we cannot infdD,, from
f(IDm, Ry") if ID, andR," are long enough (about 200
digits totally).

Remark 1 If some member do not follow the one-time
pseudonym generation procedure to derive his pseudonym
instead he just randomly assign that, his one-time pseu-
donyms may collide with others’.

To conduct a new registration, the authority announce
the registration identifiew, which is a meaningful re-
dundant string concatenated with a random string. The
memberm prepares the messages which are desired to be
certified:

Yol = w, P),i=1, 2, ...k
Then,m generates another setkodlistinct random strings
e 1@, ..., andr® and computes thevaddledy,":
an") = E(Esi(Esd .- (Es(rn"))--))) X (Yn"’) modn,
wherei =1, 2, ...k
Next, m encryptsw concatenated with ai,” using
his private keyl,:
An = Di(w, 0™, an?, ..., 8n)
Finally, m sendsA,, to the authority through a general
email system.

The authority checks thad, is actually issued by

memberm by computingE(Ay) and examining thaw is

in its header. If so, the authority signs eagf (fori = 1,
..., k) using the corresponding private ke and pre-
sents the resubg(an), i = 1, ...,k as well as the origi-
nal A, to the scrutiny committee for certification. The
'first scrutiny committee supervis&l1 checks the validity
of A, andDgy(an™) (fori = 1, ...,K), if the check succeeds,
he signs eacB)(a,") using his private keyls; and then
passes the resulisy(Dgy(an)) (fori =1, ...,k) as well as
éhe original A, to S2 Similarly, S2 first verifies the re-
ceived data and then sigbBsy(Dg(an)) (fori = 1, ...,k
using his private keys, and then passes them to B8
etc. Finally, the last supervis&j produces the blind sig-
natures as in the following.

b = Dsf...(DsADsDy(@an™))))..)
= n") X Ds{(...(DsADsi(D(Yn"))))....) modin,

wherei =1, 2, ... k.



Sjsendd," (i = 1, 2, ... K) back to the authority. The verification is adopted from [10], including two classes
authority stores them in th®,, entry of the registration individual verifiability anduniversal verifiability
database and sends a copy of themm.téccording to the

technique of blind signaturen obtains the signatures by nted correct]
computing: counted correctly.

e = M x b modn Sketch of Prooflf each member produces his one-
" _ m, " v (@) C_ time pseudonyms according to the one-time pseudonym
= Ds(...(Ds{DsiDoy (Y ). ), 1 = 1, 2, ... k. generation rule, all the valid signature tokens collected

will be accepted. Considering another sition that some

members intentionally or carelessly generate their one-
Yime pseudonyms without following the rule and occa-

sionally collide with the one well-generated by a rule-
abiding member. According to the scheme, only one copy
of the same signature tokens will be left. This can be re-
2.3. Joint signing garded that the signature token of the rule-abiding mem-

o . _ ber is accepted nmatter he signs earlier or later than the

To originate a pseudonymous joint signature on arjecontradicting member. That is, we may reasonably
matter, the originator should first issue a request t0 theggard that the rule-contradicting member has signed for
authority. Then, the authority randomly assigns an unusethyjy  on the other hand, since the signature tokens are
valuet within {1, 2, ..., k} as theactivity identifier Since  qjiected by the collector, which is administrated by the

this identifier cannot bg .r'epeatedly used, a re.glstratlonorigmamr of the pseudonymous joint signature activity,
can support at most activities after one registration. At aiher than the authority, the signature tokens will not be

fist, the authority announces the matter being signed indropped. Hence, the proposed scheme is complete.
the coming activity and the activitglentifier, i.e.,t. If m ’

wants to participate in this pseudonymous joint signatureTheorem 2 (soundnessNo one can disrupt the pseudo-
activity, he can send the signature tokef? to the sig-  nymous joint signature.
nature collector through the untraceable email system. Sketch of ProofThe only situation of disruption is
The signature collector, abbreviated as collector, is re-that the tally of collected valid signature tokens excesses
commended to be sponsored by the originator so that théghe number of total members. Spurious signature tokens
possibility of denial of service can be reduced. can be generated when the authority and all the supervi-
When the joint signing process is completely finished, sors of the scrutiny committee conspire. However, this
all the signature tokens collected by the signature colleccontradicts the assumption and we can conclude that the
tor are sorted while the duplicated tokens should be re{proposed scheme is sound.
moved and only one copy is remained. Then, the handle
signature tokens are published on a bulletin board so th
everyone can verify them using the pubic keys of the ) )
authority and the supervisors. And, all the verified signa-  Sketch of ProofAccording to the properties of the

ture tokens on the bulletin board form theeudonymous ~ ©ONe-way permutation function, the blind signature tech-
joint signature book nique, and the untraceable email system, the relation be-

Remark 2 We don’'t assume that all members should fWeen the actual identity of a member and his one-time
follow the one-time pseudonym generation procedure_pseudonyms cannot be traced. Therefore, the proposed

The proposed scheme ensures that the rule-abiding ment:cN€me provides signer privacy.

bers can sign successfully; on the contrary, the maliciousTheorem 4 (unreusaitity). No signature tokens can be
and the uncooperative members are not under protection. ysed twice.

Theorem 1 (completeness)All valid signatures are

The membem verifies the received,” (for = 1, 2, ... K)
using the public key 08j, ..., S2 S1 and thei™ public
key of the authority. If he succeeds, he securely store
these certified’,", i.e.,c," (for = 1, 2, ...,K), which will

be used later asignature tokensn the joint signature
activities.

heorem 3 (privacy)All signatures in the pseudonymous
joint signature book are secret.

. ] Sketch of ProofSince each registration identifieris
3. Security analysis unpredictable and is different from the previous ones,
reused old signature tokens will not becepted. Thus,

The security criteria for a pseudonymous joint signa- the proposed scheme meets the requirement of signature
ture scheme is mainly adapted from the work presented by,nreysability.

Fujioka et al. in [4], which contains a definition for the

security of network-based secret ballot voting scheme.Theorem 5 (eligibility).No one who isn't allowed to sign
The criteria is used in this section to examine the securitycan sign.

of the proposed scheme. In particular, the definition of  Sketch of ProofSince the public key (including the
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