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SUMMARY  Technical advances in the development of
portable computers and wireless communications enable users to
take part in distributed computing even while moving. The re-
sulting environment is subject to be constrained by the mobility
of users and the nature of the cordless medium. In this paper
we propose a commit protocol for providing low-powered mobile
hosts with two phase commit service which is a powerful tech-
nique to implement atomic actions in distributed systems, with
some important aspects such as low power consumption, efficient
mobility management, subject oriented service binding and effec-
tive disconnection handling to well adapt to a mobile computing
environment.

key words: mobile client, wireless network, two-phase commit
protocol, mobility, hand-off, disconnection

1. Introduction

An atomic transaction is a set of operations that is
indivisible in two senses [1]. First, a transaction is all-
or-nothing in its effects and the partial effects must be
invisible to other transactions. Second, a transaction
may involve multiple servers physically managing sev-
eral kinds of resources involved in a service. Thence, ex-
tra coordination is needed to obtain the atomicity prop-
erty of transactions. The most commonly used protocol
known as two-phase commit (2PC) protocol [1],[2] al-
lows the involved servers to reach a joint decision as
to whether to commit or abort. As other distributed
computing paradigms do, the conventional implemen-
tations of 2PC assume that all the hosts in a network
are stationary and the power supply and the network
bandwidth are freely available resources. However, the
presence of mobile hosts [3], [4] invalidates all the above
assumptions. In wireless environment, the clients may
move at any time. The portable computers are usually
equipped with limited power supply. Besides, the wire-
less link has much lower bandwidth, higher error rates
and is much more expensive.
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In this paper we propose a commit protocol which
supports a 2PC service for mobile clients. In this pro-
tocol, a mobile client is free to move or disconnect after
submitting its commit service request to its local base
station. The base station then takes over the responsi-
bility to finish the request and finally delivers the result
to the mobile client. Since most of workload is shifted to
fixed hosts, the power consumption in a mobile host is
significantly reduced. Where, through efficiently track-
ing the moving clients, we minimize the ill-influence re-
sulting from the mobility of the client by seperating the
ongoing service and location management functionality
into two independent parts, prozy handoff and service
handoff. In addition, in order to reduce message traffic
and support location-dependent information access, the
proposed subject oriented service binding scheme can
dynamically allocate most-fit service supplier (worker)
for the on-the-move client. Besides, disconnection of a
mobile client due to power saving or physical cell cross-
over can be effectively solved by the proposed protocol.

The remainder of this paper is organized as fol-
lows. In Sect.2, we review some related work. Sec-
tion 3 presents the proposed commit protocol and the
strategies adopted in the protocol. The correctness and
some suitable applications of the proposed protocol are
described in Sect. 4, while a brief summary is presented
in Sect. 5.

2. Related Research

Technical advances in the development of portable com-
puters and cordless networking technology enable users
to continue their computing even while moving. The
concept, strategies and methodology in traditional dis-
tributed systems need to be reexamined to adapt to
the new computing environment. This possibility stim-
ulates a series of new research challenges [3]—[6].

Traditional Internet Protocol (IP) scheme is not
adequate for mobile hosts, since mobile hosts are not
permanently connected to the same network. Re-
searches [7]-]9] focus on how to assign addresses to mo-
bile hosts to route messages and on how to improve
either the search cost or the update cost for locating
a mobile host. As will be described in Sect. 3.3, we
designed an improved tunneling scheme for managing
mobility.

Disconnection [10] is very frequent in a mobile en-
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vironment. Thence, file systems should support the
autonomous operation of mobile hosts during discon-
nection. Caching[11] can be used to supply the avail-
ability when disconnection happens. Related issues
such as cache coherence, pre-fetching and different
caching techniques due to various available communica-
tion bandwidth should be reconsidered in mobile envi-
ronments. The disconnection handling of our protocol,
as will be described in Sect. 3.5, aims to effectively serve
long-duration disconnected mobile clients.

The algorithms for maintaining consistency of a
transaction [12] must be reconsidered under the new en-
vironment. Since disconnection happens so often, mo-
bile hosts might download needed data prior to a dis-
connection to operate autonomously during disconnec-
tion. Also, various degree of consistency [13] between
replicated data should be defined according to different
available bandwidth. As compared to static hosts, mo-
bile computers are much more insecure resulting from
theft or physical damage. Thence, it is necessary to
keep logs in the fixed network. [14] considers to build
a information system for mobile clients and revise the
concept of the transaction operation for the mobile en-
vironments. Dataman at Ruteger makes great efforts in
replicating data onto more nearby fixed hosts for mo-
bile clients[15] and discussing replication schemes for
mobile clients [16]. As will be described in Sect. 4.1,
atomicity and data consistency can be obtained using
our protocol which supplying 2PC control.

A variety of research efforts have been tried in re-
designing distributed algorithms for mobile clients. The
paper [17] supports multicast service to mobile hosts
and [18] revises the check-pointing algorithm for mobile
computing. In [19],[20], the authors advise a method-
ology of structuring distributed algorithms for mobile
clients. After considering characteristics of the new mo-
bile/wireless environment, we revise conventional 2PC
for serving mobile client.

A mobile agent is a program that can migrate from
machine to machine in a heterogeneous network. The
program decides when and where to migrate. It can
suspend its execution at an arbitrary point, transport
to another machine and resume execution on the new
machine. Mobile agents have several advantages over
the traditional client/server model, such as efficiency,
fault tolerance, convenient paradigm and customiza-
tion. There are several alternative techniques (such as
queued RPC, proxy servers) that have many of these
same advantages. The problem with these alternative
techniques is that each one is only suitable for certain
applications. A mobile-agent system on the other hand
is a single, unified framework in which a wide range of
distributed applications can be implemented easily and
efficiently.

Where, Oracle’s Mobile Agents [21] is a networking
middleware that provides a basic foundation on which
to build and deploy mobile applications. Oracle Mo-
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bile Agents are designed to facilitate connectivity over
low bandwidth, high latency, occasionally unreliable,
connections over a variety of wireless networks. Its
three-tiered architectures replace session-based connec-
tion oriented computing with a low-level asynchronous,
store-and-forward messaging system. In Oracle Mo-
bile Agent, client requests for data or transactions
are passed as messages to LAN-based software agents,
which interact directly with servers. By de-coupling the
client and the server, Oracle Mobile Agents eliminates
the need for a constant connection.

Motivation

The concept of mobile agent is appealing, however, af-
ter reviewing above researches, we prefer building our
system in higher layer to in communication layer for
some considerations. Since most proposed solutions
built in communication layer are not, for now, perfectly
compatible with current network systems. Some mod-
ifications to the existing network systems are needed.
Thence, these solutions are not widely accepted yet.
Besides, some essential specification and standard do
not achieve a commonly acceptable agreement among
several different parties. Still, the infrastructure for mo-
bile computing is not sufficiently sound enough. To sup-
ply network-transparent support, we revise existing so-
lutions for distributed system problems in higher layer
to adapt to current mobile environment. Moreover, in
addition to efficient communication, some issues arisen
in the wireless environment such as power conservation,
mobility and hand-off management and disconnection
handling need be re-considered for different kinds of
applications. This kind of optimization could be done
better in higher layer.

The 2PC protocol is widely applied to resolve the
problem of atomicity control. However, when the con-
ventional 2PC protocol is adapted to a mobile environ-
ment, unfortunately, some issues [3], [4], [19] definitely
need to be reconsidered. First, most of the conventional
distributed computing paradigms take stationary hosts
as a base assumption. The mobility of the hosts implies
that they can access from any access points at any time
and stay connected while on the move. The capability
of supporting efficient mobility management and high
quality hand-off will be essential. Second, limited bat-
tery life seriously constraints the activities of a mobile
host powered by batteries. Due to this fact, energy con-
servation is an important consideration. To the great-
est extent possible, we attempt to shift the workload
from mobile hosts to fixed hosts. Third, due to either
physical cell crossovers or power conservation, an MH
may disconnect [10] itself from the rest of the system.
More wisdom is needed to handle long-duration dis-
connection of mobile hosts. Forth, the characteristics
of wireless link are often distinguished from the ones
of conventional wired network. That is, the wireless
link often has much lower bandwidth, higher bandwidth
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variability, and is monetarily more expensive. Thus, it
will be rewarding to optimize the number of messages
exchanged between a mobile host and its peer fixed host
via wireless links.

3. Two Phase Commit Protocol for Mobile
Clients

In this section, we will introduce the system architec-
ture, the proposed protocol and the strategies adopted
in our system.

3.1 System Overview

The model, as depicted in Fig. 1, is derived from [7]. A
mobile host (MH) is a computer that can move while re-
maining its network connections through wireless com-
munication. A mobile support station (MSS) or a base
station is a computer augmented with a wireless in-
terface to communicate with mobile hosts and, is con-
nected to a fixed network through wired communica-
tion. A cell is a geographical coverage area serviced
by an MSS. An MH can directly communicate with an
MSS only if the MH is physically located within the
cell serviced by the MSS via a wireless medium. The
process during which a mobile host enters a new cell
is called hand-off. All fixed hosts (including MSS) and
the communication paths between them constitute the
fized network. Each MSS and the local MHs within the
cell form a wireless cell. However, our system model
diverges from the architecture of [7] by assuming that
some of the fixed hosts are equipped with a database
(as an abstraction of all needed resources maintained
by a server) of specific service. A server is the software
that runs at an MSS or a fixed host and provides mo-
bile application services and information to the mobile
hosts. The geographical coverage area for the service is
called a service area. It is likely that a service area will
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cover several wireless cell.

Protocol Sketch

To adapt the conventional 2PC protocol to mobile com-
puting environment, we extend the protocol as con-
sequence of taking the peculiarities of a mobile host
into account. As depicted in Fig.2, there are four
main modules (client, prozy, coordinator and worker)
involved in our system. The mobile host who issues
the commit request to the system is called the client.
The base station of the cell within which the mobile
client currently located becomes the current proxy of
the client. The base station who first receives the
commit request becomes the coordinator of the com-
mit service. The server providing needed service in the
requested commit request is called the worker. It is
possible that several workers are involved in one 2PC
request. In our design, as shown in Fig. 3, as the mo-
bile client requests to commit a transaction, the local
MSS that receives the request becomes the coordinator
of this commit service. (Meanwhile, the MSS becomes
the current proxy of this client and acts on behalf of the
client.) The coordinator, then, tries to find and allocate
qualified workers who physically supply the needed ser-
vice. If, fortunately, all needed workers are found and
promise to finish its job, the coordinator decides to re-
ally commit the transaction and inform all employed
workers to do so. Otherwise, if the coordinator can-
not find available workers to support specific service,
it must inform all allocated workers to abort their jobs
and rollback to their initial states of the transaction.
After receiving ACKs from all workers, the coordinator
finds the current proxy of the client and forwards the
result to it. (Since the client may move to a new cell
during the service session, the system needs to hand-off
the state information of the mobile client from the old
proxy to the new proxy.) The proxy then delivers the
result to the mobile client. After getting an ACK from
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Client Proxy Coordinator Worker I (I=1, 2, ..., n)
1 sending
Mobile C .
Request to proxy
2 receiving the first proxy becomes the

Mobile Commit Requ coordinator;
est from the client sending Would You to all
qualified workers;
waiting for replies;
3 receiving Would You;
if can finish the job
then writing undo and redo

log;
sending Agree;
else sending Reject;
waiting for response;
4 if all workers reply Agree
then writing Commit log;
sending Commit to all
workers;

else sending Abort to all workers;
waiting for ACKs;
5 if receiving Commit
then releasing resource and
locks;
sending W_ACK;
if receiving Abort
then undo the request;
releasing resource and

locks;
sending W_ACK;
6 if any W_ack is not received
within a time-out period -
then resending Commit / Abort to
the worker;

if all W_ACK are received
then writing Complete log;
sending Commit / Abort to

the
proxy;
7 receiving Commit /
Abort;
sending M_Commit /
M _Abort to client;
8 receiving
M_Commit or
M_Abort;
sending M_ACK
to proxy;
9 receiving M_ACK;

sends P_ACK to the
coordinator;
10 releasing locked resource;
terminating the service;

Fig.2 Sketch of the proposed commit protocol.

the mobile client, the proxy sends ACK to the coor-
dinator, who can now release all locked resources and
close the commit service session.

The term resource used in this protocol is clossely
related to what kind of application is applied to. It
could be the CPU time, the memory space, needed I/0
devices, data or communication bandwidth. All the
four modules, especially the worker and the coordina-
tor, need to lock resource to complete requested ser-
vices. To the workers, after receiving WouldYou mes-
sage from the coordinator, each invited worker needs
trying to reserve and utilize resource needed to finish
the requested job. If it succeed, as Step 2 in Fig. 2,
it replies Agree message, otherwise Reject message.
Locked resource are released after receiving indication

(Commit or Abort), as Step 5 in Fig. 2, from the coor-
dinator. To the coordinator, needed resource are locked
when, as Step 2 in Fig. 2, it becomes as the coordinator
of the whole 2PC service session and released when,
as Step 10 in Fig. 2, it receives P-ACK from current
proxy of the MH. The complete versionof the proposed
protocol is presented in [22].

3.2 Low Power Service

Since power is such a precious resource for mobile hosts,
it is totally unacceptable that a mobile client actively
powers on to receive the result of the long-lived trans-
action processing. Due to this fact, it would be a good
idea to shift most of the workload from mobile hosts
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Fig.3 Service binding.

to fixed hosts. In our design, the first local MSS re-
ceiving the commit request becomes the coordinator of
the commit service. The coordinator coordinates the
transaction processing among all the allocated workers
to get a joint decision (either to commit or to abort
the transaction) and keeps contact with current proxy
who acts on behalf of the mobile client. That is, af-
ter sending the service requests to the local MSS, the
mobile client can either go to sleep or just power off
to reduce power consumption. The fixed hosts (coor-
dinator, workers and proxy) take over all the jobs and
communicate with the community via the wired net-
work to minimize the message exchanged via expensive
wireless links. Eventually, the coordinator locates the
requesting mobile client and sends it the result. Thus,
the workload of the client is minimized.

3.3 Efficient Mobility Management

In mobile computing systems, the mobile host may
move anywhere at any time while retaining the con-
nection to the network. Under the current Internet
protocol, if the mobile host moves without changing its
address, it will lose routing; but if it does change its
address, it will lose connections. The mobile-IP con-
cept [9] allows a mobile host to move without changing
its IP address while retaining its connection. In one of
the implementations of mobile-IP known as tunneling
scheme [9], normal IP routing always delivers packets
meant for the MH to its home network. When an MH
is away from its home network, its Home Agent (HA)
is responsible for intercepting and forwarding its pack-
ets. Whenever an MH moves to a foreign network, its
Foreign Agent (FA) will register the current location of
the MH to its HA. This scheme, in many cases, results
in a non-optimal route. In our design, each time the
mobile client moves out of the physical cell boundary
a prozry hand-off is needed. That is, the new proxy re-
quests the old proxy to transfer the state of the client
and also informs the coordinator the current position
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of the client. However, in contrast, the coordinator
and all the allocated workers will not be changed cor-
respondingly to the movement of the client before the
whole commit request session completes. Hence, the
ill-influence caused by frequent hand-offs on the service
response time is minimized as a consequence of divid-
ing the proxy of the mobile client and the coordinator
of the service into two independent modules. Notice
that, we implicitly embed the mobile-IP concept in our
system. That is, the MH can roam freely and all of
the efforts for location management are transparent to
the MH. The coordinator, in our design, portrays the
HA during the commit service session and the proxy
acts as the FA for registering current location of MH to
the coordinator. However, we do not develop our pro-
tocol based on tunneling scheme after considering the
particularities of 2PC protocol. Recall that the first
MSS receiving commit request becomes the coordina-
tor of this request during the whole service session. It
implies that the coordinator is employed dynamically,
and it, in many cases, keeps more close to the cur-
rent location of MH resulting in more efficient routing.
Also, the coordinator can allocate closer-by better-fit
workers even for providing location-dependent resource
and/or reducing communication delay. In contrast to
the location management proposed in this paper, the
HA in tunneling based mobile-IP scheme is fixed and
may become far away from the MH that would result
in sub-optimal routing and more communication traf-
fic. As proposed in [7], the call hand-off for mobile
clients means the physical connection transfer between
the old and new MSSes, while the service hand-off is
used to depict the virtual connection transfer between
the old and the new servers for a specific service. In our
design, each time the mobile client moves out of a cell
boundary a proxy hand-off is needed. However, when
the atomicity requirement of a transaction is carefully
considered, no service hand-off between workers is al-
lowed after a worker is allocated by the coordinator.
The crossover message is just shown as a notification
to the user.

3.4 Subject Oriented Service Binding

A server provides a particular type of service to a client
in a distributed system. Where a service is a software
entity running on one or more machines, and a server is
the service software running on a single machine. A ser-
vice binding scheme allocates proper server for a client
requesting some kind of service. To transparently sup-
ply service binding functionality in a mobile computing
environment, it is essential to support subject oriented
naming and dynamic binding [23]-[25]. In a subject ori-
ented naming scheme, a client is bound to a service
rather than some specific server so that the system can
switch servers transparently. To facilitate the transpar-
ent naming functionality, we design a naming scheme
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to supply the naming service.

Data Structure

In our system, a well-known name server is equipped
with a table, WorkerDatabase (as depicted in Table 1),
which collects the associated information about several
kinds of service, including the service known, the jobs
included in each specific service, all qualified workers
for each specific job and the coverage under the control
of each worker. All the information recorded in the ta-
ble are collected by active registration of each worker in
advance. Each worker locally keeps a JobTable (as il-
lustrated in Table 2) to record the supplied jobs, the
covered service area and the busy status. As men-
tioned above, to be allocated for a proper job, the
worker should actively register itself to the specific
name server in advance. The CandidateMap (as de-
picted in Table 3), as a subset of the WorkerDatabase,
is a local cache on the coordinator as the result of
querying the name server for specific service. Notice
that, each sub-task included in the requested service
may find several qualified workers. At the coordinator,
there exists another table called WorkerMap (as shown
in Table 4) which records information about the cur-
rently allocated workers who are employed by the coor-
dinator. The information includes the service name, all
the included sub-tasks, allocated worker’s name, each
worker’s service area and the ACKed flag for indicating
if it has acknowledged receiving the Commit or Abort
directive.

Service Binding

The steps included in a service binding are depicted in
Fig.3. The worker managing some specific resources
needs to register itself with a well-known name server.
The name server collects the associated information
(into the WorkerDatabase) about several kinds of pub-
lished service and the qualified workers needed for each
sub-task included in these services. To employ suitable
workers for requested service, the coordinator needs to
query the name server to get the related information of
the needed workers and records the result in the Can-
didateMap. Then, the coordinator invites each needed
worker to do the requested service. After receiving the

Table 1  Data Structure of WorkerDatabase.
| Service Name | Needed Tasks | Qualified Workers | Service Area |

Table 2
| Job Name | Service Area | Busy ? |

Data Structure of JobTable.

Table 3 Data Structure of CandidateMap.
| Service Name | Needed Tasks | Qualified Workers | Service Area |

Table 4 Data Structure of WorkerMap.
|Service Name|J0b Name|Allocated Workers|Service Area|ACK?|
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invitation, the requested worker evaluates (by looking
up the local JobTable) if it can finish the job. Several
factors (such as if the worker is busy, if the mobile client
currently resides in the worker’s service area and if the
needed resources are available) are taken into account
to evaluate the fitness. If a worker promises the coordi-
nator, related information about the allocated worker
will be recorded in the WorkerMap at the coordinator
and the binding is completed. It is worth mentioning
that all these efforts are transparent to the clients. All
the clients need do is to submit its service request to
its local MSS.

3.5 Disconnection Handling

In a mobile environment, disconnection and reconnec-
tion of a mobile host is fairly routine with cell crossovers
and/or the battery power conservation[10]. Also, it
could be a long time before the mobile host reconnects
itself to the rest of the system. It seems to be naive just
to time-out, as would be the strategy of the conven-
tional distributed systems, if the host is unreachable in
case either the host just goes down or the host powers-
off to save battery power. However, we would like to
obtain a result after the long-run request procedure.
Fortunately, when reconsidering the 2PC protocol, you
will find that it may not be necessary to keep the client
involved in the process all the time. Thus it would be
advantageous to develop a 2PC protocol to well fit in a
mobile computing environment. As disconnection may
happen frequently, it is essential to develop a strategy
to handle this situation. In our design, after the MH
submitting the request, the coordinator takes over all
succeeding jobs. The mobile client does not really need
to be involved in the service session, thence, the mo-
bile client can disconnect itself from the system after
submission. When the transaction is finished, the co-
ordinator forwards the result to the last known proxy
that was in touched with the client. During the service
session, however, the client may disconnect and later
emerge in some cell (either moving to another cell or
staying in the same cell) and re-establish contact with
the rest of the system via its current proxy. The cur-
rent proxy of the client needs to inform the coordinator
and the old proxy of the current location of the client.
Thus, the coordinator can send the result to the new
proxy and the client. We now discuss four possible sce-
narios resulting from disconnection and/or hand-offs in
Fig.4 to Fig. 7.

Scenario 1: Neither disconnection nor hand-off

Figure 4 shows the condition involving neither discon-
nection nor hand-off in the whole service progress. Af-
ter receiving the result from the coordinator (step 8),
the proxy simply forwards the result to the client (step
9), then waits for the ACK sent back from the mobile
client (step 10) and ACKs to the coordinator (step 11).
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Fig.7 Flow of disconnection and handoff handling.

Scenario 2: Hand-off but not disconnection

In Fig. 5, no disconnection happens, but the client may
move out of a cell and hand-off handling is required.
That is, a mobile client moves to another cell and reg-
isters itself to the new proxy (step 8). The new proxy
requests the old proxy and the coordinator to hand-
off (steps 9, 10). After that, the coordinator can send
the result to the new proxy (step 11). The new proxy
then sends the result to the client (step 12), waits for
the ACK from the client (step 13) and ACKs to the
coordinator (step 14).

Scenario 3: Disconnection but not hand-off

Figure 6 illustrates the condition that the mobile client
never moves out of the cell boundary, but ever discon-
nects itself from the proxy during the service session.
In this case, the proxy tries to forward the result re-
ceived from the coordinator (step 8) to the client that
now breaks contact with the proxy (step 9). The proxy
holds the result until the client reconnects (step 10)
and forwards the result to the client (step 11). After
receiving the ACK from the client (step 12), the proxy
ACKs to the coordinator (step 13).

Scenario 4: Both hand-off and disconnection

Figure 7 presents the condition that the mobile client
disconnects and moves out of the cell. Before the mobile
client reconnects itself to the system again, the coordi-
nator may send the result to the last known proxy last
in touched with the mobile client (step 8). As the client
disconnects and moves out of its cell, the proxy fails to
deliver the result (step 9). Sooner or later, the mobile
client comes up and registers itself to a new proxy (step
10). The new proxy then requests the old proxy and
the coordinator to hand-off (step 11). Eventually the
new proxy gets the result (step 12) and forwards it to
the mobile client (step 13). After receiving the ACK
from the client (step 14), the proxy ACKs to the coor-
dinator (step 15). There is one implication hidden in

the protocol to be further addressed. How can the new
proxy know who is respectively the coordinator and the
old proxy of the mobile client that now reconnects itself
to the new proxy after its disconnection from the sys-
tem. In our design, the registering message IAmHere
brings associated information about the previous proxy
and the coordinator. So the mobile host needs to be in
charge of recording enough information for future re-
connection. However, if the mobile client is shocked by
a sudden disconnection caused either by running out
of power or by physical damage, the mobile host may
fail to store sufficient critical data that is imperative to
reconnection. Therefore, the mobile client may lose its
memory about the previous proxy and the coordinator.
To resume its commit service request, the mobile client
issues a Wanted message to its new proxy. The new
proxy then initiates a searching procedure to find out
the previous proxy and the coordinator and requests
them to do hand-off. Thenceforth, the commit service
can go on. It is really a costly procedure. Fortunately,
this situation does not happen so often, the searching
cost could be tolerable. Certainly, under the frequent
failure environment, it would be more efficient to abort
the transaction if the submitting client fails during the
computing when the high searching cost is considered.
However, it would be worthy mentioning that the co-
ordinator cannot easily be informed whether the client
is out of contact due to sudden disconnection or it just
powers off as a planned disconnection. And, more im-
portant, it is not acceptable to abort an already com-
mitted transaction when the atomicity is considered.

4. Correctness and Applications
Now, we would like to claim the correctness of the pro-

tocol we proposed in this paper and describe some pos-
sible applications of the proposed protocol.
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4.1 Correctness

Recall that, there are two aspects of atomicity of a
transaction [1]. First, a transaction either completes
successfully and the effects of all of its operations are
saved in permanent storage or it has no effect at all.
Second, the intermediate effects of a transaction must
not be visible to other transactions. Where the cor-
rectness of conventional 2PC protocol has already been
well proven in some existing literature [1]. Take the cor-
rectness of 2PC protocol as a base assumption, all we
need to prove is to inspect whether the mobility and
disconnection of the mobile client and kinds of failures
during the transaction session will hurt the atomicity
of a transaction service.

Before going any further, it is helpful to remember
that there are four modules (client, proxy, coordinator
and worker) involved in our system (as introduced in
Sect. 3.1 and Fig. 2).

4.1.1 Mobility

After receiving the commit request, the coordinator
takes the responsibility of processing a 2PC service.
During the service session, the mobile client and the
proxy are not really involved in the transaction process-
ing. Thus, they are free during the service session under
one condition, that is, to keep close contact with the co-
ordinator by reportting their current location. Thence,
the coordinator can eventually forward the result to
the mobile client. Though, due to the movement of the
mobile client, proxy handoff may be needed during the
session. The coordinator and all allocated workers are
not changed by the movement of the mobile client, the
result of the transaction will not be affected at all.

4.1.2 Disconnection and Failures

To some extent, disconnection could be considered,
from the viewpoint of the rest of the system, as planned
or accident failure. To focus our attention on the aspect
of atomicity, either disconnection or kinds of failures
would be considered as failures. And, we would like
to assume that the failed components eventually would
reconnect themself to the system by default recovery
procedure or by manual repair. Conventional 2PC pro-
tocol has been proven [1] that it could guarantee the
atomicity of the transaction even if kinds of failures
happen. For the sake of completeness, we briefly write
down the correctness claim according to the possible
failures of the main four modules included in our pro-
tocol. There are several time points that these modules
may fail. We would like to claim that according to the
proposed protocol, after the system recovers from fail-
ures, all the workers will achieve a coordinated decision
(either to commit or to abort) and the atomicity of the
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transaction will be preserved.

The Mobile Client and the Proxy Module

Since the mobile client and the proxy do not physically
involve in the 2PC service, their failures during the ses-
sion would not cause any real harm to the atomicity of
the transaction. When, at last, they recover from fail-
ures and reconnect themselves to the rest of the system,
the coordinator will find out their current location and
send the result to them.

The Worker Module: Three Possible Time Points (W1,
W2 and W3) to Fail

W1. The worker fails after receiving WouldYou and
before it sends back Agree or Reject

W1.1 The coordinator times out in receiving
Agree from the failed workers and sends
Abort to all workers and the proxy;

W1.2 All workers roll back to their initial states
by using undo log;

So, the coordinated decision among all workers is
to abort the transaction. That is, the atomicity is
preserved.

W2. The worker fails after it sends back Agree or
Reject to the coordinator and before it receives
Commit or Abort from the coordinator

W2.1 if all workers sends Agree
then the coordinator sends Commit to all
workers
else the coordinator sends Abort to all work-
ers;

W2.2 Since the coordinator times out in receiv-
ing WACK from the failed worker, it re-sends
Commit or Abort to the failed worker;

‘W2.3 The failed worker will eventually recover
from failure and roll back to the correct state
by using previously stored logs.

W2.3.1 if the worker receives Commit then
rolls back by using redo log
else /* the worker receives Abort */
if the worker previously replied Agree
to the coordinator then the worker rolls
back by using undo log;

W2.3.2 The worker sends back WACK to
the coordinator;

So, either commit or abort, the final decision is
consistent among all workers.

‘W3. The worker fails after receiving Commit or Abort
and before sending back WACK to the coordinator.

‘W3.1 Since the coordinator times out in receiv-
ing WACK from the failed worker, it re-sends
Commit or Abort to the failed worker;
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‘W3.2 The failed worker will eventually recover
from failure and roll back to the correct state
by using previously stored logs.

W3.2.1 if the worker receives Commit then
rolls back by using redo log else /* the
worker receives Abort*/ if the worker
replies Agree to the coordinator
then the worker rolls back using undo log;

W3.2.2 The worker sends back WACK to
the coordinator;

So, either commit or abort, the final decision is
consistent among all workers.

The Coordinator Module: Three Possible Time Points
(C1, C2 and C3) to Fail

C1. The coordinator fails after sending WouldYou and
before sending Commit or Abort to all workers.

C1.1 The workers time out in receiving Commit
or Abort from the coordinator and re-sends
Agree or Reject to the coordinator;

C1.2 After recovering from failure, the coordina-
tor will evaluate the following conditions. if
all workers reply Agree then sends Commit to
all workers else sends Abort to all workers;

So, either commit or abort, the final decision is
consistent among all workers and the atomicity is
preserved.

C2. The coordinator fails after sending Commit or
Abort to all workers and before receiving WACK
from all workers.

C2.1 After recovering from failure, the coordina-
tor will check the following conditions. if com-
mit log can be found then rolls back to cor-
rect state by using commit log and re-sends
Commit to all workers else re-sends Abort to
all workers;

C2.2 The coordinator waits for WACK;

C2.3 if all WACK are received then sends reply
(Commit or Abort) to the proxy;

So, either commit or abort, the final decision is
consistent among all workers and the atomicity is
preserved.

C3. The coordinator fails after receiving WACK from
all workers

C3.1 After recovering from failure, the coordina-
tor will roll back to the correct state by using
complete log;

C3.2 if PACK is not received from the proxy
then re-sends result (Commit or Abort) to the
Proxy;

C3.3 After receiving PACK, it releases locked re-
source and terminates the service session;
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So, the coordinated decision among all workers
(being either to abort or commit the transaction)
can be replied to the proxy. Surely the atomicity
is preserved.

It would be worthy of mentioning that all kinds of logs
(undo, redo, commit and complete log) are stored on
stable storages which could, generally be taken as rea-
sonable assumption, guarantee the permanence of data.
Surely you could replicate these logs for obtaining the
capability of fault tolerance. Through the above discus-
sion, we can conclude that the commit protocol pro-
posed in this paper is capable of preserving sufficient
atomicity as traditional 2PC protocol.

4.1.3 Timeout Handling

In this section, we would like to discuss timeout han-
dling in the proposed protocol.

The Mobile Client Module

After sending out M-Commit-Request, the mobile
client waits (in wake or sleep state) to receive
M-Commit or M-Abort from current proxy. If it cannot
receive reply for a long time, it can just cancel (by send-
ing Cancel) or re-send (by sending M-Commit-Request)
this commit request to the coordinator. Both mes-
sages Cancel and M-Commit-Request) are attached the
same sequence number with the original commit re-
quest. Where, the sequence number is used to iden-
tify a commit request. If the coordinator receives
the M-Commit-Request holding same sequence number
with some previous commit request, it just neglects the
request. In the meanwhile, if the result of the request
is obtained, the coordinator sends back the result, oth-
erwise, it sends back LiveWorking to the client. Both
Cancel and M-Commit-Request should be sent directly
to the original coordinator. Otherwise, due to the pos-
sible movement and proxy handoff, current proxy will
become new coordinator and invite another set of work-
ers. Sequence number will not work here. Thus, cor-
rectness cannot be perfectly guaranteed.

The Proxy Module

The proxy module has two possible conditions need to
do timeout handling. That is, when it does not receive
any reply from the coordinator module and when it
does not receive any acknowledgement (M-ACK) from
the mobile client. Brief discussion is as follows.

Case 1: When the proxy module does not receive reply
from the coordinator for a long time:

This condition will happen due to either serious traffic
delay or fails of the coordinator or some worker. In this
case, certainly we can re-send the request and a series
of associative complex manipulation. However, the pro-
posed protocol, the proxy will not take any further ac-
tion. Two negative side effects are considered here. As
described in the last paragraph, the mobile client also




LIN et al: COMMIT PROTOCOL FOR LOW-POWERED MOBILE CLIENTS

will re-send its request if it does not receive reply. Thus,
more repeated request messages and more rollback mes-
sages are generated accordingly. More meaningless traf-
fic will consume limited bandwidth. Besides, due to the
movement of the mobile client, proxy handoff is possi-
bly needed. Complicated algorithm will be introduced
for time synchronization (for timing) between the new
proxy and the old proxy. After second thought, in our
protocol, this condition will be detected and handled
by the mobile client who keeps more complete states of
itself and acts better.

Case 2: When the proxy does not receive M-ACK after
it forwarding the reply (M-Commit or M-Abort) to the
mobile client for a long time:

This condition may happen due to the disconnection of
the mobile client. In this case, the proxy will store the
result in some permanent form and release locked re-
source and terminate this service session after sending
P-ACK to the coordinator. Where, in our design, if the
mobile client moves out the cell boundary during the
disconnection duration, after it re-connects to the sys-
tem, the old proxy will hand-over related information
and the result to the new proxy.

The Coordinator Module

To the coordinator module, timeout handling may be
needed for three possible conditions.

Case 1: When it does not receive reply (Agree or Reject)
from some worker for a long time:

To obtain expected atomicity of the commit protocol,
the coordinator just aborts all workers.

Case 2: When it does not receive W-ACK from some
worker for a long time:

As described in the correctness proof earlier, the coor-
dinator will re-send the Commit or Abort directives to
the delayed worker. As a common assumption, a host
(the worker module here) will recover sooner or later
and receive Commit or Abort directive. Eventually,
the worker will send back W-ACK to the coordinator.
Case 3: When it does mot receive acknowledgement
(P-ACK) from current proxzy for a long time:

To save the cache capacity, after keeping the result for
a reasonable long time (since the mobile client may dis-
connect), the coordinator will store the result in some
permanent form and release locked resource and termi-
nate the service session. Manual human operation is
needed here and it is beyond our discussion.

The Worker Module

After sending Agree or Reject to the coordinator, the
worker module waits for further indication from the co-
ordinator. If the worker does not receive Commit or
Abort from the coordinator for a long time, to guaran-
tee the atomicity of the commit protocol, it will keep
sending Agree or Reject to the coordinator. Again,
the coordinator will recover eventually (a resonable as-
sumption in distributed systems). Receive the message
and send Commit or Abort to the worker.
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Before going further, we would like to have some
word about the timeout duration. As a widely accepted
fact in distributed systems, the timeout duration is a
complex factor and still not so clear.

To undo or redo a request, more messages will be
exchanged in the system if the timeout duration is too
short. On the other side, if the timeout duration is too
long, related resource are locked and be idle. System re-
source utilization is seriously degraded. This fact is also
true in a wireless mobile system. Even worse, due to the
poor communication quality of wireless networks and
limited battery power of a mobile host, disconnection
is really routine. Long duration disconnection makes
the problem more complicated. Elaborate evaluation is
needed to decide proper timeout duration.

4.2  Applications

As mentioned earlier, 2PC protocol is applicable to al-
most any multiparty operation. Now, we describe some
suitable applications of our protocol.

Distributed Transaction

The data items involved in a service may be distributed
among several servers and a transaction may involve
multiple servers. That is a so called distributed transac-
tion. Obtaining the atomicity property of transactions
requires that either all of the involved servers commit
the transaction or all of them abort the transaction.
You can find many suitable applications of distributed
transaction in the mobile environment. For example,
banking requests issued at mobile host from somewhere
may involve data items at different bank branches.
Thus, a strict coordination among these branches is
needed to convert the whole banking system from one
consistent state to another consistent state.

Replication Management

Replication is a key to provide enhanced performance,
high availability and fault tolerance in a distributed
system [1], [2]. The main problem here is applying op-
erations from clients to multiple replicas in a consistent
way, while maintaining acceptable system throughput
and response time. The basic requirement for repli-
cated data is consistency. It is not acceptable for differ-
ent clients to get different results when they access these
replicated data items. Besides, replication transparency
is another requirement when data are replicated. In
other words, clients should not be aware that multi-
ple copies of data physically exist. In our system, the
coordinator takes charge of all succeeding jobs after re-
ceiving the request from the mobile client, thenceforth,
replication is totally transparent to the client. Further-
more, due to the atomicity property of 2PC protocol,
replica consistency can be completely satisfied.

Group Communication
A group is a collection of processes that act together in
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some way. The key property [2] that all groups have is
when a message is sent to the group, all of the members
of the group receive it. Group communication is very
useful for constructing distributed systems with char-
acteristics such as fault tolerance and/or better per-
formance based on replicated services and multiple up-
dates which are expected to achieve the properties of
atomicity and ordering. The purpose of using a group
is to allow processes to handle collections of processes
as a single abstraction. Thus, a process can send a
message to a group of servers without having to know
where they are or how many there are. The atomicity
can be perfectly achieved when our commit protocol is
used.

5. Conclusion

In this paper we propose a commit protocol, which sup-
ports conventional 2PC service for mobile clients. In
our system, by shifting most workload to peer fixed
hosts, the load, the power consumption and the mes-
sage exchanged via expensive wireless links in a mobile
host are greatly reduced. Through efficiently tracking
the moving clients, we minimize the ill-influence result-
ing from the mobility of the client by seperating the
ongoing service and location management functionality
into two independent parts, prozy handoff and service
handoff. In addition, a subject oriented service bind-
ing scheme is designed to transparently allocate best-
proper service suppliers for the mobile clients, which is
essential to supply location-dependent information and
significantly reduce message traffic. Disconnection can
be effectively solved in the proposed protocol.

Oracle’s Mobile Agents is a networking middle-
ware that provides a basic foundation on which to
build and deploy mobile applications. Both our proto-
col and Oracle Mobile Agents are designed to facilitate
connectivity over low bandwidth, high latency, occa-
sionally unreliable, connections over a variety of wire-
less networks. Both architectures replace session-based
connection oriented computing with an asynchronous,
store-and-forward messaging system. In Oracle Mo-
bile Agent, client requests for data or transactions
are passed as messages to LAN-based software agents,
which interact directly with servers. By de-coupling
the client and the server, Oracle Mobile Agents elimi-
nates the need for a constant connection. As extended
three-tier model (client, agent, server), there are four
modules (client, proxy, coordinator, worker) in our pro-
tocol. Combining the functionality of the proxy module
and the coordinator module, our protocol can support
similar concept of the mobile agent. However, to re-
duce the handoff overhead due to context switching, in
our design, we further de-couple the agent into two in-
dependent modules (the proxy and the coordinator).
In fact, there is no code migration in our protocol.
The coordinator is almost fixed on some host. Only
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lightweight proxy handoff is needed due to the move-
ment of the mobile client. Besides, as compared with
Oracle Mobile Agent, our protocol is more specific to
and focus on addressing the atomicity control among
several servers (the worker module in our protocol). Be-
cause the agent (the coordinator in our protocol) has
more complete information about the whole service ses-
sion, it is more natural to leave the responsibility of
coordination to the agent not to the server as the way
of Oracle Mobile Agent. Furthermore, Oracle Mobile
Agent is a low-level asynchronous store and forward
messaging system. However, our protocol is developed
on higher-layer to supply network-transparent support
and more application-specific optimization.
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