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Abstract

The study of quantum information science has expanded rapidly since the theoretical model
of quantum computers were introduced in the early 1980's [1-3].Besides, recently, the study of
quantum computer and quantum information has become increasingly important in the physics
and computer science community. Many physical implementation proposals on how to build a
quantum computer have been proposed and some of them have been successfully realized. In this
project, we study the architecture of quantum computing systems from the circuit point of view
and demonstrate physical implementations using nuclear magnetic resonance (NMR) technology.
We studied the implementation of Nuclear Magnetic Resonance (NMR) quantum computer. We
developed an efficient utility called NMRPPGEN (NMR Pulse Program GENerator) to
automatically generate the NMR pulse program that can be used to implement any quantum
algorithm.

To implement a quantum computer, it is necessary to develop an efficient quantum circuit
synthesis method. Since the quantum bit (which is the basic component of a quantum circuit) is
very expensive, a good quantum circuit has to be designed in a cost-effective way and, at the
same time, it must be easy for implementation. During the design process, testing a designed
function for a quantum Boolean circuit is necessary. In this project, we present an algorithm that
can efficiently test a quantum Boolean circuit by using the back propagation method. The
algorithm can find the minimum test vectors to prove the correctness of a circuit and locate the
possible positions of failed gates for further debugging. In this project we describe a
simplification method of quantum Boolean circuits using a tabulation algorithm. The Tabulation
method can he used with a computer to simplify Boolean logic functions with up to 6 or more
variables, especially with a large number of variables. For the various applications, their circuits
usually are complex and we must simplify the circuit design to the hest ofour ability.

In this project, we present an algorithm that can efficiently simplify a quantum Boolean
circuit with an arbitrary number of input variables by using the tabulation method. In terms of the
space consumption, we use only one auxiliary qubit as the output qubit, and keep all the input
quhits unchanged. This method performs AND and XOR function simplification simultaneously.
After a quantum Boolean circuit is simplified, we verify the circuits to confirm its function is
correct. Synthesis of quantum circuits is essential for building quantum computers. It is important
to verify that the circuits designed perform the correct functions.

In this project, we propose an algorithm which can be used to verify the quantum circuits
synthesized by any method. The proposed algorithm is based on BDD (Binary Decision Diagram)
and is called X-decomposition Quantum Decision Diagram (XQDD). In this method, quantum
operations are modeled using a graphic method and the verification process is based on
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comparing these graphic diagrams. We also develop an algorithm to verify reversible circuits
even if they have a different number of garbage qubits. In most cases, the number of nodes used
in XQDD is less than that in other representations. In general, the proposed method is more
efficient in terms of space and time and can be used to verify many quantum circuits in
polynomial time.

Besides, in this project, we show how quantum Boolean circuits can be used to implement
the oracle and the inversion-about-average function in Grover’s search algorithm. Before
illustrating how this can be done, we present the circuit design principle using the satisfiability
(SAT) problem as an example. Then, based on this principle, we show the quantum circuits for
two different kinds of applications. The first one is searching a phone book. Although this is a
typical example of Grover’s algorithm, we show that it is impractical as a real-world application.
As the second application, we give the quantum circuits for a more practical application —
breaking a symmetric cryptosystem. Although these two applications have quite different types of
search criteria, they are both one-way functions and the proposed circuits can actually be
generalized to any such problems.

With the capability of performing quantum circuit synthesis, we report an experimental
realization of quantum switch using nuclear spins and magnetic resonant pulses in this project.
The nuclear spins of *H and *C in carbon-13 labeled chloroform are used to carry the
information. Then nuclear magnetic resonance pulses are applied to perform quantum operations
on a two-qubit quantum computer prototype. Note that, an ideal quantum computation system is
independent of the underlying physical implementation, as long as the information carrier (qubit)
can be manipulated according to quantum mechanics.

However, NMRPPGEN is a compiler-like utility which can be used to generate NMR pulse
program for NMR quantum computers. Its input is a text file which contains a series of quantum
logic gates (such as Hadamard Gate) and the output is an NMR Pulse Program. In addition to the
pulse program synthesizer, we have also implemented a web-based /O interface which can be
used to configure various parameters. For example, by configuring J-coupling parameters for the
target molecule, NMRPPGEN can generate the NMR pulse program for the target molecule.

On the other hand, in this project we also studied a promising engineering application in
quantum computing called quantum oblivious transfer (OT). Oblivious transfer, a special
communication protocol, is widely used in various variants of security issue or cryptographic
application such as contrast signing, secrets exchange, coin flipping, etc. Oblivious transfer
allows a party to sent two messages to the receiver who can choose one of them and learn it,
remaining ignorant about the other, while the sender who has no ideal about what the receiver
choice. Although mathematical method such as RSA scheme can be used to build OT, the
protocol is only conditional secure since its security is based on mathematical conjectures. In this
project, we have resolved this issue based on quantum physics. As an example, we presented a
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contract signing protocol based on our proposal. We also discussed the initialization circuits and
various security issues of our protocol.

Due to the discovery of Shor’s algorithm, many classical crypto-systems based on the
hardness of solving discrete log and factoring problem are theoretically broken using quantum
computers. This means that some of the classical secret communication protocols are no longer
secure and hence motivate us to find other secure crypto-systems. In this project, we present a
new quantum communication protocol which allows two parties, Alice and Bob, to exchange
classical messages securely. Eavesdroppers are not able to decrypt the secret message and can be
detected if they do exist. Unlike classical crypto-systems, the security of this protocol is not based
on the hardness of any unproven mathematic or algorithmic problem. Instead, it is based on the
laws of nature.

Recent progress in nanotechnology has focused on applying nanoscale phenomenon in
physical layer or device level applications. In this project, we show that nanoscale phenomenon
can not only be used in physical layer, but also in high layer application such as communication
protocols. We study the possibility of performing authentication and encryption based on
quantum entanglement, which is a phenomenon available only at the nanoscale level. Unlike
classical authentication and encryption algorithms, the security of this protocol is based on
nanoscale physical laws, instead of any unproven mathematic conjecture.

Maximum flow problem has many applications in the engineering community. In this
project, we propose a quantum algorithm to solve the maximum flow problem in O(n2.5) time,
which, to the best of our knowledge, is faster than all other classical and quantum algorithms.

Keywords: Quantum Computing, Quantum Communications, Quantum Circuits, Circuit
Synthesis, Circuit Testing, Nuclear Magnetic Resonance (NMR).Quantum Computing, Quantum
Communications, Nuclear Magnetic Resonance, Pulse Program, Non-Locality, Secure
Computation, Oblivious Transfer.
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# % @ Hadamard and general CCN gates are used to make QILA and
1-testable. That is, for any quantum boolean circuit, the number of test
patterns is independent of both the size of the array and the length of
the inputs. This property can be applied to perform the quantum

built-in self-test (QBIST), which makes any Boolean circuit 1-testable.
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Abstract

In this paper, a randomized distributed algorithm is proposed to enhance data accessibility in
wireless ad hoc networks. Furthermore, in order to analyze the behavior of our algorithm, a
probabilistic approach is presented to derive the upper bound of convergence by a novel
technique called path coupling, which gives more insight into factors determining system
performance.

1. Introduction

Recently, peer-to-peer (P2P) systems have been extensively investigated [1]. Under the paradigm of P2P
communications, data accessibility is crucial for overall system performance. In order to increase data accessibility
for P2P applications, various data replication schemes have been proposed. However, these research results may not
suitable for wireless ad hoc networks due to the vast differences in network characteristic.

Many cooperative caching schemes tailored for applications over mobile ad hoc networks have been
presented. To cope with the situation in which a fixed access point is not available, Sailhan and Issarny [2]
introduced a cache management strategy which can minimize the energy cost, especially for the Web caching
problem. In [3], Yin and Cao proposed a hybrid cache scheme, unlike traditional ones that only replicate the
contents of objects, the adopted path-caching strategy redirects possible future requests to a nearby node instead of
the remote data center. In [4], Hara proposed many replica allocation and data update mechanisms to improve data
availability for a partitioned network.

In this paper, we propose a randomized distributed algorithm for data replication. Moreover, we adopted a
novel technique called path coupling to derive the upper bound of convergence time of the algorithm. We believe
the concepts and the techniques presented here can provide a pragmatic building block for P2P applications over ad
hoc networks.

2. System Model

Assume there are n nodes and m objects in a wireless ad hoc network and for simplicity, m is set as O(n).. Each
node U has equal transmission radius r and memory capacity @(U)=c < m. The number of objects allocated in node u
is denoted as m,. Let d(u, v) denote the hop-distance between node u and node v, the set N"(u)={veV : d(u, v)<h} is
called the h-hop neighborhood of u. In this paper, the system is assumed as a relaxed asynchronous model, i.e., the
upper bounds on process execution speed, message transmission delays, and clock draft rates are known. Thus we

assume that a successful one-to-all local-broadcast operation can be accomplished within a constant period tp.



Albeit perfect synchronization is impossible, rational synchronization can be achieved via extra facilities, such as
GPS signals. Therefore, we assume that all nodes are synchronized in rounds which consist of a number of time-
slots.

Consider a P2P system, each node U has its innate objects (denoted as INNATE(u)) and some replicated objects
(denoted as REP(u)). If node u is interested in object 0, it issues a query q(u, 0)eQ to search for 0. A query q(u, 0)
is called resolved if there exists a query resolution r that indicates the path information to node v, and 0 INNATE(V)
w REP(V). For all query q(u, 0)eQ, if there exits a resolution set R such that d(u, v)<k, we call Q k-coverable and R

a k-covering resolution set for Q.

3.2. Randomized Distributed Algorithm

The main objective of our algorithm is to assure that all query sets become k-coverable. Since a wireless ad
hoc network can be constructed without any pre-existing infrastructure, it typically provides a great degree of
flexibility. On the other hand, data replication strategies in a centralized or hierarchical fashion are not desirable as
the system size becomes large. Moreover, nodes in the same region are apt to require similar object(s). If a
deterministic algorithm retrieves the most preferred object, it may cause unnecessary resource drain on the network
because too many duplicates are allocated in the vicinity. Therefore, we propose a randomized distributed algorithm
that aims to higher scalability and efficiency in a resource-limited network. The pseudo-code of the proposed
algorithm is presented in Figure 1, where each node U executes the same procedure to make object allocation

decisions.



Randomized Algorithm for Data Replication in node u

01.  information_exchange(k);

02. if (cost, (o) < k)

03.  /* k-coverable: Yq(u,0;), 1 < i <m, Ir = qlu,0;), cost,(0;) <k */

04. do nothing:

05.  else{

06. with probability «. do nothing:

07. with probability (1 —a) {

08, choose object o, from the set R, R = {o; : cost,(0;) > k} n.arx;
09. choose object o4 from the set D, D = {o; : cost,(0;) = 0} n.a.r;
10. if(m, < ¢e)

11. replicate o, into local memory:

12. clse

13. drop o4 from local memory;

4. )

Figure 2. Pseudo-code description of our data replication algorithm.

In line 1, the procedure is a data collector which periodically collects data from node u’s 1-hop neighborhood.
Each node u contains a distance vector cost, with size m; in which each element cost,(0;) records the hop-distance of
object 0;. During the period of ty,, each node local-broadcasts the distance vector to its 1-hop neighbors. Whenever
node U collects all the distance information from nodes ve Nl(u), for each object 0;, if cost,(0;)+1 < cost,(0;), the
value of costy(0;) will be updated to cost,(0;)+1. After executing such operations for k times, if the value of each
cost,(0;) is smaller or equal to kK, it indicates that the query set of all objects is k-coverable, otherwise, there are some
queries that cannot be resolved by N“(u). In order to avoid unnecessary redundancy by replicating objects in
cooperation with its neighbors, node U do nothing with probability «, and chooses the candidate object for
replicating/dropping with probability (1-@). In lines 6 — 12, the candidates 0, and 04 are chosen uniformly and
randomly (u.a.r) from the sets R = {0;: cost,(0;) > k} and D = {o;: cost,(0;) = 0}, respectively. If the local memory is
full, object 04 will be dropped; otherwise node U will issue a request for replicating object ;.

As described above, the steps of information exchange and object replicating/dropping are all repeated in a
distributed manner. Note that since the dropping candidate is selected without considering neighbors’ states, a node
that has reached its stable state may be invoked to execute the algorithm again if a shared object is dropped by some
neighbor. However, it is shown in the following sections that all query sets will eventually become k-coverable and

the system enters a stable state with high probability (w.h.p.).

4. Stochastic Analysis
Consider our data replication algorithm in which the decisions made by each node only depend on its current

state, it is clear that the algorithm satisfies the memoryless property and can be treated as a Markov chain with state
space Q (i.e., the set of all configurations). For a randomized algorithm which is operated as a Markov chain, one of
the prime objectives is to derive the mixing time of the algorithm. In other words, it refers to how long the algorithm

will take to reach one of the legitimate configurations with high probability. Therefore, we now use a powerful



technique called path coupling [5] to examine the behavior of the proposed randomized algorithm, more specifically,
we show the upper bound of the time before entering one of the legitimate configuration set L. Based on our
problem formulation, L consists of all configurations that the query sets are k-coverable. It is not hard to verify that
the configurations in L are strongly connected. Moreover, L denotes the states with non-zero probability in the
stationary distribution of the corresponding Markov chain. For brevity, the upper bound of memory capacity C is
assumed to be large enough to replicate object(s) in the k-hop neighborhood. Furthermore, the self-loop probability
o is set to 1/2 for ensuring the aperiodicity of Markov chain.

The state of each node i is expressed as a set S; = {0y, Oy, ..., Op}, where 0;€ {0, 1}, 1 <i<n, 1 <j<m. The case
0;= 1 indicates that object j is in node i's memory. Likewise, 0;= 0 indicates that node i does not have the replica of

object j. Obviously, the number of 1’s appearing in S; is no more than the memory size C, thus there are C possible

m m m
states for a node, where C = LOJ +( 1 j+ +( ) < 2™ If we encode S as an integer, the state space Q of
c

our algorithm can be described by all combinations of ;. Each possible configuration in Q is expressed as (S, S, -- -,
sn), where s; €{0,1,..., C}. Note that (i) the size of Q is C"; (ii) the replicating/dropping decisions made by the
participating nodes may cause some movement from one configuration in € to another.

A Markov chain is rapid-mixing if the (s-approximate) mixing time is bounded by a polynomial in In(¢") and
the size of each configuration in the state space. Due to the lack of space, we only show that the process of
randomized distributed algorithm is rapid-mixing (i.e., converging in a time-efficient manner) and skip details of the
mechanical proofs'.

Proposition 1: For the proposed algorithm, there exist a subset S of Q x Q, an integer-valued metric  on Q x Q
taking the values in {0, 2, 4,..., 2cn}, and a coupling defined on S, such that for all (X, Y) €S, E[S (Xt+1, Y1) £ S0
(Xt, Yo), where f= 1 — ((m+c)/2mc).
mc
+C

In(2cne™) w.hap.

Proposition 2. The mixing time of our algorithm is upper bounded by

6. Conclusions and Future Works

In this paper we concentrate on augmenting data accessibility for peer-to-peer data communications over
wireless ad hoc networks. In addition to proposing the randomized algorithm, a path-coupling based method was
used to verify the rapid-mixing property of state transition dynamics, together with a (loose) upper bound of the
convergence time. In the future, we would like to conduct performance evaluation through much more extensive
experiments, including the considerations of data updating, radio signal interference, and node mobility.
Furthermore, since wireless communication may suffer from the traditional layered architecture, we hope to achieve

further improvement by incorporating cross-layer adaptation.
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