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The Internet Is An Insecure Place

Many protocols do not provide any security.
m Viruses, worms, Trojan horses etc.

= Client/server applications often require
transmission of user identity/passwords.

“Crackers” may sniff passwords and other
sensitive information off the network.

Need to restrict control access privileges

= “Crackers” also actively exploit many system
vulnerability or “security holes” to inflict damages
or to gain access to valuable information.

m No system is totally immune to security problems.
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Solution?

m There is nothing more secure then a
computer which is not connected to the
network --- and powered off!

= But...

m These restrictions are simply unrealistic
and unacceptable.

m Firewalls assume that “the bad guys” are
on the outside — a bad assumption!

m Firewalls restrict how your users can use
the Internet.
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Firewalls Web Security
Problems = Content security

O Digital rights management (DRM)
0 Encryption
O Digital watermark
= Network security
O Encryption
= Symmetric encryption: DES
= Asymmetric encryption: RSA
O IP security
= Digital signature/envelope
= Digital Certificates and certification authorities
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German Enigma Cipher Machine

= |n 1918, Arthur Scherbius filed for a patent for Enigma
Cipher Machine and offered it to the German Navy.

= In 1926, German navy begins using Enigma Machine,
lightly modified from a commercial model.

= In 1930, German armed forces introduced a
significantly modified military model.

= In1932, Marian Rejewski, a 27-year-old Cryptanalyst
(Cipher Bureau of the Polish Intelligence Service in
Warsaw, Poland) mathematically determined the
wiring of the Enigma'’s first rotor. Since 1933 Poland
was able to read thousands of German messages
encrypted by the Enigma Machine.

= The National Security Agency Museum in Fort George
Meade, Maryland has a real WW2 Enigma Cipher
Machine on display.
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Security Threats
- . Access Control
O
|
. m Confidentiality
O
u n Integrity
- O
] Authentication
O
u Non- Repudiation
m}
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Simple Cryptography

—Ciphertext

—Plaintext

——Key

byLincoln Stein, MIT& KL Lin, NTU
Copyright (C) 2003 Jane Hsu 12

Security




E-Commerce & Web Technology U2010 Handout 03/26/2003

" IR " T

Rotating Key Cipher
Caesar Cipher grRey-p

ABCDEFGHIJKLMNOPQRSTUVWXYZ CDEFGHI JKLMNCPQRSTUWKYZA
rotate 13 positions DEFGH JKLMNOPQRSTUWAKYZAB

EFGHI JKLMNOPQRSTUWKYZABC
NOPQRSTUVWXYZABCDEFGHIJKLM FGH JKLMNOPQRSTUWKYZABCD
GHI JKLMNOPQRSTUWWIKYZABCDE
H JKLMNOPQRSTUVWKYZABCDEF

THE GOTHS COMETH  Plaintext | JKLIMNOPQRSTUVWIKYZABCD. . .

13 Key )
SOUND THE RETREAT plaintext

FUR TAFUE PAYRFU  Ciphertext @ key
VSUPC XKG UEWWEX ciphertext
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General Principles

m Longer keys make better ciphers =
m Random keys make better ciphers

m Good ciphers produce “random” ciphertext
m Best keys are used once and thrown away

(key)
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Symmetric (Private Key) Cryptography
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= Examples:
0 DES (Data Encryption Standard) 56-bit key
O IDEA (International Data Encryption Algorithm) 128-bit key
0 AES (Advanced Encryption Standard)
0 RC4, RC5, Skipjack
= Advantages: fast, ciphertext secure
= Disadvantages: must distribute key in advance, key must
not be divulged
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DES: Data Encryption Standard

= Widely published & used - federal standard
m Complex series of bit substitutions, permutations
and recombinations
m Basic DES: 56-bit keys
] Crackablein about a day using specialized hardware
m Triple DES: effective 112-bit key
0 Uncrackable by known techniques
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Asymmetric (Public Key) Cryptography

RV R-AT-A

¢ Examples: RSA, Diffie-Hellman, ElGamal
¢ Advantages. public key widely
distributable, does digital signatures

Wiz RSA B . * Disadvantageﬂcglmq}{g,zol[’(ﬂ Hdsuistribution
" AR " NN
RSA RSA
m RSA Rivest Shamir  Adelman u p.q
wr = n=pxq z=(p-1)x(a-1)
- [ z d
u e (exdymodz=1
RSA (512-1024 bits) m Public key: (e,n), Secret key: (d,n)
RSA u : C=Pe¢mod n
u :P=Cdmod n
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RSA RSA
r Public key encryption algorithm (Asymmetric) ,1977

< .
_M | [E—— Decyption A
algorthm Agoriti

Algorithm:

Example:

1: Choose p=7 and q=17.

2: Calculate n=pq=7x17=119.

3: Calculate §(n)=(p-1){q-1)=96.

4: Select e=5 (relatively prime to ¢(n)).

5: Determine d such that de=1 mod 96 and d= 96; d=77. since 77x5=4x96+1.

S key generation
Step1: Choose p, q where p and q are prime ,and
caleulate 1=pq.
Step2: Select e such that ged(e, $(n)=1
St Coene
ep3: Calculate d=¢ 1 mod n
(b 2t) *Slcpl: your public key {e,n} : public
your secret key {d,n} : keep secret by yourself
3 Eneryption
C=Mecmodn
= Decryption
M=C dmodn
‘where M: Plaintext and C: Ciphertext
D key-length >=512 bits 5

,@;% ~2087 with

rem. = 66

(5,119) (77,119)

T T

Public Key Encryption: The Frills Digital Envelopes

f N =1
Fast encryption/decryption = Digital envelopes . . . '.. .

u

= Authentication of sender = Digital signature

= Verification of message = Message digests *a a ‘f
integrity

= Safe distribution of public = Certifying

keys authorities
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= n (Integrity)
O
L n (Authentication)
CA |
u (Confidentiality)
o
m (Non-repudiation)
]
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Original
Message

Message
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u (Hash Function)
Original ™

(digital fingerprint)

<&
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Secure Hash One-Way Hash RSA Signed Message
Algorithm
(message digest)
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Message Digests
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Certifying Authorities

Copyright (C) 2003 Jane Hsu

Security




E-Commerce & Web Technology

U2010 Handout 03/26/2003

Copyright (C) 2008 Jane Hsu

RoRt R
‘/i? I%g

39

T "
Hierarchy of Trust
||
O
' A
D 2
A)
T " EEENEE
'lll3ublic Key Cryptography
Secure, Verifiable Transmission on the Web

m Secure Socket Layer (SSL)
ONetscape Communications Corporation
m Secure HTTP (SHTTP)
O Commerce Net
m SET (Secure Electronic Transaction)
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SSL

m SSL(Secure Socket Layer)
= Netscape

m SSL

Copyright (C) 2003 Jane Hsu

a1

" NN
SSL and SHTTP, similarities

m RSA public key cryptography
m MD5 message digests

m Variety of private key systems
O Strong cryptography for use in U.S.
OWeakened cryptography for export.
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SSL and SHTTP, differences SET
[ HTTP | | Fre |

m SET (Secure Electronic Transaction)

U <
e ] <]

| |
. RSA(1024 bits)
I <

Internet )
Network interface
PhySicaI Layer 43 Copyright (C) 2003 Jane Hsu 44
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SET Secure Servers
= SET m Netscape Commerce Server
IBM = Microsoft Internet Information Server
- SET = WebSite Professional
m Quarterdeck/WebSTAR Professional
SET m OpenMarket Secure Server
- RSA = Apache SSL
SsL = Many others!
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Secure Servers: Costs Secure Servers: Set-up
m Server software m Install & configure server software
ORequires license from RSA Data Security = Create “distinguished name” for your site
DOften free for noncommercial use = Fill out server certificate application at
1$200-$1000 for commercial use Verisign's Web site
O Export forbidden OPay the piper
m Server certiﬁcate - m Generate key pair and “certificate request”
01$290 for initial certificate Mail certificate request to Verisign
[1$95 each additional servers = Install signed certificate on your server
0$75 annual renewal fee
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Using SSL
[El =]
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INTERNET

ACCOUNT AND USER INFORMATION
Please enter your FedEx User ID and Account Number:

"
SSL Failures

= Two well-publicized incidents in 1995
m 40-bit secret key used in export versions
vulnerable to brute force attack
1 Single encrypted message vulnerable to cracking in a
few weeks on a network of workstations
oS ﬁzcialized hardware (probably) can crack in a matter
of hours

= Implementation problem

Web Encryption Isn't Panacea

m Server certificates vouchsafe name of
server but not honesty of merchant!

m Protect integrity of browser & server

m Protect data at browser side & server side

e e v 0 Navigator 2.0 used predictable random number
f R T e generator to generate secret keys
[ecpmsappng..| | concrsipmen] | AR 01 Messages crackable in a few minutes on conventional
workstation
T
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Alternative architectures

m Separate Layer
OOver TCP: SSL
OOver IP: IPSec

m Application-Specific

mane of snakes, and a lion's claws.

= To provide strong authentication for client/server
applications by using secret key cryptography.

across an insecure network connection.
= Client/server can also encrypt all of their

they go about their business.
= Free implementation available from MIT
http://web.mit.edu/kerberos/www/
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= KERBEROS was the fierce watchdog of Hades. It was
depicted as a three-headed dog with a serpent's tail, a

= A client can prove its identity to a server (and vice versa)

communications to assure privacy and data integrity as

53

software OSHTTP
m Parallel
[Kerberos; Kerberos with TLS?
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Kerberos Reference URLs

m SSL Protocol

Ohttp://home.netscape.com/newsref/std/SSL.ht
ml

m SHTTP Protocol
O http://lwww.eit.com/projects/s-http/
m Verisign
Ohttp://lwww.verisign.com/
m RSA Data Security
Ohttp:/lwww.rsa.com/
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