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Abstract



In this project, we are going to
investigate the key requirements of a security
framework for location-aware healthcare
services over sensor networks, and attempt to
formulate a complete and practical design
based on the results of the investigation. To
the least extent, the resulting framework is
supposed to improve the availability of the
system, to preserve the privacy of the
subjects being cared, to assert timely
response, and to prevent the abuse of medical
resources. In addition, because of the
stringent constraints and certain
application-specific considerations incurred
by the particular combination of wireless
sensor networks and healthcare services, it is
required to explore new evaluation models
for the security analysis in this unique
situation. For example, the cross-location
continuity of authenticity, or the consistency
of sensed information emitted by an
authenticated moving subject, ought to be
taken into account as well. As a result, we
also plan to propose unconventional
evaluation models tailored for both
location-aware healthcare services and
wireless sensor networks.

In the first year of the project, we
develop an efficient key management
mechanism for sensor networks based
Chinese Remainder Theorem (CRT). In the
second year of the project, we develop two
privacy protection schemes based on
quadratic residues. In the third year of the
project, we develop a secure data aggregation
scheme EVIA for sensor networks.
Compared with existing schemes, our
scheme are not only more secure but also
more scalable. It turns out that our schemes
are suitable for practical implementation.

Keywords: Security, wireless sensor
networks, location-aware computing,
location privacy, privacy protection,
healthcare service, security evaluation model
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