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Design and Implementation of a Secure and High Performance

Linux-Based Cluster File System (I)
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Abstract

The main goals of this project are to propose a

NSC 91-2213-E-002-105
t91%8H1R0 £92%7HA31A

& REK AT

new cluster file system architecture which consists of
features from existing systems and select Linux as
the platform to implement on in order to meet the
needs of current technology industry. Our cluster
file system not only supports operating systems
that runs on desktop personal computers, but also
platforms which have low computing powers and
narrow communicating bandwidth, such as mobile
devices. To meet this goal, the topics that we have to
solve including: high performance network transmis-
sion schemes to reduce the communication cost and
to support mobile computing devices, consistency
models to solve file-sharing problems, file system
fault-tolerance mechanisms to improve the system
reliabilities, an object-based file system to increase
the system wusability, a role-based access control
scheme to improve flexibility of administration and
convenience of use, and encryption modules for file
systems and underlying network protocols to increase
the security of data storage and network transmission,
and so on. Once this high performance cluster file
system is ready, we are not only able to solve the
cross-platform file sharing problem, but also use
this system as an infrastructure for server clusters,
such as distributed database servers, world-wide
web servers, and so on. Also, it may be used as a
platform that a collaborative computing environment
can build on. By taking advantage of the capability

for network transmission and data consistency of the



cluster file system, we may reach the goal to support
collaborative computing.
Keywords: Cluster File System, Consistency
Models, Fault Tolerant, Object-Based File System,
Role-Based Access Control, Encrypted File System.
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